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O O0OKyMeHTe

B pokymeHTe onucaHa Hactporika ViPNet Coordinator HW ¢ nomoubto Beb-nHTepdeica. lokymeHT
npeAHasHayeH Ans aAMUHUCTPATOPOB U NOJib30BaTeNel, KOTopble NaaHnpytoT paboTaTth ¢ ViPNet
Coordinator HW, ucnonb3sys Beb-unHTepdeiic.
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CornalweHmsa 40KyMeHTa

Huxe nepeyncieHbl cornaweHna, NpuHATble B 3STOM AOKYMEHTE ANA BblAe/IEHUA I/IHCbOpMaLI,I/II/I.

Tabauya 1. O6o3HaveHUs, UCNob3yemMble 8 NPUMEYAHUSIX

0O603HaueHune OnucaHue

/’\\g BHuMmaHue! Yka3sbiBaeT Ha 06g3aTesibHOe ANS UCMONHEHVA UV CNe0BaHNA AelCTBMe
1A nHbopmaLumio.

MprMeyaHue. YKasblBaeT Ha Heobs3aTeIbHOE, HO XXenaTesibHOe AN UCMONHEHUS UK
CnefoBaHus JencTBue nam MHhopmaumio.

Coger. CofepXnT AOMONHUTEBHYIO MHPOPMaLIMIO 0bLLEero xapakrepa.

Tabauya 2. O6o3HaveHus, ucnosb3yemsle 0415 8bideseHuUs UHopmayuu 8 mexkcme

O603HaueHune

HasBaHue

KnaBuwa+Knasuiia

MeHto > MNoagmeHo >
KomaHgaa

Konm

OnucaHue

Ha3BaHwve anemeHTa nHTepdelica. Hanprmep, 3aronoBok okHa, Ha3BaHWe
noAs, KHOMKN WA KNaBULLIN.

CoueTtaHue knaBuL. YTobbl UCMO/Ib30BaTh COHMETaHUE KaBULL, CledyeT
Ha)kaTb MEPBYIO KNABWLLY W, HE OTMYyCKas ee, HaXkaTb BTOPYHO KAaBuLLY.

I/IepapxmquKaﬂ nocneaoBaTe/ibHOCTb 3/71IEMEHTOB. HaanMep, NYHKTbl MEHHO
WAn pasgenbl Ha NaHenan HaBuraumnn.

Mmsa darina, nyTb, GparmMeHT TeKkCTOBOro dpaina (koga) nam koMaHaa,
BbINOAHAEMas U3 KOMaHAHOW CTPOKM.
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CBA3aHHbIE AOKYMEHTbI

B Tabaunue HUxXe nepeuncneHbl JOKYMEHTbI, BXOAsLLME B KOMMNeKT gokyMeHTaummn ViPNet Coordinator
HW nomumo faHHOro fJokyMeHTa.

Tabauya 3. Ces3aHHbIe OOKyMeHMb!

[okymeHT

«ViPNet Coordinator HW.
O6bulee onucaHne»

«ViPNet Coordinator HW.
MoarotoBka k pabote»

«ViPNet Coordinator HW.
Hactpolika ¢ nomoLbro
KOMaHZHOro
WHTeprpeTatopa»

«ViPNet Coordinator HW.
CueHapun paboTbi»

«ViPNet Coordinator HW.
CnpaBo4HOe pyKOBOACTBO
Mo KOMaHAHOMY
WHTeprpeTaTopy>»

«ViPNet Coordinator HW.
CnpaBOYHOE PYKOBOACTBO
Mo KOHPUTrYpaLMOHHBIM
bannam»

«ViPNet Coordinator HW.

.ﬂMLJ,EH3I/10HHbIe cornawleHma

Ha KOMMOHEHTbI CTOPOHHUX
npovssoauTenemn»

Copep>kaHue

OnucaHue obuein nHpopmaumm no ViPNet Coordinator HW, a Takxe
CYLLLeCTBYHOLLMX UCMIOIHEHNI 1 XapaKTepPUCTMK annapaTtHbIX naatdopm

Onuncanune noarotosku ViPNet Coordinator HW k ncnonb3oBaHuto,
pa3BepTbiBaHWA BUpTyanbHoro obpasa ViPNet Coordinator HW, pabotbi
CO CnpaBOYHMKAMM U KAtOYaMK y3na, obHosaeHus MO, pe3epBHOro
KOMMPOBaHMWA N BOCCTaHOBJ/IEHNA HAacTpoeK

OnucaHne oCcHOBHBIX cLieHapues HacTpoliku ViPNet Coordinator HW ¢
NMOMOLLbIO KOMaHAHOrO MHTeprpeTaTopa, paboTbl € XypHanamu 1
moHuTopuHra ViPNet Coordinator HW

OnuncaHne NpakTMyecknx cLeHapnes ncnoab3osaHmns ViPNet
Coordinator HW, koTopble TpebyroT KOMMNAEKCHOTrO NPUMeEHEHUs
pa3/MyYHbIX KOMaHZA 1 6a3oBbix cxem HacTpoiiku ViPNet Coordinator HW

Onucanue komaHg ViPNet Coordinator HW

OnucaHne KOHGUIYPaLMOHHBIX GpalioB YNPaB/AIOLLEro JeMoHa 1
CVCTeMbI 3aLUWTbl OT c60eB

JIVLLEeH3NOHHbIE COrNalleHns Ha KOMMOHEHTbI CTOPOHHUX
Npou3BOAMTENEN, KOTOPbIE MCMOb30BaAUCh Npu paspaboTke MO ans
ViPNet Coordinator HW
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O nporpamMMHo-arnapaTHoOMm
komrnekce ViPNet Coordinator HW

MporpammHo-annapatHbi komniekc ViPNet Coordinator HW npeacTtaBaset coboi MHTErpnpoBaHHoe
pelleHne Ha 6ase cneLmanmM3anMpoBaHHOM annapaTHoM nNaaTdopMbl U NPOrpaMMHOro obecneveHums
ViPNet, koTopoe dyHKLNOHMpPYeT Nog ynpasaeHnem agantnposaHHon OC GNU/Linux.

ViPNet Coordinator HW BbicTynaet B posv VPN-cepBepa 1 npejgHasHayeH 414 MCnoab3oBaHua B |P-
ceTAX, 3allMTa KOTOPbIX OpraHM3yeTcs C MpMMeHeHneM KoMiekca nporpamMmmHbix npogyktos ViPNet.

ViPNet Coordinator HW B cetn ViPNet peanusyet ¢dyHKLMM KOOpAMHATOPA, a TakxkKe psj
LOMNOIHUTENbHbBIX GYHKLNNA.

Onwucanue Bcex dyHkumi ViPNet Coordinator HW cm. B sokymeHTe «ViPNet Coordinator HW. O6uwee
onvcaHve».

ViPNet Coordinator HW 4. Hactpolika ¢ nomoLsto Beb-uHTepdelica | 10



ObpaTtHad CBA3b

fononHutenbHaa nHpopmMauma

CegeHuns 0 npoaykTax n pewerusax ViPNet, pacnpoctpaHeHHble BONPOCHI U Apyras noae3Has
nHdopmauua cobparbl Ha caite OAO «MHPoTeKC»:

Beb-noptan gokymeHTaumm ViPNet http://docs.infotecs.ru.

OnwucaHune npogyktos ViPNet http://www.infotecs.ru/products/line/.

Nudbopmaumsa o pewenusx ViPNet http://www.infotecs.ru/solutions/.

C6opHMK YacTo 3agaBaembix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.

®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

KoHTakTHaa nipopmauma

C Bonpocamu No ncnosnb3osaHuto npoayktos ViPNet, noxenaHmaMmu v npesioxXeHnsaMm CBAXUTECh CO
cneunanuctamm OAO «MHOoTeKC». [ins pelleHns BO3HMKaOWMX Npobaem obpaTntecs B cayxoby

TEXHUYECKON noAa4ep>XKKn.

TexHuueckas noaaep>ka ans nonbzosatenen npoaykros ViPNet: hotline@infotecs.ru.
®opma 3anpoca B ciyxby TexHuueckor noaaepxkmn http://www.infotecs.ru/support/request/.

KoHcynbTauum no tenedoHy Ans KAMEHTOB, MMEIOLLMX PACLUIMPEHHBIA YPOBEHb TEXHNYECKOTO
COMPOBOXAEHNS:

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Ntoboro pervoHa Poccnm (kpome MocKBbI).

PacnpoctpaHeHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryampyetca
NMONNTMKOMN OTBETCTBEHHOrO pa3rnallerus http://infotecs.ru/products/disclosure.php. Ecav Bbl
0BHapy>Xunamn yasBnMmMoCTu B NpoAyKTax KOMNaHum, coobLmute o H1X No agpecy security-
notifications@infotecs.ru.

ViPNet Coordinator HW 4. Hactpolika ¢ nomoLbto Beb-nHTepderica | 11
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Hauano paboTbl € BEO-
MHTEpdemcom ViPNet
Coordinator HW

HasHaueHwue Beb-uHTEepdeinca

PexuMbl Noab30BaTeNs M aAMUHUCTPaTOPa
PeXuM orpaHnyeHHOn QyHKLMOHANbHOCTU
MoakntoueHne K Beb-nHTEphency
HacTporika gaTbl 1 BpeMeHM

Mepe3arpy3ka ViPNet Coordinator HW
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Ha3HaueHne Beb-nHTEPdEMCa

Ana npocmoTpa 1 BbiNoAHeHNA HekoTopblx HacTpoek ViPNet Coordinator HW Bbl MoXeTe ncnonb3oBatb
Beb-mHTepderic. MoakntoueHme k ViPNet Coordinator HW uepes Be6-mHTepdeic cresyet ocyLLecTBAATb
TOJIbKO C BblAeNeHHbIX paboumnx MecT no KaHany, 3awmieHHomy cpeacteamu MO ViPNet. Bel moxete
nogkntoyatbea K ViPNet Coordinator HW ¢ apyrux 3awwmiieHHbix y310B ViPNet, cBA3aHHbIX C HUM (CBA3M
mexay y3namm cetn ViPNet 3agatotca B nporpamme ViPNet Lientp ynpasaerus cetbto (LLYC) (cm.
rnoccapwui, ctp. 156)).

BHumanwme! MpegoctaBnatb yaaneHHbI goctyn kK ViPNet Coordinator HW ¢ He3awuweHHbIX
y310B 3anpeLleHo. C NoMoLLb GUALTPOB 3aLUULLEHHONM CETU CeayeT OrpaHNUNTb
/ﬂ\ coeanHenuns mexgay ViPNet Coordinator HW 1 pabounmmn mectammn agMUHUCTPATOPOB,
"~ pas3peluB TO/ILKO YAaneHHOe yrpaB/ieHne 1 nepeaady AaHHbIX Mo CiyXebHbIM NPOToKo/aM
ViPNet.
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PexXMbl MONb30BaTeNns u
AAMWHNCTPAaTOPa

Bbl MoxeTe pabotaTh ¢ Beb-uHtepdericom ViPNet Coordinator HW B pexxnme nonb3zoBatens nav B
pexxme agMmuHucTpatopa. [eicTBums, KOTopble Bbl MOXETE BbIMOJIHATH, B 3TVX PeXUMax CM. B Tabauue
HUXeE.

Tabauya 4. Paboma e seb-uHmepdbelice 8 pexxumax nosvzosamesis U aOMuHUCMpamopa

[JelictBre Pexxum Pexxum
nosnb3oBartens ajMUHMCTpaTopa

Hactporika nogkntoueHus K cetv (Ha cTp. 23): - +

® HacTpoiika ceTeBbIx nHTepdelicoB Ethernet;

® Ha3HauyeHWe JOMNOAHUTENbHBIX IP-agpecos;

e opraHu3auma 06paboTkm Tpaduka N3 HeECKONbKMX
VLAN;

e nogkntoveHue k cetam Wi-Fi n 3G;

® MNCNO/Ib30BaHUe arpermpoBaHHbIX CETEBbIX

NHTEpPPEnCcoB.

MpocmoTp ceTeBbIX GUALTPOB (Ha CTp. 75) + +
Co3spgaHre 1 n3meHeHne ceteBoro GuabTpa (Ha cTp. 76) - +
MpocMoTp npaBua TpaHCAALMK afpecoB (Ha cTp. 87) + +
Co3zaHue 1 n3MeHeHe nNpasBuaa TPaHCAALMY ajpecoB - +
(Ha cTp. 88)

MpocmoTp rpynn 06bekToB (Ha cTp. 64) + +
Co3zaHue 1 n3meHeHwme rpynnbl 06beKTOB (Ha cTp. 65) - +
V3mMeHeHne HacTpoek ceTeBbIx cayx6 (cM. «HacTtpolika - +

ceTeBbIX CNyx6» Ha cTp. 90):
e Hactporika DHCP, DNS, NTP 1 npokcu-cepsepa;
® HacTpolika Touku goctyna K cetn Wi-Fi;

® HacTpoika PyHKLMoHanbHocTn L20verlP.
MpocmoTp obLei TabanLbl MapLupyT13aummn (Ha ctp. 117) + +

Vi3MeHeHwne HacTpoek MapLipyTusaunm (cM. «HacTtpoiika - +
MapLpyTm3auun» Ha ctp. 112)

MpocmoTp nHPopmaLmm o ceteBbix y3nax ViPNet (Ha cTp. + +
43)
MNpoBepka coeanHeHuns ¢ ceTeBbiM y3noMm ViPNet (Ha cTp. + +
45)
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[JelictBne Pe>knm Pexkum

nosib3oBatens agMMHMCTpaTopa
MpocMoTp nHGOpPMaL M O TYHHENNPYEMBIX Y3aaX (CM. + +
«[TpOCMOTpP 1 M3MEHEHME CNUCKa TYHHENNPYeMbIX

y3/710B» Ha CTp. 46)

MoHwuTopuHr coctosHusa ViPNet Coordinator HW (Ha cTp. + +

136) . +

e [lonyyeHne xxypHana ycTpaHeHVs Henoiagok

MpocmoTp XypHana pernctpauumn IP-naketos (Ha cTp. + +

138)

MpocMoTp cTaTucTMyeckon HopmaLmm ob IP-naketax + +

(Ha cTp. 141)

OrpaHnyeHms nNpu paboTe B pexmnMax
MONb30BATENA W aAMUHNCTPATOPA

OgHoBpeMeHHO ¢ Beb-MHTepdencom MoryT paboTaTb He Honee 5 nonb3oBaTtesielt, NPUYEM TOBKO OAMH
N3 HUX — B pexunmMe agMmuHuctpatopa. [epexos B pexuM agMUHUCTPaTOPa MOXHO BbINOJHWUTb TOJIbKO
nocne ayTeHTUGUKaLUM B pexxmme nosibloBaTens. [py 3TOM B MOMEHT nepexoja NnoJib3oBaTens B PeXXunm
aAMUHUCTPATOpPa CeaHC Apyroro aAMMHUCTPaTopa Kak B Be6-uHTepdelice, Tak 1 B KOMaHAHOM
nHTepnpetatope (nogpobHee cM. B gokyMeHTe «ViPNet Coordinator HW. Hactpoiika ¢ nomoubto
KOMaHZHOro nHTenpeTtatopa») byaet npepBaH (cM. «[logkaroueHne K Beb-uHTepdericy» Ha cTp. 17).
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PexyM orpaHnyeHHou
YHKLMOHAaIbHOCTM

Mpw BbIKAKOUEHUN OAHOTO UAN HECKOAbKUX AeMOHOB (OCHOBHBbIX npoueccos) ViPNet Coordinator HW
(iplircfg, failoverd) Be6-nHTEpdENC aBTOMATUUECKN MEPEXOAUT B PEXMM OTPaHNUYEHHON
byHKUMOHanbHOCTU. [Py 3TOM MOSBASETCA COOTBETCTBYHOLLEE COOBLLEHNE C NMPEANOXKEHNEM BbIATU 13
Beb6-uHTEpderica MMbO NPOAOIKNTL PAabOoTy C OrpaHNUYEHNEM HEKOTOPbLIX GYHKLMNA.

MpuMeuaHue. PaboTta JEMOHOB MOXET bbiTb 3aBepLUEHa Kak aBTOMaTUUecku (B ciydae
Hermoaa40K AU Ha BPEMs BbIMOJIHEHWS HEKOTOPbIX OMepaLuic), Tak U BPYUYHYHO
agmuHuctpatopom ViPNet Coordinator HW ¢ noMoLLbro COOTBETCTBYHOLMX KOMaH,

B pexxvme orpaHnyeHHON GYyHKLMOHANBHOCTM B 3aBUCUMOCTU OT BblkItOUeHHOro npotiecca ViPNet
Coordinator HW moryT 6b6ITb HeAOCTYMHbI Ceaytowne passaensl Beb-nHtepdeica:

e B cnyuae 3aBepLueHus pabotbl gemona iplircfg uennkom 6nokupytotcs pasgensl ViPNet VPN n
Me>kceTeBol 3KkpaH. [pyn 3TOM Bbl HE CMOXETE HacTpamBaTh ceTeBble GUALTPLI 1 NpaBuIa
TpaHcAuMmM agpecos, paboTtaTb CO CNUCKOM ceTeBbix y310B ViPNet.

e B cnyyae 3aBeplieHus pabotbl gemoHa failoverd B pasgene MoHUTOpUHT He oTobpaxkaeTcs
nHdopMaLms o paboTe CUCTEMbI, BBIBOAWTCS TOJbKO MHPOPMALLMA 06 NCMOAb30BaHWUM NaMSTH.

Takoke BeD-MHTepdEC NepexoanT B PEXMM OrpaHUUEHHON GyHKLUMOHaNbHOCTK Npu paboTe ViPNet
Coordinator HW B pexume knactepa ropsyero pesepsrvpoOBaHnNa 1 Npu 06HOBEHUM CNPaBOYHUKOB U
KAtoYen, noctynueLlimnx n3 nporpammel ViPNet LieHTp ynpasneHus cetbto. B aTom cnyuae pasgens!
CucteMHble HacTpoiiku, CeTeBble HAaCcTPOWku 1 MprkaagHble cepPBUChI JOCTYMHbI TONBKO A5
npocMoTpa, a pasgen MNMpuknaaHble cepsucel > DHCP oTcyTcTByeT.

B pexwumMe orpaHu4eHHON GYHKLMOHANbHOCTY Bbl MOXETE MPOCMOTPETb MHbOPMaL Mo 06
OCTaHOBJIEHHbIX NPOLLeCcax, HeJOCTYMHbIX HACTPOMKAX UK OrpaHNUYEHHbIX GYHKLMAX, LLEJKHYB 3HaUOK

ﬂ B BEPXHEM NMpaBOM yrjy CTpaHuMUbl.

® A Bel agMuHucTpatop  Buimi

PucyHok 1. lpocmMomp uHgopmayuu 06 oepaHu4eHuUax YyHKYUOHAIbHOCMU
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[ToaknroueHme K Beb-mHTepdemncy

BHumaHue! Mpu nogxntoueHun K Beb6-nHTEPHEincy HEOHXOAMMO YUnTbIBaTbL CleaytoLme
0Ccob6eHHOCTM:

e B ViPNet Coordinator HW no ymonuanuto BkntoueH ceteBort dpunbtp Allow ViPNet WebGUI,
pa3peLuatownii nepegady Tpaduka no npotokony TCP yepes nopt 8080 co Bcex y310B ceTh.
& He yaanaite n He oTk/itouanTe 3TOT GUALTP, MHaUe B MPOTUBHOM C/lyYae Bbl HE CMOXeTe
NOAKIOUNTLCA.

e [logkntoueHne k Beb-uHTepdeicy ViPNet Coordinator HW Heo6x0AMMO BbINONHATbL B
OTZAeNbHOM bpay3epe (HO He B OTAE/bHbIX OKHE WY BKIaAKe bpaysepa, KOTOPbIN yxe
Mcnosb3yeTca AN NPoCcMoTpa Apyrvx Beb-pecypcos). B npotneHom cayuae ViPNet
Coordinator HW MoxeT 6bITb YA3BUM A1 aTaku TUMa «0Tka3 B 06CayXXMBaHUW».

Y106bl MOAKHOUNTLCS K BEO-NHTEPDENCY, BEINONHUTE CleAytoLne AeNCTBUS:

1 B agpecHoli cTpoke Beb-bpay3epa BBegnTE http://<IP-ampec>:8080, yKa3aB TekyLwuii IP-agpec
ana poctyna k y3ny ViPNet Coordinator HW.

Texywmi IP-agpec goctyna k y3ny ViPNet Coordinator HW Bbl MoxeTe nocmotpeTb B 10 ViPNet,
YCTaHOB/JIEHHOM Ha BalleM Yy3/e.

Mpumeuanwue. Jns nogknroueHus Kk Beb-uHtepdeicy ViPNet Coordinator HW ucnonb3syiite
cnepyroume Beb-6paysepbl:
e Internet Explorer 10, 11.

e Google Chrome 1 Mozilla Firefox nocneaHeii Bepcmn.

2 B OTKpbIBLUEMCA OKHE ayTEHTUOUKALMM BBeAMTE Napoib Noab3oBaTtens ceteBoro y3na ViPNet un
HaXXxMunTe KHomnKy Bontu.

Beegute NnapoJib No/ib30BaTeNs:

Boitu

PucyHok 2. AymeHmugukayus nosv3oeamens

MpyMeuaHue. Ecav Bbl BBEAW HEBEPHBIN Naposib, YTOBbI CAEaTh OUEPEAHYHO MOMbITKY BBOAA
napos NoAOXANTE HECKONbKO CEeKYHZA. 3aZep>Kka peannsoBaHa Ans NpeAoTBpaLLeHNs

BO3MOXHOCTU NoAbopa napons MmeToAoM nepebopa. C KaXA0i HOBOW HeYCMeLLHOW NOMbITKOW

BBO/a Napois 3ajep>kKa yBeanunsaetcs. Eciv Bbl BBEIM HeBepHbIA Napoab 10 pa3 noapsga,
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3aZlep>KKa COCTaBUT 25 MUHYT, HO MOC/e Hee Bbl TakxKe CMOXeTe MOBTOPUTb MOMbITKY BBOAA
napos. Mpwv ycneLHon nonbiTke BBOAA NapoJif CHETUNK, KOTOPbIN GUKCUPYET HeyCrellHble
nonbITKW, 06HyAseTca. Takke cyeTUnK OBHYNAeTCa Noc/e AeCATON HeyCneLHOW NonbITKA
BBOZa Naposns.

CobbiTns 060 BCex HeyCreLLHbIX NOmMbITKaX BBOAA Mapo/if GUKCUPYIOTCS B XXypHase
yCTpaHeHWs Henoaajok.

Mocne ycnewHow ayTeHTUGUKALMM OTKPOETCA HayanbHas cTpaHuLa Beb-nHTepdelica ViPNet
Coordinator HW B pexwumMe nonb3osatens. B gaHHOM pexxrmMe Bbl MOXeTe TO/IbKO NpocMaTpuBaTh
HacTtpoinku ViPNet Coordinator HW. YTo6bl U3MeHATb HAaCTPOIKKW, BOMAMTE B PEXUM agMUHUCTPATOPa
(cM. «Pexknmbl nosib3oBaTeNd 1 agMUHUCTPaTopa» Ha cTp. 14).

@ BOIATI KaK agMUHMCTpaTOp  Bhlidh

ViPNet Coordinator HW

MexceTteBom MpuknagHele
3KpaH CepBUCHI

CeTteBble CucTteMHbie
HacTPOWKK HacTpounkmM

PucyHok 3. HauaneHas cmpaHuya seb-uHimepdpelica ViPNet Coordinator HW

A BXxoAa B peXkKuM afMUHUCTPATOPa BbIMOJHUTE CAefytoLine AencTBuS:
1 B npaBoM BepxHeM yray CTpaHWLbl LWeaKHUTe cCbiky BoliTn Kak agMuHUCTpaTop.

2 BeeawuTe Naposib afMUHUCTPATOpPa AaHHOFO CETEBOTO y3aa UM aAMUHUCTPATOPa rPynbl CETEBbIX
y3noB ViPNet.
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MpuMeyaHue. ECiv Bbl BBENIN HEBEPHBIN MNaposib, YTOObI CAenaTb OUepPesHYHO MOMbITKY BBOAA
naposs NOAOXANTE HECKONbKO CEKYHA. 3aepyKKa peannsoBaHa Ans NpesoTBpalLeHms
BO3MOXHOCTM nogbopa napons metogoM nepebopa. C KaXaol HOBOWN HeyCreLHOW NOMbITKOW
BBOZA Naposis 3aZep>kKa yBesnumeaeTcs. Ecin Bbl BBenn HeBepHbIV naposb 10 pa3 noapsa,
3afep>Kka COCTaBUT 25 MUHYT, HO MOC/IE Hee Bbl Tak)Ke CMOXeTe MOBTOPWTb MOMbITKY BBOAA

napos. MNpwv ycnewHoN NonbITKe BBOAA NMapO/s CHETUMK, KOTOPLIN GUKCMPYET HeycneLlHble
MonbITKK, 06HyAseTCA. TakxKe cUeTUMK OBHYNAETCA Noce A4eCATON HeYCneLHOW NOMbITKM
BBOZA Napos.

CobbITns 060 BCeX HeYCMEeLUHbIX MOMbITKax BBOAA Naposs GUKCUPYHOTCS B XXypHase
YCTPaHEHNs HEeMoaajokK.

3 Yrtobbl NpepBaTh CeaHC APYroro agMMHUCTPaATOPa, KOTOPbIA BO3MOXHO ceryac paboTaeT ¢ y3/10M
ViPNet Coordinator HW c nomoLubto BeO-nHTEpdElica M KOMaHAHOW CTPOKM C APYroro CeTeBoro
y3na ViPNet, yctaHOBWTe COOTBETCTBYHOLWMI GaxkoK. Ecv Bbl He ycTaHOBUTE AaHHbIN Gpaaxok, To
CeaHcC Apyroro agMmnHUCTpaTopa He ByaeT NpepBaH, a Balla NomnbITKa BXOAa B PEXMUM
aAMuHMCTpaTopa byAeT OTKIOHEHa.

4 Haxmute kHonky Boutn.

(© Bxoz aaMUHKCTpaTOpa

[¥] MpuHyauTensHo NpepBaTh CeaHC APYroro aAMMHMCTPaTopa

PucyHok 4. Bxod 8 pexxum admuHucmpamopa

B pe3ynbTaTte Bbl byseTe paboTaTth B peXUMe agMUHUCTPATOPa, CMOXETe NPOCMaTpMBaTh U M3MEHATb
HacTpowiku ViPNet Coordinator HW ¢ nomoLubto Beb-nHTepdelica.

Mpumeuanue. Eciv Ha ViPNet Coordinator HW ncTekatoT nam yxke UCTEKAN NepCcoHasbHbIM
KAtOY Mosib3oBaTens (CM. roccapuin, cTp. 159) nam katoun 3awmnTel kitoyeln obmeHa (cM.

rnoccapui, ctp. 158), To B BEG-UHTEpdENCe NOABUTCA COOTBETCTBYOLLEE COObLLeHMe. B 3ToM
cnyyae Tpebyetca 06HOBUTL KNtoun. O TOM, Kak OBHOBUTL KoUK, CM. B fokymeHTe «ViPNet
Coordinator HW. Hactpoiika ¢ NOMOLLbH KOMaHAHOTO MHTEpNpeTaTopax.
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HacTtpounka Aatbl M BpemMeHu

UYto6bl KOMMbIOTEP C NpOorpaMmMHbIM 0becneveHrem ViPNet Coordinator HW koppekTHO
B3aMMOZENCTBOBaN C APYrMMM 3aLinLeHHbIMK y3namu ViPNet, He06x0AMMO NpaBUAbLHO HAaCTPOUTb
CUCTEMHbIe JaTy U Bpems.

ﬂ BHumaHwme! Eciv cucteMHble AaTta v BpeMs 3ajaHbl HEBEPHO, 3alUMLLIEHHbIE
coeAnHeHus ¢ apyrumum y3namm ViPNet MoryT 6biTb 3a610KMPOBaHBI.

YTobbI HaCTpOUTb CUCTEMHbIE AaTy U BPEMA, BbINOAHUTE Cheayrouimne AEIZCTBMHI

1 Bougute B Beb6-uHTepdeiic ViPNet Coordinator HW B pexume agMmuHncTpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 [lleperigute Ha cTpaHuLy CMcTeMHble HacTpoliku > [lata u Bpems.

© (wnCTeMHble HACTPOMKM

Jata w epema

Yacoeol noAc: | Europe/Kaliningrad A

Aara: 251215 17:33:23 M

PucyHok 5. Hacmpolika damel u epemeHu

3 Ecam TpebyeTcs M3MeHUTb YacoBOW MOsC, B cnucke YacoBoii nosc Boibepute pervioH, rae
pacrnoNoXeH CeTeBOW y3en € yCTaHOB/EHHbIM NporpaMmmHbiM obecneyeHnem ViPNet Coordinator
HW.

il
4 B none [ata WwWenKHUTE 3HaUYOK L1 Noseurea dbopMa 3agaHua Jatbl U BPEMEHMW.
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251215 17:43:48 M

Nexabps 2015

BN B C YN C

1 2 3 4 5
6 7 &8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24(25]26
27 28 29 30 31

Bpema 17 43 48

Cox | coone

PucyHok 6. 3adaHue damel U 8pemeHU 8 coomsemcmayroujeli hopme

5 B nosBuBLekcs popMe BbIMOAHUTE CEAYHOWNE AENCTBUS:
5.1 B kaneHaape BbibepuTe HeOHXOAUMYIO AaTy.

5.2 MNopg kaneHgapem, B obnactn Bpems, 3againte HeobxoaANMOE BpeMS.

MpuMeyaHue. ECiv Bbl XOTWTE yKasaTb 3HAUEHWA AaTbl U BPEMEHW, UCMOJIb3yeMble B JaHHbIN
MOMEHT Ha KOMMbIOTEPE, C MOMOLLbIO KOTOPOrO NPOU3BOAUTCS MOAKAOUYEHNE K BED-
nHTepdercy, HaxxmmTe KHorky CerogHs.

5.3 Haxxmure kHonky OK.

6 Ha ctpaHuue [lata n Bpemsa HaxxmuTte KHOMKY COXpaHuUTb.
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[lepe3zarpy3ka ViPNet Coordinator
HW

B cnyuae BbisiBneHWA Kakmx-nmbo Henonagok B pabote ViPNet Coordinator HW, Bbl MoXeTe yaaneHHO
nepesarpysuTb ero C NoMoLLbto Beb-nHTepdenca. [1na 3Toro BbINOAHWTE CAeAytolime AeNCTBUSA:

1 Bougute B Beb6-uHTepdeiic ViPNet Coordinator HW B pexwvme agMmuHmncTpatopa (cm.
«[opkntoueHne k Beb-nHTepdency» Ha cTp. 17).

2 T[lepengunte Ha cTpaHmuy CucTeMHble HacTponkn > lMepesarpyska 1 HaXKMuUTe KHOMKY
Mepe3arpy3utb ycTpoicTBo. [pn 3TOM coesmHeHme ¢ Beb-nHTepdeicom byseT pasopBaHo, nocie
nepesarpysku NOBTOPHO MOAKAOUMTECH K HEMY (CM. «[loakroueHne K BED-UHTepdENCy» Ha CTp.
17).

© CncteMHble HaCTPOWKM

Mepezarpyzka

HasxmuTe KHONKY Huxe, UTobkLI NepesarpysUTe YCTPoACTED.

MNepezarpy2uTs yCTpORCTBO

PucyHok 7. Mepe3sazpy3ka ViPNet Coordinator HW
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HacTtpomka noAkIFOUEHMA K
CeTH

Hactpovika ceTeBbix MHTepdericos Ethernet
Ha3HaueHuve gononHutenbHbix IP-agpecos
OpraHuzauuma obpaboTkm Tpadurka n3 Heckonbkmx VLAN
MogkntoueHmne k becnposogHon cetn Wi-Fi
MoaknroueHme K MmobuabHom cetn 3G, 4G

Ncnonb3oBaHWe arpernpoBaHHbIX CETEBbIX MHTEPENCOB
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HacTpoVKa CETEBLIX MHTEPDENCOB
Fthernet

YT0bbl HACTPOUTL MOAKIHOUEHUE K CETU MO nNpoTokoAy Ethernet, BbinosHWTe cnegyroline fencTaus:

1

Bongute B Be6-nHTEepdeic ViPNet Coordinator HW B pexwnme agmuHncTpatopa (cm.
«[MopkntoueHne k Beb-nHTepdency» Ha cTp. 17).

Mepenaunte Ha cTpaHuLy CeTeBble HacTpoikn > CeTeBble MHTEPdENCHI.

Ha neBon naHenu Bbibepute ceteBon nHtepderic Ethernet, kotopsblii Bbl XOTUTe HacTpouTb. CeTeBbIM
uHTepoelicam Ethernet, yctaHoBAEHHBIM B CMCTEME, MPUCBaNBAOTCA MMEHa eth0, ethl U Tak Janee
(No KoNMYecTBy TakMx UHTEPGDENCOB B CUCTEME).

@ CeteBble uHTepdencol  Mapup

® Ethernet (eth() l/] s h 2
BrnroueH
® FEthernet (ethl) H Te p CI:) e M C et
® CEthernet (eth2) CoeamHeHuwe: Ceteroid kaGens nogxnkoueH
@® Eth t (eth3
ernet (eth3) MAC-anpec: 00:06:4F67-0e:82
® VLAN (eth3.1)
CkopocTs: He onpegenexa
® VLAN (eth3.2)
Pexm nepegaun Monyaynnexc
® Wi-Fi (wlanQ) AaHHEIN

Knacc: Access -
Jobaewnte VLAN
coomr | onee

PucyHok 8. Bbibop cemesozo uHmepdgelica Ethernet

Mo ymonuaHuto ceTeBoMy MHTepdElCy HazHaueH knacc Access (CM. rnoccapui, ctp. 157). Mpwu
HeobX0AMMOCTN CMeHUTE Knacc HTepderica B COOTBETCTBYHOLLEM CMUCKE:

o Ecan tpebyetcsa, utobbl AaHHbIM UHTepdeiic Ethernet obpabatbiBan Tpadpuk N3 HECKOIBKNX
VLAN (cMm. «OpraHusaums obpabotku Tpaduka ns Heckonbkmx VLAN» Ha cTp. 28), HazHaubTe
€My Knacc trunk.

o Ecan Bbl xOTUTE 06BEANHUTL JaHHbIV MHTepdeic Ethernet ¢ gpyrumu B coctase
arperMpoBaHHOro MHTepdeica (cM. «/Icnonb3oBaHMe arpernpoBaHHbIX CETEBbIX MHTEPHENCOB»
Ha CTp. 36), Ha3HaubTe eMy Knacc slave.

B npaBo 4acTu CTpaHMLbl BbINOJIHWUTE OAHO U3 AeNCTBUIA:
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[¢] ABTOMaTMUECKI NOAYYaTE HACTROMKM:
IP-agpec: He sagax
Macka nogceTti: He zagax
[¥] DNS-cepeepa
] NTP-cepzepa
] MapwpyTai

MeTpuka:

PucyHok 9. Hacmpolika cemesoeo uHmepdgpelica

o YTO6bI BKNHOUUTbL Ha CETEBOM UHTEpdENCe peXMM aBTOMATUUYECKOTO NONyUYeHUs napamMeTpoB
ot DHCP-cepBepa, yctraHoBUTE dpa>koK ABTOMATUUECKM NOyUYaTb HAaCTPOMKM.

Takxe ANA peXnma DHCP BbI MoXxeTe 3ajaTb AONOJHUTE/IbHbIE NMapaMeTpbl:

e Y106bI BKNHOUMTL aBTOMATMUECKOe nosnyyeHue agpecos DNS-cepsepos ot DHCP-cepBepa,
yctaHosuTe $pnaxok DNS-cepsepa.

e Y706bI BKNHOUMTL aBTOMATMUeckoe nonydeHne agpecos NTP-cepepos ot DHCP-cepBepa,
yctaHoBuTe dnaxok NTP-cepsepa.

e Y706bI BKNHOUMTL aBTOMATMUECKOE NosyyeHne MaplpyToB oT DHCP-cepBepa, yctaHoBUTE
dnaxok MapwpyTbl.

Bbl MOXeTe 3agaTb pAg NapaMeTpos, KOTopble ByayT npucBamBaTbcs Mapwpytam DHCP-
cepBepa. [MogpobHee cm. pazgen HacTpolrika napamMeTpoB AMHAMUYECKMX MapLUpyTOB OT
DHCP/PPP-npoTokosa (Ha cTp. 125). NMpn Heo6X0AMMOCTU Bbl MOXETE NPOCMOTPETb
napameTpbl, KOTOpble 3aAaHbl Ans pexunma DHCP Ha Bcex ceTeBbix MHTepdelicax.
MoapobHee cM. sokymeHT «ViPNet Coordinator HW. HacTpolika ¢ NOMOLLbi0 KOMaHAHOTO
nHTepnpeTaTopa», pa3gen «[pocmoTtp Hactpoek DHCP B pexxuvme knveHTa».

MNepBoHavanbHO Ana MapLUpyTOB, noayyeHHbix oT DHCP-cepBepa, 3agaHa meTpurka no
YMOHaHUIO (CM. «/I3MeHeHne MeTpuKK No ymoavaHuto ana mappytos ot DHCP/PPP -
npoTtokona» Ha ctp. 129). Ecan Bbl XOTUTe 3a4aTb 419 3TUX MapPLLUPYTOB APYTYIO METPUKY,
ykaxuTe ee B nose Metpuka. lNoapobHee o0 TOM, Kak HacTpamMBaeTCs MeTPMKa, CM. B
pa3zene Hactpoika meTpuku ana mapwpytos DHCP-cepeepa (Ha cTp. 127).

o YTO6bI NPUCBOUTL CETEBOMY MHTEPOENCY CTaTuueckuin IP-agpec, 3agalite 3TOT agpec U Macky
NOACETV B COOTBETCTBYHOLLMX MOASAX.

Mocne 3asaHnsa HEOOXOANMBIX HAaCTPOEK HaXkMuTe KHOMKY COXpaHUTb.

6 BkitounTe ceTeBON MHTEpdelic. s 3TOro LWeNKHUTE NepekatoyaTeb B BEPXHEW YacTi CTpaHuLbl.
CocTosiHVe ceTeBOro UHTepdeiica oTobpaxkaeTcs pPSAOM C NepekaroyaTenem.

MpumeyaHue. CeTeBON MHTEPDENC MOXHO BKIOUUTL TOIBKO NMOC/E 3aJaHNs HacTpPoeK
noaknroyeHunA.

7 Tpwn HeoHXOAMMOCTIN BbIMOAHWUTE HACTPOWKY MapLUpyTM3aumnm (CM. «HacTpoiika MapLupyTm3amm»
Ha cTp. 112).
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8 T[pu HeobxoamMmoCTV 3agaliTe gonosHuTenbHble IP-agpeca Ana ceTeBoro nHTepdeinca (cm.
«HasHaueHune gononHuTenbHbix IP-agpecos» Ha cTp. 27).

f BHumaHme! MakcumanbHoe konnyectso nHtepdencos B ViPNet Coordinator HW (Bkstouas
dusnyeckue, arpervpoBaHHble, BUpTyanbHble, VLAN u localhost) He MoxeT npeBbiwats 128.
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Ha3HayeHne A0MOJHUTEIbHBIX |P-
aApecoB

Ha3HaueHwue gonosHuTesbHbIX IP-agpecos (alias) ans ceteBbix nHTepdencos Ethernet ViPNet Coordinator
HW yza06HO npu pa3BepTbiBaHWUM CETEN HEKOTOPbIX TOMOAOrMIA. HanpumMep, ¢ NOMOLLbHO
[OMOHMTENbHBIX |P-aapecoB Bbl MOXETE B paMKax CBOEW CETU OPraHU30BaTh JIOTMUECKYHO NMOACETh,
y371aM KOTOPOM, B OT/IMYME OT Y3/10B OCTa/IbHOWN CceTu, ByaeT pa3pelleH goctyn B VIHTepHeT.

YTobbI 3a4aTb 4OMNOJIHUTE/IbHbIE IP—ap,peca Ha CeTeBOM I/IHTep(IDEI‘/’ICG, BbINOJIHUTE CaiegyroLlne rCl,el‘/’ICTBl/Iili

1 Bonaute B Be6-uHTepdelic ViPNet Coordinator HW B pexxume agmuHuctpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 [lleperigute Ha cTpaHuLy CeTeBble HacTpoiikn > CeTeBble MHTEPdENCHI.
3 Ha neBoW naHenu BbibepuTe ceTeBOW MHTePdENC, KOTOPbIN Bbl XOTUTE HACTPOUTD.

4 BisitouuTe ceteBol nHTepdeic. s 3TOro WenkHWTe NepekiroyaTesb B BEPXHEN YacTu CTpaHULLbI.
CocrosiHMe ceTeBOro UHTepdeiica oTobpaxkaeTcs psagoM C NepeksoyaTeNem.

5 Ha npaBoi naHenu BbINOAHUTE CefytoLLne AeACTBUA:
5.1 Y6eautecnb, UuTo ceTeBOMY MHTepdelCy HazHa4yeH Kiacc access.

5.2 Mpw 3agaHnmn gononHuTenbHoro IP-agpeca Ha ceTeBOM MHTepdeince JONXKeH ObiTb YCTaHOBAEH
cTaTMyeckumin ocHoBHoW IP-agpec. Moatomy ybeantech, UTo CHAT Gaaxok ABTOMaTUUECKU
nosiy4aTb HaCTPOMKM.

5.3 B rpynne flononHutenbHble IP-agpeca BbINOAHUTE OAHO U3 AEUCTBUI:

e Yr10bbl f06ABUTL AN5 CeTEBOro MHTepdEelica AONONHUTENbHBIN IP-agpec, HaxXMWTe KHOMKY
[lo6aBuTb 1 NOABMBLLENCA CTPOKE 3ajainTe Tpebyembli IP-agpec n Macky nogcetu. 3atem
HaxxmuTe KHornky CoxpaHuTb.

e UT0bbl yAanuTb JOMNOAHUTENbHBIN IP-agpec, B CTPOKe PAAOM C HUM LLENKHUTE 3Ha4OK )( B
OKHe coobLLeHUs HaxmuTe kHornky OK.

JononHuTtensHble [P-aapeca

Nobaente

192.168.200.1 255.255.255.0
192.168.238.10 255.255.255.0
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OpraHmsaupma 0bpaboTkm Tpaduka
M3 HeCckoNbkMx VLAN

Bbl MoxeTe ncnonb3oBatb ViPNet Coordinator HW gns 06paboTku Tpadmka B pa3BeTBIEHHON CETH,
COCTOSILLEN U3 HECKONBKMX HE3aBUCUMbIX BUPTYanbHbIX NokanbHbIX ceTert VLAN (cMm. rnoccapuid, ctp. 156).
370 BO3MOXHO H1arogaps nojaepyxke BUPTYyanbHbIX MHTEPDENCOB 1 TErMPOBaHUIO (MapkMpoBKe)
Tpaduka B cOOTBETCTBMM CO cTaHAapTom IEEE 802.1 Q.

Ana opraHuzaummn obpaboTtku Tpadumka n3 Heckonbkmx VLAN nogknroumTe OAMH U3 ceTeBbIX
nutepdericos ViPNet Coordinator HW (namn koMnbroTepa, Ha KOTOPOM Pa3BEPHYT BUPTYasbHbI 0bpa3
ViPNet Coordinator HW) k kommyTaTopy, 06beanHAOWEMY BUPTyaibHble CETU, 1 BbINOAHUTE
cnegytouine AencTBus:

1 Bougute B Beb6-uHTepdeiic ViPNet Coordinator HW B pexwvme agmuHncTpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 [leperigute Ha cTpaHuuy CeTeBble HacTpoikn > CeTeBble MHTepdelichl (CM. PricyHok 8 Ha cTp. 24).

3 Ha neBoW naHenw BbibepuTe ceTeBOW MHTepdelc Ethernet, K KOTOPOMY NOAKAOYEH KOMMYTATOP, 1
Ha npaBol naHenun B cnucke Knacc Boibepute knacc trunk. HaxmuTe kHonky CoXpaHuTb.

4 Ha neBoin naHenu Haxmute kHonky Jo6aButb VLAN. MNossuTcs okHo Co3gaHume VLAN.

Co3naHme VILAN

Poantenscknia |eth3 |
MHTepdeic:

WMaeHntudnkatop: 2

Knacc: Access

Copeor

PucyHok 10. Co3daHue supmyanbHo2o uHmepdgpelica VLAN

5 B cnucke Pogutenbcknii nHtepdeiic otobpaxatotca nHtepdeincel Ethernet Bawero ViPNet
Coordinator HW, ans koTopbix yKasaH knacc trunk. Ecam Takmx nHtepdelicoB HeckobKo, BbibepuTe

HY>KHbIV BaM.

6 B cnucke NaeHTudukatop BbibEpUTE HOMEP CO34aBaeMOro BUPTyaibHOro nHTepdeica.
Co3paBaemMoMy BUPTyanbHOMY MHTepdelcy ByaeT NpMcBOEHO NMA B ciegytowem dopmare:

<pmsmueckuym mHTepderc>.<HOMEP BUPTYyaJIbHOTO MHTepdemca>

7 B npaBoW 4acTu CTPaHULbl YKaXX1Te HaCTPOMKMN ANA OJHOWN U3 CeTel, HaXOAALLMXCA 3a
KOMMYTaToOpOM:
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9

[¢] ABTOMaTMUECKI NOAYYaTE HACTROMKM:
IP-agpec: He sagax
Macka nogceTti: He zagax
[¥] DNS-cepeepa
] NTP-cepzepa
] MapwpyTai

MeTpuka:

PucyHok 11. Hacmpolika cemegozo uHmepgelica

o YTO6bI BKNHOUUTbL Ha CETEBOM UHTEpdENCe peXMM aBTOMATUUYECKOTO NONyUYeHUs napamMeTpoB
ot DHCP-cepBepa, yctraHoBUTE dpa>koK ABTOMATUUECKM NOyUYaTb HAaCTPOMKM.

Takxe ANA peXnma DHCP BbI MoXxeTe 3ajaTb AONOJHUTEJIbHbIE NMapaMeTPbI:

e Y106bI BKNHOUMTL aBTOMATMUECKOE nosnyyeHue agpecoB DNS-cepsepos ot DHCP-cepBepa,
yctaHosuTe dnaxok DNS-cepsepa.

e Y706bI BKNHOUMTL aBTOMATMUeckoe nonydeHne agpecos NTP-cepepos ot DHCP-cepBepa,
yctaHoBuTe dnaxok NTP-cepsepa.

e YT06bI BKNHOUMTL aBTOMATMUECKOE Noay4veHne MmaplpyTtos oT DHCP-cepBepa, yctaHoBUTE
dnaxok MapwpyTbl.

Bbl MOXeTe 3agaTb pAg NapaMeTpos, KOTopble ByayT npucBamBaTbcs Mapwpytam DHCP-
cepBepa. [MogpobHee cm. pazgen HacTpolrika napamMeTpoB AMHAMUYECKMX MapLUpyTOB OT
DHCP/PPP-npoTokosa (Ha cTp. 125). NMpn Heo6X0AMMOCTU Bbl MOXETE NPOCMOTPETb
napameTpbl, KOTOpble 3agaHbl Ans pexunma DHCP Ha Bcex ceTeBbix MHTepdercax.
MoapobHee cM. sokymeHT «ViPNet Coordinator HW. HacTpolika ¢ NOMOLLbi0 KOMaHAHOTO
nHTepnpeTaTopa», pa3gen «[pocmoTtp Hactpoek DHCP B pexxuvme knveHTa».

MepBoHavanbHO Ana MapLUpyToB, noayyeHHbix oT DHCP-cepBepa, 3agaHa MmeTpurka no
YMOHaHUIO (CM. «/I3MeHeHne MeTpuKK No ymoavaHuto ana mappytos ot DHCP/PPP -
npoTtokona» Ha ctp. 129). Ecan Bbl XOTUTe 3a4aTb 418 STUX MapLUPYTOB APYrYyO METPUKY,
ykaxuTe ee B nose Metpuka. lNoapobHee o0 TOM, Kak HacTpamMBaeTCs MeTPMKa, CM. B
pa3zene Hactpoika meTpuku ana mapwpytos DHCP-cepeepa (Ha cTp. 127).

o YTO6bI NPUCBOUTL CETEBOMY MHTEPOENCY CTaTuueckuin IP-agpec, 3agalite 3TOT agpec U Macky
NOACETV B COOTBETCTBYHOLLMX MOASAX.

Mocne 3asaHnsa HEOOXOANMBIX HAaCTPOEK HaXkMuTe KHOMKY COXpaHUTb.

B pe3ynbTtate 6yaeT co3paH BUPTYyanbHbIv nHTepdeic VLAN ans ogHOM U3 BUPTYabHbIX CeTen,
HaxOAALMXCA 38 KOMMYTaTOpoM. OH MNOSBUTCA B CMUCKE CETEBbLIX MHTEPHENCOB Ha IEBOM NaHeNn.
YT06bl cO3aaTb BUPTYanbHble MHTEPOENCHI ANA APYTUX CETEW, MOBTOpUTE Wwarn 4—7.

[anbHenune HaCTPOMKN HEOBXOANMO NMPOU3BOAUTL B KOMaHAHOM MHTeprnpeTaTope (CM. JOKYMEHT
«ViPNet Coordinator HW. Hactpolika c NOMOLLbO KOMaHAHOrO MHTEPMPETaToOpa»):

9.1 Ans peaaktmpoBaHua danna KOHPUrypaumum iplir.conf BbIMOJHUTE KOMaHAY:

hostname# iplir config
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MpumeyaHue. MNepey pesakTnpoBaHmemM daina iplir.conf octaHoBUTE AeMOoH iplir
MOMOLLbHO KOMaHAbI:

hotsname# iplir stop

Mocne 3aBeplleHns pegakTupoBanus dana iplir.conf 3anycTute 4eMoH iplir ¢ noMoLwbLo
KOMaHZbl:

hotsname# iplir start

9.2 [lobaBbTe cekumn [adapter], ONUCbIBAOLLME CO3aHHbIE BUPTYaibHble UHTEPPENCHI (CM.
nokymeHT «ViPNet Coordinator HW. CnpaBouHoe pyKOBOACTBO MO KOHOUIypaLMOHHbIM
dannam», pasgen «Cekuwna [adapter]»). B kaXaon cekuum ykaxuTe ciegytolyme napamerpsbi:

name= <¢musnUeckKkum muHTepdelrc>.<HOMEP BUPTYaJIbHOT'O MHTepbderca>
type= internal
allowtraffic=on

9.3 B cekummn [adapter] C onuncaHvem nHTepderica, K KOTOPOMY NOAKAOYEH KOMMYTATOP,
NpVCBONTE NapameTpy allowtraffic 3HaYEHWE of £:

9.4 Haxxmute coyetaHue knasui Ctrl+0O, uTo6bl coxpaHuTb dainn KoHOUrypaLuum, 3aTeM HaxKMuTe
knasuwy Enter.

9.5 Haxmute couetaHue knasuww Ctrl+X, utobbl 3akpbITh paiin.

10 Ha neBoW naHenn BbIGEPUTE UHTEPPEIC, K KOTOPOMY MOAKIOUYEH KOMMYTATOP, U BKJIHOUYWTE €r0 C
MOMOLLbIO MEPEKIOYaTENs B BEPXHEN YacTU CTpaHULbI.

Co3gaHHble BMpTyanbHble nHTepdencol VLAN BkaroUaTcs aBTOMaTUYECKM.

Mocne npounsBeseHHbIx HacTpoek ViPNet Coordinator HW cmoxeT obpabaTbiBaTh Tpaduk 13
BMPTYaNbHbIX CETEV Ha COOTBETCTBYIOLLMX BUPTYanbHbIX MHTEpPdENCcax.

Mpumep opranmsauum obpaboTtkm Tpaduka us Heckonbkmnx VLAN ¢ nomouybto ViPNet Coordinator HW
cm. B gokymenTe «ViPNet Coordinator HW. CueHapumn paboTbi», pa3gen «OpraHmsaums ob6paboTtku
Tpadmka n3 Heckonbkmx VLAN».

g BHumaHme! MakcumansHoe konnyectso nHtepdeincos B ViPNet Coordinator HW (Bkstouas
dunsmyeckue, arpervpoBaHHble, BUpTYyanbHble, VLAN 1 localhost) He moxeT npesbiwats 128.
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[loakntoueHme K 6ecnpoBOAHOM
cetnt Wi-Fi

BHumaHwme! Nicnonb3osaHue ViPNet Coordinator HW B kauecTtse Toukm goctyna Wi-Fi
BO3MOXHO TO/NbKO B UCMOJIHEHUAX CO BCTPOeHHbIMU aganTtepamu Wi-Fi: ViPNet Coordinator

HW50 A, B Ha annapatHoi naatpopme HW50 N2 n ViPNet Coordinator HW100 A, B Ha
annapatHon naatdopme HW100 N2.

Y106kl HacTpouTb NogkatoveHue k cett Wi-Fi, BeInonHWTE creaytoline AencTBus:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexwnme agMuHncTpatopa (cm.
«MopkntoueHne k Beb-nHTepdency» Ha cTp. 17).

2 [lleperigute Ha cTpaHuuy CeTeBble HacTpoiikn > CeTeBble MHTEPdENCHI.

@ CeteBble uHTepdencbl  MapLupytnzaumsa

Ethernet (eth0)

. e " .

@ Ethernet (ethl) H a CTpO M Ka Wl - F | “ Wi-Fi exn
® CEthernet (eth2) Pexnm pabotel Wi-Fi:
[ ]

[

Ethernet (eth3)
Wi-Fi (wlan0) MAC-agpec: 00:21:91:52:04:0b

PucyHok 12. Beibop pexxuma pabomei adanmepa Wi-Fi

3 Ha neBowi naHenu BbibepuTte ceteBol uHTepdeiic Wi-Fi. CeteBomy nHtepdericy Wi-Fi,
YCTaHOBJ/IEHHOMY B CUCTEMe, NPUCBanBaeTCA MM wlanoO.

4 Y6eauTech, 4To BbibpaHHbIN nHTEpdelic Wi-Fi BkatoueH. B npoTMBHOM ciyyae LesKHUTe
nepekstoyaTeslb B BEPXHEN YacTu cTpaHunLbl. CocTosHMe ceTeBoro nHtepderica otobpaxaercs
pAAOM C nepekroyaTesnem.

5 CeteBoit nHTepderic Wi-Fi Bcerga paboTtaet B pexunme aBTOMaTMUECKOro NoayyYeHns napamMeTpos
oT DHCP-cepBepa, npu 3TOM Bbl MOXeTe 3ajaTb PAj, AOMNOJHUTENbHbIX NapameTpos. [ 3Toro B
npaBol YacTu CTPaHWLLbl BbIMNOJHUTE O4HO U3 NPUBEAEHHbIX HUXE AEUCTBUN.

ABTOMAaTUYECKWA NOAYYaTe HACTRPORKMK:
IP-agpec: He sagax
Macka nogceTti: He zagax
DMS-cepeepa

NTP-cepeepa

MapwpyTsi

MeTpuka:

i»

PucyHok 13. Hacmpolika cemegozo uHmepgelica Wi-Fi
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o YT06bI BKNHOUUTL aBTOMaTMUeckoe nosyyeHune agpecos DNS-cepsepos ot DHCP-cepBepa,
yctaHoBuTe dnaxok DNS-cepBepa.

o YT06bI BKNHOUUTL aBTOMaTMUeckoe nosyyeHune agpecos NTP-cepeepos ot DHCP-cepBepa,
yctaHoBuTe dnaxok NTP-cepBepa.

o YTO6bI BKNHOUUTL aBTOMaTMUECKkoe nosyyeHne mapwpytos ot DHCP-cepBepa, yctaHoBUTE
dnaxxok MappyTbl.

o Bbl MOXxeTe 3agaTb psig napamMeTpoB, KOTopble byayT NpucBanBaTbcs Maplpytam DHCP-
cepBepa. [NogpobHee cm. pa3gen Hactporika napamMeTpoB ANMHAMUYECKUX MapLUPYTOB OT
DHCP/PPP-npoTtokona (Ha cTp. 125). Mpu HeobxoaMMOCTU Bbl MOXETE NPOCMOTPETb
napameTpsbl, KOTopble 3asaHbl Ans pexxuma DHCP Ha Bcex ceTeBbix UHTepdelicax. MNoapobHee
cM. pasgen [MpocmoTp HacTpoek DHCP B pexxnme knneHTa.

MNepBOHa4YanbHO A4/14 MapLLpPYyTOB, noay4yeHHbIx oT DHCP-cepBepa, 3agaHa meTpurka no
YMOAYaHUIO (CM. «/I3MeHeHre MeTprKn No yMoa4vaHuto ana mapwpytos ot DHCP/PPP -
npoTokoaa» Ha ctp. 129). Ecam Bbl XOTWTe 3a4aTb A4J/1A 3TUX MapLLPYTOB APYryto METPUKY,
ykaxxuTe ee B none Metpuka. NogpobHee o TOM, Kak HacTpavBaeTCa MeTPUKa, CM. B passene
Hactpowka metpukm aas mapwpytos DHCP-cepsepa (Ha ctp. 127).

Mocne 3agaHns HEOBXOAMMbBIX HACTPOEK HaXMUTe KHOMKY COXpaHUTb.
YcraHoBUTe nepekntoyatens Pexxum pabotbl Wi-Fi B nosoxeHvne KnveHr.

OTobpasnTcs CNUCOK JOCTYMHbIX 6ecnpoBoaHbIX ceTeirt Wi-Fi.

CeTw, 3alMLLEHHbIE NapoJieM, OTMEYeHbl 3HaYKOM . Cetnc HenoAAepXvBaeMbIMV TUMAaMM
ayTeHTUDMKALN OTMeYUeHbI 3HaukoM 4k . YTo6bI 06HOBUTL CNMCOK AOCTYMHbIX CETElA, HaXMUTE
KHOMNKy O6HOBUTB.

Cnucok BMAMMBIX ceTer W

kris = &
system = &
Show_Room = G
InfoTeCS_Guest =

R513_test = (=]
tdc_asus_2 4G = fj

PucyHok 14. Beibop cemu Wi-Fi Ona nodknrodeHus

B cnncke goctynHbix ceteit Wi-Fi BbibepuTe ceTb, K KOTOPOW Bbl XOTUTE MOAKNOUNUTLCS, N HaXXKMUTE
kHonky MoakarounTbCS.

Ecnun ceTb 3awmuieHa, B okHe MapameTtpbl nogkatoueHns B nose Knrou 6esonacHocTy cetu
BBEAMTE COOTBETCTBYHOLLMA Napob.
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I'Iapamerpbl noaKno4veHKA

I

Wima cetu: system
Tun wubpoBaHua: WPAZ
Kntou GezonacHocTn ceTu: 11111111

PucyHok 15. lModknroueHue k 3awjuujeHHol cemu Wi-Fi

10 Haxmwute kHonky Mogkntountbes.

B pe3ynbTtate nogkntoveHune k becnposogHon cetn Wi-Fi 6yset yctaHOBEHO.

Mpumeuanue. ViPNet Coordinator HW mMoxeT Takxxe paboTaTb B KauecTBe TOUKU
poctyna k cetnt Wi-Fi (cm. «Hactpoiika napametpoBs Toukm goctyna k cetv Wi-Fi» Ha

ctp. 109). icnonb3oBaHue ViPNet Coordinator HW osHOBpeMeHHO B KayecTBe KMeHTa
n Touku goctyna Wi-Fi He nogaep>xxvBaetcs.
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[loaknroueHme K MOBbUIbHOM CeTu
3G, 4G

BHuMaHue! MNoakntoueHne K MOBUIBHOWM CETU BO3MOXHO TOJIbKO B UcnoaHeHusx ViPNet
Coordinator HW co BctpoeHHbiMn 3G-Mogemamu: ViPNet ViPNet Coordinator HW50 A, B Ha
annapatHoi naatdopme HW50 N3 n ViPNet Coordinator HW100 A, B Ha annapatHoM
nnatbopme HW100 N3.

>

MoakntoueHmne k cetn 3G, 4G BbinoaHaeTca no npoTtokony PPP. 3G-, 4G-moaeM npeacrasieH B
onepauyoHHON cucTeme ceTeBbIM MHTEPPENCOM C MIMEHEM pppX.

Ans noaknroueHus Kk VIHTepHeTy Bbl MOXETe NOJIb30BaTbCs yCayraMmum toboro onepatopa MobuabHON
cBs3n. [ns storo npnobpetute SIM-kapTy u yctaHoBuTe ee B cootBeTcTBytolWmMiA cnoT ViPNet Coordinator
HW. Ecaun TpebyeTcs, NoAKNOUMTE HEOOXOANMBIE YCaYrn MobuabHOro onepatopa. MoapobHyo
nHdopMaLmnto 06 yCaoBUAX NOAKAOUEHNS K IHTEPHETY MOXHO NOJyUYunTb Yy ornepaTopa MOBOU/IbHOWM
CBA3W.

Y106bI NOAKIOUNTECA K MOBUABHOW CETW, BbINONHUTE Cleytowne AenCTBUS:

1 Bougute B Be6-uHTepdeiic ViPNet Coordinator HW B pexwvme agMmuHncTpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 T[epenigute Ha cTpaHuuy CeTeBble HacTpoiku > CeTeBble UHTEPDENCHI.

® Ethernet (eth0) (—~ (__
— O 3G/AG-MopeM GTRIHDYEH

o Ehermet ) 3G/4G-moaem :
® Ethernet (eth2) Oneparop: mis
® Eth t (eth3

ernet (eth3) PIN-KkoZ s

3G/4G (modem)
IP-agpec: He zapax

[Nonyyaemble HaCTPOMKM
DMS-cepsepa
MapLpyTsl

MeTpuka:
o | onen

PucyHok 16. Hacmpotika 3G-, 4G-modema
3 Ha neBoWi naHenu BbibepuTe MHTEPDENC MOZEMA, KOTOPBIA Bbl XOTUTE HACTPOUTD.
4 B cnucke Onepatop BbiGepute HasBaHWe onepaTtopa, SIM-kapTy KOTOPOro Bbl UCMOb3YeETE.
5 Ecav Bawa SIM-kapTa 3awmieHa lNMNH-kogom, B cooTBeTCTBYHOLWEM Moae BBeanTe 3T0T [VH-koa.

6 [lpw nepBoM NoakatoUYeHNN Mogema k ceTn 3G, 4G Ha ViPNet Coordinator HW pobasnsietcs HOBbIN
MapLIpyT NO YMOYaHWIO, B KOTOPOM B KauyecTBe LUk03a YKa3aH aZpec y3/1a CeTV Ballero
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MobBUNbHOro onepaTopa. 10T agpec 3G-, 4G-MozeM NoyyaeT NpU NOAKIHOUYEHUN aBTOMaTUUECKN.
MNepBoOHa4anbHO A4/19 HOBOrO MaplupyTa 3ajaHa MeTprKa Nno yMoa4aHuto (cM. «/IameHeHure
MEeTPUKM MO yMOoAYaHuto ana Mappytos oT DHCP/PPP-npoTokona» Ha cTp. 129).

Mpv HEOHXOANMOCTU BbINOAHWTE NpeaBapuTenbHble HacTpolikm ViPNet Coordinator HW B pasgene
Monyuyaemble HacTpPoONKM:

o Ecan Bbl xOTUTE 33aaTb Ana fo6aBAREMOro MapLipyTa APYryto METPUKY, YKaXuTe ee B noe
Mertpuka. NogpobHee o TOM, Kak HacTpanBaeTca MeTprKa, CM. B pasgesie HacTpolika MeTpuku
ana mapwpytos PPP-npotokona (Ha cTp. 128).

o Ecawn Bbl He x0TWTe f06aBAATE MapLUPYT MO YMONUYAHWIO, B KOTOPOM MCMOAb3YeTCs LLJIHO3,
noJsly4aemMblin Npyu NepBoM NOAKAOYEHMM MogeMa K ceTn 3G, 4G, cHumunTe dnaxok MapLpyThbl.

o [Mpun HeobxoaMMOCTU Bbl MOXETE Takxke OTMeHUTb gobasneHune agpeca DNS-cepsepa,
noJsly4aemMoro ot Ballero MobuabHOro ornepaTtopa nNpuv nepeomM nogkatoveHunn 3G-, 4G-mogema.
[na atoro cHumunTe dpnaxok DNS-cepsepa.

7 YT06bI COXpaHWTL HACTPOKKK, HaXXMUTe KHOMKy CoXpaHUTb.

8 BistounTe nHTepdEliC C MOMOLLLIO MepekatoyaTesis B BEPXHEN YacTu CTPaHULbI.

B pe3ysnbTaTe noakntoueHme K MobuabHOM cetn 3G, 4G byaeT yctaHoBeHo. IP-agpec HTepdeiica
MOsIBUTCS B COOTBETCTBYHOLLEN CTPOKE.

MpumeyaHue. Ecnv Bbl XoTUTE M3MEHUTb HAacTpolikn 3G-, 4G-Mozema, CHayasia BbIKIHOUNUTE ero
C NOMOLLIbIO MepeKktoYaTeNs B BEPXHEN YacTu CTPaHMLLbl, 3aTeM YCTaHOBUTE HeobXoMMble
napamMeTpbl 1 CHOBa BK/IHOUNTE MOAEM.
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IcnoNb30BaHMe arpernpoBaHHbIX
CeTeBbIX MHTEPOEMCOB

Ecnv nponyckHoW cnocobHoCcTM oTaenbHbIX ceTeBbix MHTepdencoB ViPNet Coordinator HW
HeJOCTaTOYHO A5 BallWX 3ajau Win ecam TpebyeTcs NOBbICUTbL HAAEXHOCTb BalLUX KaHaIoOB nepegavm
JaHHbIX, Bbl MOXeTe 06beMHUTb HECKOAbKO du3anyeckmx ceteBbix MHTepdencor ViPNet Coordinator HW
B OAMH NIOTMYECKNN — arpernpoBaHHbIv MHTepdenc (cm. rnoccapui, ctp. 156). Mpwu atom
COOTBETCTBYHOLLME KaHasbl CBA3U OOBEAMHAOTCA Ha KaHa/lbHOM YpOBHe ceTeBoi Mogenn OSI.

Hanpumep, eciv BaM Hy>XXeH KaHas CBA3W C NPOMYCKHOW CNOCOBHOCTbLIO Bhilwe 1 I6ut/c, a Ha Bawem
ncnonHeHunn ViPNet Coordinator HW ecTb To/1IbkO rnrabutHble nHTepdencol, Bbl MoxeTe 06beAnHUTb ABa
VAN TPU U3 HWX B OAWH arpermpoBaHHbIi. [py 3TOM gaxke eciv O4WH U3 06beANHEHHbIX MHTEPhENCOB
BbINAET U3 CTPOS, arperMpoBaHHbIA KaHaa NPOAOCAXUT paboTaTb.

Kpome Toro, Bbl MOXeTe UCMOJ/Ib30BaTh arperMpoBaHHbIi MHTEPdENC TONBKO A5 Pe3epPBUPOBaHUS
KaHasna cBa3K, 6e3 yBeanUYeHns ero NponyckHol cnocobHocTy. B aTom cnyuae Becb Tpaduk byaet
nepeaaBaTbCs Yepes OAWH U3 MOAUNHEHHBIX GU3NUECKMX MHTEPHENCOB, OCTasIbHbIE XXE HAaUMHaOT
paboTaTb TO/IbKO MpK ero cboe.

ArpervpoBaHHble KaHasbl LienecoobpasHo 1CMoab30BaTh B OTKa30yCTONUMBLIX CETAX, MO KaHanaMm
KOTOpPbIX NepesaroTcs 60/blume 06beMbI fJaHHbIX, HANPUMEP B CETAX LLEeHTPOB 06paboTKM JaHHbIX.

YTobbl 3aaaTh, kak ByaeT pacnpeaensTbCs Harpy3ka Mo NogYMHEHHbIM GU3NUecKUM NHTepdencam,
HeobxoAMMO BbIbPaTb OAUH U3 PEXUMOB PaboTbl arpernpoBaHHOro nHTepderica.

Co3/aHre arperMpoBaHHOroO nHTepdenca

YT0b6bI 406aBUTL HOBbIN arpervpoBaHHbIN CETEBOWN MHTEPDENC, BBINOIHUTE CledytoLne 4eCTBUSA:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexwume agMuHncTpatopa (cm.
«[MoakntoueHne kK Beb-nHTepdenicy» Ha cTp. 17).

2 lepeligute Ha cTpaHuuy CeTeBble HacTpoiikn > CeTeBble MHTepdelichl (CM. PricyHok 8 Ha cTp. 24).

3 Ha neBoli naHenn nociefoBaTenbHO BbibepuTe ceTeBble nHTepdelickl Ethernet, koTopble Bbl xoTUTE
06beAVHUTD, 1 Ha NMPaBOW NaHen YyCTaHOBUTE Al HUX KAacc slave.

4 Ha neBo naHenn HaxmuTte kHonky lo6aButb bond. OTkpoetcs cTpaHuua CozaaHme bond.
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Co3naHme bond

WaeHTudnkatop: 0

Knacc: Access

Pexiam: balance-rr
CeTeBble MHTEpdEACH: eth2 X eth3 X

Yactota onpoca: I:ll‘."lc

Commor

PucyHok 17. Co30aHue azpe2upo8aHHO20 KaHaAa

Ha ctpanuue Co3ganue bond 3azaiite cnegytowe napamerpbl:

o B none Naentndukatop 3asai

T€ HOMep CO3/,aBaeMoro arpernpoBaHHOro nHTepoeiica. Bol

MOXeTe Co34aTb A0 TPeX arpernpoBaHHbIX MHTepdericoB ¢ Homepamu 0, 1 nam 2. Co3aaHHbIN

arpermpoBaHHbI MHTepdenc 6

YAET UMETb UMA bond<Homep>.

o B cnncke Pexxum BbibepuTe pexxvm paboTbl arpernpoBaHHOro nHTepderica.

o B cnncke CeTteBble uHTepdeiic

bl MOC/IeA0BaTENbHO BbibepuTe dpusnyeckre nHTepdencel knacca

slave, KOTOPbIE Bbl XOTUTE OOBEAUHUTL. DTV MHTEPPENCHI CTaHYT MOAYNHEHHBIMU AS

CO34aBaeMoro arpermpoBaHHO

ro uHTepdeinca. Bol MoxeTe BbIbpaTh 40 TPEX MNOAYNHEHHbIX

nHTepdericos. MNpu co3gaHnm arpermpoBaHHOro nHTepdenca HeobxoanMmMo BbibpaTb He MeHee
OZHOTO MOAYMHEHHOTO NHTepdeica.

B nose YacroTta onpoca 3agaiite y

acToTy NpoBepKN CoegnHEHNA Ha MOAYNHEHHbIX q)I/IBVI‘-IeCKI/IX

nHTepdelicax B MuaancekyHaax. Bel Moxete 3agate o1 1 4o 1000 MUAANCEKYHA.

,U,J'IFI PEXNMOB, B KOTOPbIX 3TO Tpe6yeTca, 3a/J,a|7|Te AOMONHUTENbHbIE NMapaMeETPbI.

Mo yMoNYaHUIO CO3ZaHHOMY MHTepdecy HazHauyaeTcsa Knacc access. ECam Bbl XOTUTE, UTOOBI
nHTepderic obpabatbiBan Tpaduk 13 Heckonbkux VLAN (cM. «OpraHusauums obpabotku Tpaduka 13

Heckonbknx VLAN» Ha cTp. 28), Ha

3HaubTe eMy Knacc trunk.

B npaBoWi yactu cTpaHuLbl BbibepuTe OAHO U3 AENCTBUN:

[¢] ABTOMaTMUECKI NOAYYaTE HACTROMKM:
IP-agpec: He sagax
Macka nogceTti: He zagax
[¥] DNS-cepeepa
] NTP-cepzepa
] MapwpyTai

MeTpuka:

PucyHok 18. Hacmpolika cemesgozo uHmepdelica

o YTobbl BKNHOUMTL Ha CETEBOM

NHTEpderice pexmmM aBTOMaTUYECKOro Noy4YeHUs napameTpoB

oT DHCP-cepBepa, ycTaHoBUTE daaxok ABTOMaTUUECKM NoJlydaTb HACTPOMNKW.

Taoke ana pexuma DHCP Bbl MOXeTe 3agaTb JOMONHUTENbHbIE NapaMeTPbI:
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e YT0b6bI BKNHOUNTL aBTOMaTMUECKOe nonydeHue agpecos DNS-cepsepos ot DHCP-cepBepa,
yctaHoBuTe dnaxok DNS-cepsepa.

e YT0bObI BKAHOUMTL aBTOMaTMUeckoe nosnydyeHme agpecos NTP-cepeepos ot DHCP-cepgepa,
yctaHoBuTe dnaxok NTP-cepBepa.

e YT0ObI BKNHOUMTL aBTOMATMUECKOE NosyyeHme MapLupyTtos oT DHCP-cepBepa, yctaHoBUTE
dnaxxok MapLpyTbl.

Bbl MOXeTe 3a4aTb psAs NapaMeTpoB, KOTopble ByayT npuceamBaTbca Mapwpytam DHCP-
cepBepa. [MogpobHee cM. pasgen Hactpolika napaMeTpoB AUHAMUUYECKUX MapLLUPYTOB OT
DHCP/PPP-npoTokosa (Ha cTp. 125). Npn HeobXxoAMMOCTH Bbl MOXETE NPOCMOTPETb
napameTpbl, KOTopble 3agaHbl Ans pexxkuma DHCP Ha Bcex ceTeBbIx MHTEpPdElicax.
MoppobHee cm. gokymeHT «ViPNet Coordinator HW. Hactpolika ¢ noMoLLbio KOMaHAHOro
nHTepnpeTatopa», pa3gen «[pocmoTtp Hactpoek DHCP B pexxvme knveHTa».

MepBoHa4anbHO AA MapLpyTOB, Noay4veHHbix oT DHCP-cepBepa, 3agaHa MeTpuka no
YMOJHAHMIO (CM. «/I3MeHeHne MeTpuKn No ymMoavaHuto ana mappytos ot DHCP/PPP-
npoTtokona» Ha cTp. 129). Ecan Bbl xOTWTE 3a4aTb 419 3TUX MapPLUPYTOB APYry0 METPUKY,
ykaxuTe ee B nose MeTpuka. lNoapobHee o TOM, Kak HaCcTpanBaeTCs METPUKa, CM. B
pa3zene Hactpoika meTpuku ana mapwpytos DHCP-cepeepa (Ha cTp. 127).

o YT06bI NpUCBOUTL CETEBOMY UHTEpdENCY cTaTuueckunin IP-agpec, 3agarite 3TOT agpec U Macky
NoJceT! B COOTBETCTBYIOLLMX MOAAX.

Mocne 3asaHnsa HEOOXOANMBIX HAaCTPOEK HaXkMuTe KHOMKY COXpaHUTb.

10 [JanbHeliwne HacTPOUKM HEODXOAMMO MPOU3BOANTL B KOMaHAHOM MHTEprpeTaTtope (CM. JOKYMEHT
«ViPNet Coordinator HW. Hactpoiika ¢ nOMOLb0 KOMaHAHOTO UHTEpNpeTaTopa»):

10.115 pepakTnpoBaHusa danna KOHOUIypaumum iplir.conf BbINOJAHUTE KOMaHAY:

hostname# iplir config

MpumeuaHue. Mepey pesakTMpoBaHneM daina iplir.conf ocTaHoBWUTE AeMOH iplir ¢
MOMOLLbHO KOMaHJpbI:

hotsname# iplir stop

Mocne 3aBepLieHNs pefakTMpoBaHus darna iplir.conf 3anycTuTe geMoH iplir ¢ nomoLlbo
KOMaHAbl:

hotsname# iplir start

10.2 [obaBbTe cekUMO [adapter], OMUCHIBAIOLLYO CO3AaHHbIV arperMpoBaHHbIin MHTepdelic (cMm.
fokymeHT «ViPNet Coordinator HW. CnpaBo4yHoe pyKOBOACTBO MO KOHOUIypaLOHHbIM
dannam», pasgen «Cekuwns [adapter]»). B cekumm ykaxute cnegyroLine napaMmeTpbi:

name= bond<HoMep aTrperMpoOBaHHOTO MUHTepdelica>
type= internal

allowtraffic= on

10.3 Haxxmute coueTaHue knasuww Ctrl+0O, uTobbl coxpaHuTb dann KoOHOUrypaLmm, 3aTeM HaxXMUTE
knasuwy Enter.

10.4 HaxmuTe covetaHue knasuw Ctrl+X, utobbl 3aKkpbiTh darin.
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11 HOCﬂe,ﬂ,OBaTe.ﬂbHO nepe|7|,a,V|Te Ha CTpaHuubl C HaCTpOVIKaMVI NOoAYNHEHHDbIX CI)I/I3VI'~—IECKI/IX
MHTep¢eIZCOB N BKIKOYNTE NX C MOMOLBHO COOTBETCTBYHOLLMX rlepeKmoaneneﬁ.

12 BepHVITer Ha CTpaHuUy C arpermpoBaHHbIM KaHa/IOM U BKJIFOUNTE €ro C MNOMOLbIO Nnepekar4yaTtena
B BerHeI;I 4acTn CTpaHULbI.

B pe3ynbTtaTe ByaeT co3gaH arpermpoBaHHbI KaHan C UMeHeM bond<zomep>, paboTatownin B 3aaHHOM
pexxvMe 1 MMeroL A 3adaHHbIN Knacc. B ganbHeliwem Bbl MOXeTe paboTaTb C arpermpoBaHHbIM
NHTepdENCoM Tak Xe, Kak 1 C 0BbIYHbIM GU3NYECKUM.

g BHumaHune! MakcmmanbHoe konnuectso nHtepdericos B ViPNet Coordinator HW (Bkatouas
dunsmyeckue, arpervpoBaHHble, BUpTYyanbHble, VLAN 1 localhost) He moxeT npesbiwath 128.

Pexxnmbl paboTbl arperMpoBaHHOrO MHTepdpenca

Mpu co3gaHny arpernpoBaHHOrO MHTepderica He0HBXoAMMO yKaszaTb PEXUM ero paboTbl, Hanbonee
NOAXOAALMIA ANs pelleHuns Bawwmx 3agad. B ViPNet Coordinator HW npeaycmMoTpeHo Heckobko
PEXMMOB, NO3BOJIAIOLMX MO-PA3HOMY pPacnpesensTb Harpy3Ky MexXAy NOAUMHEHHbIMU UHTepdeicaMu.
STV PEXMMbI U UX NapaMeTpbl OMMCaHbl B TabanLLe HUXKe.

Tabauya 5. Pexxumel pabomesi azpe2uposaHHo20 uHmMepdgelica

Pe>kum OnucaHue

balance-rr Pexxnm, noaxoasawmin kak ans 6anaHCMpPOBKN Harpy3ky Ha MOAYMHEHHBIX
nHTepdericax, Tak 1 ANA 3aLmTbl OT c6oeB. MOXeT NPUMEHATLCS B CETAX C MPOCTOM
TOMOJIOTMEN.

B 3TOM pexxume ncxogalume nakeTbl, Nonajatolne Ha arpermpoBaHHbIv
NHTEpdeWic, OTNPaBAAIOTCA Yepe3 NOAUNMHEHHbIE dU3nyeckne nHTepdericsl
nooyepeaHO: NEPBbIV NaKeT OTNPAaBASETCA Yepe3 OAMH NMOAYMHEHHbIA UHTEPOENiC,
BTOPOI NakeT — uepes ciefyroLwnii NOAYNHEHHbIR MHTepdeNnc 1 Tak fanee.

balance-xor Pexum, npeaHasHayeHHbIN 415 3aLLMTbl OT COOEB 1 pacnpeseneHns HarpysKku
TakMM 0bpa3om, UTobbl NakeTbl OT OAHOTO M TOrO Xe OTMPaBUTENA K OfHOMY U
TOMY e noJsiyyaTento Bcerga oTnpaBasaiCh Yepes OAUH U TOT XKe NOAYNHEHHbIV
nHTEpdENC.

B 3TOM pexxume ans onpeaeneHns nogumMHEHHOro dunsmyeckoro nHTepderica,
Yepes KOTOPbIV OTNPaBAAETCS MaKeT, UCMOJIb3YeTCs CreLmanbHas Xal -OyHKUNS,
anropuT™ BbIYUCNEHWSA KOTOPOW Bbl MOXeTe 3aaTb C NMOMOLLbHO Crincka ANropuUTM
XeLIMpoBaHUsA MocC/e CO34aHuNs arpernpoBaHHOro UHTepdenca. Bol MoxeTe 3aaaTh
OAVH U3 CNeAYHOLLNX aNrOPUTMOB:

e layer2 — B anroputme ucnonssytorca MAC-agpeca otnpasutens u
nosiyyaTens naketa, TakuMm obpa3om, OANHAKOBbLIMW CYNTAOTCA CETEBbIE Y3/bl C
oamnHakosbiMu MAC-agpecamy;

e layer2+3 — B anaroputme ucnosbsytotcs MAC-agpeca oTnpaBuTens v
nosyyatens, a Takxe |P-agpeca otnpaBuTens 1 nonydatens (419 NpoTokona
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Pexkum OnucaHue

IPv4), Takum 06pa3oMm, OAMHAKOBbLIMW CUMTAIOTCA CETEBbIE Y3/bl C OfNHAKOBbLIMM
MAC-aapecamu 1 IP-agpecamu;

e layer3+4 — B anroputMme ncnonb3ytotcs IP-agpeca otnpasutens un
nonyyartens, a Takxxe Homepa noptoB TCP n UDP (npu Hannuum), Takum
06pa3om, 0ANHAKOBBIMU CUMTALOTCA CETEBBIE Y3/1bl C OANHaKoBbIMU MAC-
agpecamu, IP-agpecamu, a Takxke noptamu TCP nam UDP.

balance-tlb Pexxum, npeaHasHaueHHbI A8 6a1aHCMPOBKM Harpy3ki Ha NOAYNHEHHbIX
VHTepdeincax 1 peKoMeHAyeMbI K MCMONb30BaHUIO NPy nepegaye 60NbLIOMO
umMCNa NakeToB PasHOro pasmepa, Koraa 6osee NPoCTblie PEXUMbI He
pacrnpeaensatoT HarpysKy paBHOMEpPHO.

B 3TOM pexxume BegeTcs NoACUHET pa3mepa NCXOAALLMX NMaKeTOB, NepeAaHHbIX
yepes Kaxablli U3 NOJUNHEHHbIX GU3NYECKNX UHTEPdENCcoB, U Ha OCHOBE 3TOro
BbINONHAETCA BbIGOP MHTEpdeNca, Uepes KOTOpbI ByaeT nepesaH naker,
nonasLMIA Ha arpervpoBaHHbIN NHTepdENiC.

MpumeuaHwne. Ana paboTbl arpernpoBaHHOro MHTepderica B pexxume balance-
£1b HeobxoAMMO, UTOBbI BCE MOAUNHEHHbIE dU3MUecKme MHTEpENChI Bblan
MOAK/HOUEHBI K CETU Yepes KOMMYTaTop.

802.3ad PexxuM AvHaMNUYeCcKoro arpernpoBaHna C MCNoNb3oBaHMeM npotokona LACP,
npeAHa3HayeH AN KOMMAEKCHOW 6anaHCpOBKM Harpysku. B aTom pexume
arpermpoBaHHbI MHTepdenc paboTaeT creayrownum obpasom:

e Cpean NoAUNHEHHbIX GU3nUecknx nHTepdelricoB GoOpMUPYHOTCA rpymnbl —
«arperaTopbl», CKOPOCTb Nepejayn faHHbIX Ha MHTepdericax KOTOPbIX
OAVHaKoBa (HanpumMep, rpynna rurabutHelx HTepdericos u rpynna 10-
rMrabuTHbIX MHTEPDENCOB).

e OAWH 13 arperatopoB BbIGUPAETCS aKTUBHbBIM B COOTBETCTBMM C alFOPUTMOM,
3a/jaBaeMbIM C MOMOLLbIO Ccka Pexxnm arperatopa nocsie co3zaHus
arpermpoBaHHoOro uHtepderica. Bol MoxeTe BblIbpaTh OAWH U3 NMPUBEAEHHbIX
HW>Xe anropuTMOB:
stable — anropuT™, Npu KOTOPOM MEPBOHAYabHO BbIGUPAETCA arperatop ¢
HanbosbLIel CyMMapHOW NPOMYCKHON CMOCOBHOCTIO MOAYNHEHHbIX
dusnueckrx MHTepdelicos, a B AasbHelLeM BbIOOp HOBOrO arperatopa
BbIMOJIHAETCS TONbKO B Clyyae cbos BCeX MOAUYNHEHHbIX NHTepdecoB TeKyLLero
arperaTopa.
bandwidth — pexuMm, Npy KOTOPOM MepBOHaYa bHO BblOMpaeTcs arperatop ¢
HanbosbLLe NPOMNYCKHOW CMOCOBHOCTBIO MOAUMHEHHBIX GU3NUECKMX
WHTepdencoB, a B AanbHenLlem, Npu 4obaBaeHun, yaaneHumn nav cboe
NMOAYNHEHHbIX GU3NYECKMX MHTEPdENCOB, B arperatopax NpoV3BOANTCS
neperpynnmpoBka NMogUYMHEHHbIX GU3NYECKUX NHTEPdENCOB U BbINMOAHAETCA
BbIGOP HOBOrO arperaTopa.
count — pPexuMm, Npu KOTOPOM NepPBOHaYaNbLHO BbiBUpaeTcsa arperaTop ¢
HanbObWMM KOJAMUYECTBOM MOAUMHEHHBIX GU3NUECKUX UHTEPDENCOB, a B
JanbHelwewM, Npy Ao6aBAEHWUM, yaaneHny unm cboe NoAUNHEHHbIX GU3NUYEeCcKUX
WHTep®ecoB, B arperatopax Npoun3BoAUTCA NeperpynnupoBKa NOAYNHEHHbIX
dusnueckrx MHTEPdECOB 1 BbIMOHAETCA BbIGOP HOBOFO arperatopa.

e BHyTpu arperatopa NoAgYMHeHHbIR GUNYECKUi NHTEPDENC, Yepes KOTOPbIN
OTMNPaBAAIOTCA UCXOAALLME NaKeTbl, BbIBUPAETCA aHaNOTNYHO PEXUMY
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Pe>kum

OnucaHue
balance-xor.

e C apyrvmM ceTeBbIM 0BOpYAOBaHMEM NPOUCXOAUT 0OMeH nakeTamm LACP ¢
nepuoaNYHOCTBIO, 3aJlaBaeMOol C MOMOLLbLO cnucka Yactota obMeHa naketamm
nocsne co3faHua arpermpoBaHHoro nHtepdeiica. B cnyyae Boibopa napametpa
slow 06bMeH naketamu no npotokony LACP BeinosHsetcs kaxzable 30 cekyHa, B
cnydae Bblbopa napameTpa fast — KaXayto CeKyHay.

O6MmeH nakeTamun NMO3BOISET ONPeAennTb C60N NOJUYNHEHHOTO HTepdelca
Jaxe B TOM C/lyyae, ec/in 3TOT UHTepdenc NOAKIOYUEH K APYrOMY CETEBOMY Y3y
He Hanpsmyto.

active-backup Pexxum, npegHasHayeHHbIA 415 3aWnTbl OT C6OEB, HO He Ans 6anaHCUPOBKHM

Harpysku Ha NoAUYMHEHHbIX GU3NUYECKUX UHTepdecax.

B 3TOM pexxume 0AMH 13 NOJUMHEHHbIX PU3NYECKMX MHTePdECOB Ha3HauaeTcs
OCHOBHbIM (@aBTOMaTUYECKW AW SBHO C MOMOLLbIO cnincka OCHOBHOW MHTepdeiic
nocse CO34aHunsA arperMpoBaHHOro MHTEpPdENca), 1 BCe UCXOAALLME NaKeTbl
OTMpaBAAtOTCA Yepes Hero. MNpu 3Tom, B ciyyae cb6osi Ha OCHOBHOM MOAUYNHEHHOM
nHTepdeiice nakeTbl BYAyT OTNPaBAATLCA Yepe3 Apyrve NOfUVHEHHbIe
nHTepdencol.

broadcast Pexxum npepoctaBaseT HambobLUYHO 3alLMTy OT C60eB. B 3TOM pexxnme nakeTsl,

nonajatoLe Ha arpermpoBaHHblii MHTepdENC, OTNPaBAAKOTCA Yepes Bce
NoAYMHEHHblE PU3nYeckme NHTepPercbl OAHOBPEMEHHO.

MprmeyaHue. Ecan B npouecce GyHKLMOHNPOBAHMA arpernpoBaHHOro KaHana Bbl U3MeHUTe
pexrM paboTbl arperMpoBaHHOrO MHTepdeica, BO3IMOXHO KPaTKOBPEMEHHOEe MponajaHune
coegnHeHuns (8o 1 cekyHAbl).
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|pOCMOTP M M3MEHEHME
napamMeTpoB VPN

MNpocMoTp nHpopmaumm o cetebix y3nax ViPNet
MNpoBepka coeanHeHus ¢ cetTeBbiM y310M ViPNet
MpOCMOTP ¥ U3MEHeHMe CNncKa TYHHeNPYeMbIX Y3/10B

HacTtpoiika 3awuTtbl coegmHeHums no texHonorum L20verlP
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[ToOCMOTP MHGOPMALIMK O CETEBbLIX
y3nax ViPNet

Bbl MOXeTe npocMoTpeTb cBefeHus 06 yanax ViPNet, ans kotopbix agMuHuctpatop cetn ViPNet B
nporpamme ViPNet LleHTp ynpaBneHus cetbto (CM. rnoccapui, ctp. 156) co3gan cBs3b C BalMM Y310M
ViPNet Coordinator HW (Hanpumep, utobbl y3HaTb IP-agpeca goctyna K y3nam). ns 3Toro BeINOAHUTE
cnegyroLine AencTBus:

1 Ha HauyanbHOW cTpaHuLe Be6-uHTepderica wenkHmTe namtky VPN.

2 Ha CTpaHuue 3aLI.l,I/lLI.I,eHHa$| CeTb Ha BKaajKke Y3nbi npocMoTpuTe CNNCOK NMEH U IP—a/J,pecos
CeTeBbIX y3/10B ViPNet, c KOTOpPbIMUK Y BalLlEro y3Jia €CTb CBA3b, a TakKXe CBEAEHNA O BPpEMEHU
nocne,a,He|7| aKTMBHOCTW NOJIb30BaTeNen 3TUxX Y3/10B. B 3TOM cnncke:

o (C/IeBa OT UMEH Y3108, ABastowmxcsa kaneHtamm ViPNet (cm. rnoccapui, ctp. 157), otobpaxaetcs

Le
3HaUOK “m;

o C/eBa OT MMEH Y3/10B, ABAAIOLMXCA KoopanHaTopamu ViPNet, oTobpasxaeTcs 3HauoK ;

o  Y3/bl, KOTOPbIE B TEKyLLI,I/II7I MOMEHT HeLOCTYMHblI mbo CTaTyC KOTOPbIX HEN3BECTEH, BblAENEHbI
CepblM LBETOM.

a

L8 5568 APL off 11.0.046 -

11.0.01

HW50 X2 01 192.168.17.70

11004

11.0.0.7

11009

VAL00 02 192.168.14.134, 10.0.0.1 -
Ctpanmua |1 nzl Mokazade! y3ns 1 - 46 s 46

PucyHok 19. [lpocmMomp cnucka 3aujuuyeHHsIx y3/108

3 YT06bI NpOCMOTPETH NOAPOGHBIE CBEAEHMS O KaKOM-A1BO0 y3ae, ABaX/bl WeENKHWUTE ero B CrvcKe.
Ha oTkpbIBLUEWCA CTPaHWLEe Ha NaHeNN HaBUraLMmn BbIbepuTe COOTBETCTBYIOLLMIA pa3ges, YTobbl
NMPOCMOTPETb CeayHoLLy MHGOPMAaLMIO:
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o obuwaa nHdopmauua: nma ysna, sepcua MO ViPNet n onepaLMoHHOM CUCTEMBI, YCTAHOBAEHHbIX
Ha y3ne, Tekylue IP-agpeca BuagMMOCTL y3na, nopT goctyna ana TCP-TyHHens;

Mpumeuanue. Minbopmauwms o Bepcumsax MO ViPNet 1 onepauOHHON CUCTEMbI, YCTAHOBAEHHbIX
Ha y3n1e, oTobpakaeTcs TONbKO NOC/e NPOBEPKN COEANHEHWS C AaHHBIM y310M (cM. «[TpoBepka
coefnHeHns c cetesbiM y3n0M ViPNet» Ha cTp. 45).

o IP-agpeca goctyna K y3/y: peasibHble Y BUPTyasbHbIE;
o HaCTPOMKW MeXCETEBOrO 3KpaHa Npu NOAKAFOUEHMMN K BHELIHEN CeTu (415 KOOPAMHATOPOB);

o0 HacTpOWKM TYHHeNPOBaHUSA (415 KOOPAMHATOPOB).

© 21230004 HW50 X2 01 (VPN Neg4

OBas uHPOPMaLMA Obwaa MHdopmMaLLmMa
IP-agpeca
. Vima komnsioTepa: hwServer
MexceTesol 3kpaH
Bepcwa MNO: 420-132
TyHHENWPOBAHWE
Bepcwa OC: hw50 ( Linux 3.10.92 i686 )
PeancHele [P-agpeca 192.168.17.70
EMAMMOCTH:
BupTyaneHele IP-agpeca 11003
BMAKMMOCTH:

Mept goctyna ana TCP-TyHRens: He zapad

PucyHok 20. lMpocmomp uHgopmayuu 06 y3ne ViPNet

MpuMeyaHue. YTobbl MPOCMOTPETL OMUCAHHYHO Bbille MHGOPMaLMIO O COBCTBEHHOM CETEBOM
y3ne, Ha cTpaHuue VPN > 3awmweHHas ceTb BbibepuTe BkAagKy Moii y3en.
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[ lpoBepKa coeiHeHnA C CeTeBbIM
y310M VIPNet

Bbl MOXeTe NpoBepuTb coeanHeHme ¢ ceTeBbiM y3nom ViPNet (Hanpumep, ecamn paboTta ¢ pecypcamm
3TOro y3na 6bina NpepBaHa, W Bbl XOTUTE BbIACHUTb MPUYMHY Henonaaku). [1as 3Toro BeINOAHUTE
cnegyroLine AencTBus:

1 Tepengunte Ha cTpaHmuy VPN > 3awmueHHas ceTb.

2 Ha Bknaake Y3nbl (cM. PucyHok 19 Ha cTp. 43) B cnucke BbibepuTe y3en, CoefMHEHNE C KOTOPbIM Bbl
XOTWUTe NPOBEPUTH.

CoBeT. Y1006bI 6bICTPO HANTU HY>KHbIN Y3/ B CMINCKE, BOCMOAb3YMTECh NOJAEM NOoncKa Ha
naHean UHCTPYMEHTOB.

3 Ha naHenun MHCTPYMEHTOB HaxXmuTe KHomky MpoBeputb coeguHeHmre. Ecv y3en oCTyneH, ero nms
6yaeT BblAeNeHo YepHbIM LBeToM. a1 ceTeBbIx y310B noa ynpasaeHvem OC Windows Takxke byaet
oTobpaxaTbcs HbOPMaLUS O BPEMEHM NMOCTeAHEN aKTUBHOCTW MOJ1b30BaTeA 3TOrO y3na.
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[ 1DOCMOTP U U3MEHEeHME CrNCKa
TYHHE/IMPYEMbIX Y3/10B

TexHoNOrns TYHHeNMpPOBaHMA (CM. rnoccapui, ctp. 160) no3BoaseT 3awmiiatb TpaduK OTKPbITLIX Y3108
KOPMNOpaTUBHOM CETW Ha NOTEHLMAAbHO OMacHOM yyacTKe CeTW UM BKAHOUATb OTKPbITbIE Y3/1bl B
3alULLEHHYHO ceTb H6e3 yCTaHOBKW Ha 3T y3/bl NporpaMMHoro obecneveHus ViPNet. MNapameTpol
TYHHENPOBaHWA Y310B 3a4at0TCA Ha koopamHaTopax ceTu ViPNet, koTopble ByayT BbIMOAHATb
TYHHENNPOBaHWe 3TWX y3/10B.

O6bI4HO MapameTpbl TYHHENNPOBAHWA PACcCbIatOTCA Ha Y3/1bl B COCTaBe CMPaBOYHUKOB U katouen. Ecan
TYHHEeNMpyeMble agpeca KoopanHaTopa 3agaHbl B nporpamme ViPNet LieHTp ynpaBneHus ceTbio, TO
Apyruve y3nbl noayyat uHPopmaumo 06 3Tom aBToMatTuyeckn. Ecam TyHHenmpyemble agpeca 3asaHbl Ha
KOOpZAMHaTOpe BPYUYHYHO, 3TV agpeca Takke HeobXxoAMMO yKa3aTb BPYUHYHO Ha KaXXAoM y3/e, KOTOPbI
6yaet paboTaTb C STUMM TYHHENNPYEMbIMK y3n1amu nocpeactsoM cetu ViPNet.

B cnyuvae Hannuma ANMLEH3UW Ha TYHHENMPOBaHWeE XOTA 6bl OAHOrO COeANHEHNA Bbl MOXeTe
npocMaTpmsaTtb MHGOPMaLMIO O KOJUYECTBE TYHHENNPYEMbIX Y3/10B, a TakKe NpocMaTpusaTh 1
fobaenaTh IP-agpeca ceTeBbix y310B, TyHHenupyemsbix Bawum ViPNet Coordinator HW. [ins storo
BbINONHUTE CefytoLLme AeNCTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MogkntoueHve k Beb-nHTepderncy» Ha cTp. 17).

2 epeiigute Ha ctpaHuuy VPN > 3awmweHHas ceTb.

3 Bbibepute Bknaaky TyHHennpoBaHue. B pesynbtate oTo6pasntca MHGopmaLma O KOMYecTBe
TYHHempyeMbIx y310B 1 1x IP-agpecax.
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TyHHEAMDOBAHWE

Konnuectso TyHHEMpyeMbIX Y3108

YkazaHo B AMUEHINK 15
Tekyllee KOAMYSCTEO: 0

M1KoBOE 3HAYEHKE: 0
IP-agpeca ana TyHHENMpPOBaHMA

rosmn

1234-1236
17216990 - 17216999

PucyHok 21. [pocMomp u uamMeHeHue cnucka myHHe/upyemMbix y3/108

4  Yrtobbl f06aBUTL IP-agpec TYHHeMpPYEMOro y3/1a B CMUCOK, HaXXMuTe kHonky [lo6aBuTb 1 3ajaiiTe
IP-agpec nan amnanasoH IP-agpecos y3108B, TyHHenmpyembix Bawmnm ViPNet Coordinator HW.

ﬁ BHumaHue! Ha Bcex y3nax, TyHHenaupyemsbix Bawwmnm ViPNet Coordinator HW,
HeobxoanMo ykasaTb ViPNet Coordinator HW B kauecTBe LAtO3a MO YMOAYaHWIO.
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HacTpovka 3alnTbl COeANHEHMA MO
TexHonormn L20verlP

Obuee onncanne TexHonorum L20verlP

B ViPNet Coordinator HW peannzoBaHa nogaepxka texHonorum L20verlP (cm. rnoccapui, ctp. 155),
KOTOpas NO3BOAET OPraHM30BaTh 3aLUNTY YAANEHHbIX CETMEHTOB CETU, CMOJb3YHOLMNX O4HO U TO Xe
aflpecHoe NpOCTPaHCTBO, Ha KaHalbHOM ypoBHe Mogenn OSI. B pesynbTtaTe y3/1bl U3 pa3HbIX CErMEHTOB
CMOTYT B3aMMOZENCTBOBATb APYr C APYroM Tak, Kak 6yATO OHW HaxoAsATCs B OAHOM CErMeHTe C MPSMOW
BuANMOcTbro No MAC-aspecam. Takas 3aLimMTa MOXET NoTpeboBaThCs, HaNpUMep, AN opraHu3aLum
paboTbl TeppUTOpPManbHO pacrnpeseneHHbix LLOJoB (LeHTpoB 06paboTKM AaHHBbIX), 1OKaabHblE CETU
KOTOPbIX 06beAMHEHbI BbICOKOCKOPOCTHBIM KaHa/IOM CBSI3M 1 MPeACTaBASOT COBOM eAnHbINA JOMeH
KONM3UIA (CM. Fnoccapmi, cTp. 157).

BHumaHue! VicnoaHernunsa ViPNet Coordinator HW50 A, B u ViPNet Coordinator HW100
A, B He noagepxwusaroT dyHkuuto L20verlP.

®yHkumto L20verlP Helb3s MCNOAb30BaTh A1 06beAMHEHNS CErMEHTOB, KOTOPblE
COEeAMHEHbI KAKUMWN-TO APYrMMM KaHanamm cBasun. CerMmeHTbl 4OXKHbI BbITb MOJHOCTLIO
/’\\g pa3obLeHbl. VMiHaue 3To MOXeT napann3osaTb paboTy Bceit ceTu.

Ans paboTbl dyHkUmK L20verlP B ucnonHeHun ViPNet Coordinator HW VA
HeobXxoAMMO B HacTPOMKax Cpesbl BUPTYyaan3aLmm BKAKOUNTL HEPa3bopUMBLIN pPexxmm
(Promiscuous Mode) ana nHTepdeica, K KOTOPOMY MPUBA3aH ajanTep BUPTyanbHOWM
MaLUuHbI. MogpobHee CM. pyKOBOACTBO aZgMUHUCTpaTopa naathopmbl BUPTyanmsaumm,
KOTOPYHO Bbl MCMOAb3YyeTe.

TexHonorus L20ver|P npeanonaraeT B3anMogelCcTBNE MEXAY Y3N1aMU HECKOIbKUX YAaNeHHbIX CerMEHTOB
ceTn yepe3 ViPNet Coordinator HW, koTopble ycTaHOB/EHbI Ha FpaHuLLe 3TUX CerMeHTOB. B ocHoBe
TEXHONIOTUW NEXNT NepexsaT Ha KaHanbHOM ypoBHe Mogenn OSI Ethernet-kaspoBs, oTnpaBaeHHbIX K3
oaHoro cermeHTa cetu B agpyroi. Kaxabin ViPNet Coordinator HW ocywiecteaseT nepexsat Ethernet-
KaZpOB, OTNPAaBAEHHbIX M3 €ro CerMeHTa CeTV B APYron, Ux ynakosky B IP-nakeTbl cnewmanbHOro
dopmarta n nepegauy 3tnx IP-naketos gpyromy ViPNet Coordinator HW no 3awumiieHHoMy kaHany.
ViPNet Coordinator HW, nonyumnBLumii IP-nakeTbl cnewumanbHoro ¢opmara, 3BieKaeT U3 HUX UCXOAHbIE
Kagpbl U nepeaaeT nojiyyatensaimMm B CBOEM CErMeHTe.
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MpuMeyaHue. B 60bLINHCTBE NPaKTUUECKM BaXKHbIX CIy4aeB HY>XHOro pesy/ibTata

MO>XHO JOCTUYb, 06beamnHsAn He bonee 252 IP-agpecoB BO BCex 06beaMHAEMbIX

cermeHTax cetv. MHorokpaTHOe MnpeBblLLUEHNE 3TOFO KOMYeCTBa MOXET NPUBECTU K
Cepbe3HOMY CHUXXEHWIO MPOU3BOANUTENILHOCTU CETU B OBBEANHAEMBIX CETMEHTAX.

C yBenuueHvem uncna IP-agpecos B 04HOM LUIMPOKOBELLATESIBHOM CEFrMEHTe CeTH
3HauMTENIbHO BO3PacTaeT KOANYECTBO LUMPOKOBELLATENbHBIX CY>KEBOHbIX NakeToB, YTO
MPVBOAUT K CHUXEHWUFO MPOMYCKHOW CMOCOBHOCTM CETU 1 YBEIMUEHWIO HArpy3kun Ha
ViPNet Coordinator HW.

C nomowwbto dyHKLUMKN L20OverlP MOXHO 06befMHUTD HECKObKO CEFMEHTOB CETY, B TOM YNC/IE CETMEHTHI,
cocTosime U3 BUPTyasbHbIX sokaabHbix ceTeil (VLAN). BO3MOXHbI ciesytolime BapnaHTbl 06besnHEHS:

e cermMeHThl 6e3 VLAN, Haxoasawmecs 3a ceTeBbIMU MHTepdericammn knacca access;
e BupTyanbHaa cetb VLAN 13 ogHoro cermeHTa v BuptyansHaa cetb VLAN 13 gpyroro cermeHTa;

e BCe BUpTyanbHble cetn VLAN 13 oHOro cermeHTta co BCEMU BUPTYasIbHbIMUK CETAMU APYroro
cermeHTa (419 3TOro HeobxoANMO yKa3aTb ceTeBble MHTepdenChl Knacca trunk, 3@ KOTOPbIMU
HaxoaATcA BMpPTyanbHble ceTn VLAN; kpome Toro, agpeca BupTyanbHbix cetelrt VLAN gonXKHb
coBnaaartb);

e ofHa u3 BUpTyanbHbix ceTelt VLAN cermeHTa n cermeHT 6e3 VLAN, Haxoaalumiics 3a ceTeBbIM
WHTepdECcoM Knacca access.

|i| Mpumeuanue. Tekywan Bepcus ViPNet Coordinator HW nossonsieT 06beanHUTL He
6onee 31 cermeHTa cetu.

BkatoueHve, BbIKIHOUEHNE U HacTpolika dyHKLMM L20verlP BbINOJHAETCS C MOMOLLbH KOMaHAHOMO
WHTepnpeTaTopa uin Beb-uHTepdeinca (cm. «OpraHm3aLms 3alnTbl COEANHEHNs MeXAY YaaneHHbIMU
CerMeHTaMu CeTV Ha kaHaabHOM ypoBHe Mogenun OSI» Ha cTp. 51).

Mpumeuanue. C nomoupro yHKLMKM L20verlP Henb3s 06beaAnHUTL MexXay cobow ceTu,
Haxogswwmecs 3a ViPNet Coordinator HW pa3sHbix Bepcuin (3.x u 4.x).

Mpw ncnonb3oaHum dyHkuum L20verlP ViPNet Coordinator HW paboTtaeT kak BUPTyaibHbIl CETEBOM
KOMMYTaTop, XpaHAWMiA B namaTtn Tabanuy MAC-aapecoB ceTeBbIX Y3/10B, OT KOTOPbIX MOCTyrnaet
ceTeBON Tpapuk.

KaxxaoMy cermeHTy ceTu Ha3Ha4aeTca CBOM HOMep NopTa, HOMepa NOPTOB 3aJatoTCA B HAaCTPOMKax
L20verlP. MopT, 3aaHHbI AN cCOBCTBEHHOrO CerMeHTa CeTu, Ha3biBaeTCA oKanbHbIM. [opThl, 3aaHHbIe
Ha ViPNet Coordinator HW B apyrux cermeHTax, Ha3blBatoTCs yaaneHHbIMU. Tpaduk camoro ViPNet
Coordinator HW Bcerga oTHocuTCs K nopTy ¢ HoMepom 0.

BupTyanbHbIi KOMMYTaTOp MOXET No-pa3HoMy obpabatbiBaTh ogHoaapecHble Ethernet-kaapebi ¢
HeunssecTHbIM MAC-agpecoM nonyyatens: 610kMpoBaTb MO0 06pabaTbiBaTh Kak MHOrOajpecHble ¢
paccbINKON Ha BCe yaaneHHble NopTbl. [locneAHAs BO3MOXHOCTb NMO3BOASET UCMOJIb30BaTh GYHKLNIO
L20verlP ansa cxembl, korga asa ViPNet Coordinator HW ob6beanHeHbl ¢ MOMOLLbIO arperMpoBaHHOro
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KaHana v Kaxzabli n3 pusnyecknx kaHanos pabotaet yepes ceoto napy ViPNet Coordinator HW. B Takoi
cxeme (cM. PrcyHok 22 Ha cTp. 50) Kagpbl, KOTOPbIMU OBMEHUBAIOTCA fiBa Y3/1a U3 Pa3HbIX CErMEHTOB,
MOryT B OAHOM HanpaBAeHUW NOCTOAHHO Mepecblnatbhcs Yepes oaHy napy ViPNet Coordinator HW, a B
APYroM HanpasieHnn — yepes apyryto. B 3Tom cnyyae agpec nonyyatens kagpos 6yaer onpeseniTbes
Kak HEWM3BECTHBIW, 1 AN 06paboTKM NakeToB MHOTOAAPECHOW PacChINKMN ClelyeT UCMOIb30BaTb PEXUM
smart-broadcast (cM. «OpraHnsaumna 3alnTbl COANHEHNA MeXY yAaNeHHbIMU CerMeHTammn ceTn Ha
KaHasbHOM ypoBHe mogenu OSl» Ha cTp. 51).

N Cerment 1 ', ArpervpoBaHHbI /. CermenT 2 ;
I 10.0.10.0/24 ! KaHan I 10.0.10.0/24 :
1 I
. . |

: r xirE iy ’ xEIE —E 4
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1 3 . | » ’ i 3 il
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PucyHok 22. Cxema pabomesl cemu ¢ napamu ViPNet Coordinator HW, 06veduHeHHbIx ¢ NoMowbro
azpeaupo8aHHbLIX KaHaa08

Paccbinka Ethernet-kagpos ¢ Hem3BecTHbIM MAC-agpecomM nony4vatens BbINMOJHAETCA B COOTBETCTBUN C
BbIBpaHHbIM PeXMMOM 06paboTKu:

e  Kajpbl, NPUHATbIE U3 JIOKAJIbLHOTO NOPTa, NEPECHINAOTCA Ha BCe YAaleHHble NOPTbl U Ha MOPT
¢ Homepowm 0;

e  Kajpbl, NPUHATbIE U3 YAANEHHOrO NOpPTa, MEePeChINAOTCA Ha IOKa/bHbIA NOPT U Ha NOPT
¢ Homepowm 0;

e  KaApbl, MPUHATLIE U3 NMOpTa ¢ HoMepoM 0, B 3aBUCUMOCTM OT BbIBPaHHOTO pexunma anbo
610KMPYOTCA, IMBO MepechbINatoTCA Ha IoKasbHbIV MOPT U Ha BCe YAaNeHHbIe MOPThI.

®yHkumio L20verlP MoXHO ncnonb3oBaTth B KiacTepe ropsayero pesepsrvpoBaHua. B atom ciyyvae
HacTpowikn ¢yHKumm L20OverlP focTaTouHO BbIMOAHUTL Ha aKTUBHOM CepBepe, Ha MacCUBHbIV CEPBEP OHWU
nepeaaroTcA aBTOMaTUYeCKM, eC/IM BKAKOYEHO pe3epBupoBaHme dalinos KoHGuUrypauuu. MNpu atom
BKJIFOUMTb PYHKLMOHANbHOCTb MOXHO TOJIbKO Ha CEPBEPE, HaXOAALLEMCA B aKkTMBHOM pPeXnme, Ha
MaccMBHOM CepBepe OH BCErAa BbIKNHOUEH U ByaeT BK/IOUEH TONbKO NPW Nepexoje cepBepa B aKTUBHbIN
peXxXumm.

Mpun paboTe B knacTepe ropsyero pesepsupoBaHna Tabanua MAC-agpecoB He nepesaeTcs NacCUBHOMY
cepBepy, U Npy NepekatoYeHnM NacCMBHOTO cepBepa B aKTUBHbIW pexxum ero Tabavua nycra. To MoXeT
npuBeCTUN K YBENNYEHNIO BPEMEHWN KOHBEPreHUMM CETU NOCNE CMEHbI aKTUBHOIO cepBepa — A0 TexX nop,
MoKa y3/bl U3 pa3HbIX CErMEHTOB, B3aMMOAENCTBYOLWME APYT C APYrOM, He OTNpaBAaT 3aHoBO ARP-
3anpochl.
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OpraHmsauma 3aunTbl COEAVHEHNA MEX Y
YAaNEHHBbIMW CErMEHTaMU CETW Ha KaHa/IbHOM
ypoBHe Mmozenn OS|

Mpwn opraHu3aumm COeANHEHNA MeXayY YAaNeHHbIMW CerMeHTaMM CeTU Ha KaHaJlbHOM YPOBHE KaXk/Abll
CErMeHT CeTU NoakatovaeTcsa K ogHoMy 3 nHTepdernicos ViPNet Coordinator HW, yctaHoBAeHHOMY Ha
rpaHuLe cermeHTa. Ecam cermeHT cetn coctouT ns Heckobkunx VLAN (cMm. rnoccapuis, ctp. 156), oHK
BOKHbI HbITb 06bEANHEHBI C MOMOLLLIO KOMMYTaTOpa B TPAHKOBbIM MOPT, K KOTOPOMY MOAKAHOYaEeTCS
oaunH n3 nHtepdencos ViPNet Coordinator HW (cm. «OpraHuzaumsa o6paboTku Tpaduka ns HeCKONbKMNX
VLAN» Ha cTp. 28).

Yto6bl OpraHmn3oBaTh 3aLUUTy COeAMHEHNS CerMeHTOB, Ha kaxaoM ViPNet Coordinator HW Bkstoumnte
dyHkumto L20verlP v 3againTe ee napameTpebl. 111 3TOro BbINOAHUTE CleaytoLne 4eACTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHve Kk Beb-nHTepdericy» Ha cTp. 17).

2 Tepewnigute Ha ctpaHuuy VPN > L20velP.

@ 3awmuieHHas cetb  L2overlP

Cryx6a L20verlP eniknoueHa

JTOKaNbHbIM CerMeHT

CeTeBoi MHTEpdeRc: Ethernet (ethl) -
Caylwarowmi nopt: 1 + 82161010
Bpema xmsnm MAC-anpeca, 300 = cex
npy oTCYTCTEMK TpadKka:
O6paboTka unicast: (® drop

() broadcast

() smart-broadcast

copmer | ouee

PucyHok 23. Hacmpolika hapamempos coeduHeHus L2OverIP

3 B cnucke CeteBoi nHTepdeiic BbibepuTe ceTeBoN MHTEPDENC, CErMeHT ceTh KoToporo byaet
06beMHATLCA C YaNeHHbIM CEFMEHTOM C MOMOLLbIO yHKUmK L20verlP.

4 3apaiTe NapaMeTpbl IOKaJbHOTO CEerMeHTa CeTH, BbIbpaB yHWKabHbIA HOMEP nopTa B Crncke
Cnywatowmn nopt v IP-agpec BHewwHero nHtepdeinca B none IP-agpec.

5 Tpu HeobxogumocTn nsmeHuTe BpeMs xun3Hn MAC-agpeca B Tabavue MAC-agpecoB BUPTyanbHOrO
KommyTaTopa (cM. «ObLee onucaHune TexHonorum L20verlP» Ha cTp. 48) npu oTcyTcTBMM Tpaduka,
nocTynaroLLero oT 3TOro agpeca, B COOTBETCTBYHOLLIEM CrMCKe.
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6 [lpun HeobxoAMMOCTU N3MeHUTe pexnm obpaboTkn dyHkumen L20verlP ogHoagpecHbix Ethernet-
KagpoB ¢ Hem3BecTHeIM MAC-agpecoM nonydyatens. lna 3Toro yctaHoBWTe nepekatoyatesb
Ob6paboTka unicast B O4HO M3 CAeAYHOLLMX NONOXKEHNIA:

o drop — 6/710KMpOBaTh.
o broadcast — obpabaTbiBaTb Kak MHOTrOaApPeCHble C PaCcCbIIKON Ha HECKONbKO MOPTOB:

e Kadpbl, NPUHATbIE OT OKaJIbHOIO NOPTa, NepecblNakoTCA Ha BCE yAale€HHbI€ NMOPTbl N Ha

nopT ¢ Homepowm O0;

e  Kajpbl, MPUHATbIE OT YAAJEHHOIO NMOPTA, NMEPEChIIAOTCA Ha JIOKabHbIV NMOPT U Ha NOpPT

¢ Homepowm 0;

e Kajpbl, NpUHATbIE OT NOPTa C HOMEPOM 0, nepecbl1akoTCA Ha JIOKa/IbHbIN nopT 1 Ha BCe
YAaneHHble NOpPThbl.

o smart-broadcast — aHa/JIOTMUYHO PEXUMY broadcast, HO 6e3 06pabOTKM KaApPOB, MPUHATLIX OT
nopta ¢ HoMepom 0. B 3ToM pexxrme Kagpbl, NPUHATbIE OT NopTa ¢ HomepoM 0, barokmpyroTcs.

7 3apaliTe napameTpbl YAaJleHHOro CerMeHTa CeTH, ykasaB ero HoMep nopTa 1 akTyabHbli agpec
BuanmocTtn yaaneHHoro ViPNet Coordinator HW. [lns 3Toro BbINOAHWTE Cleytolme AencTBuIS:

7.1 B obnact YaaneHHble CerMeHTbl HaxXMuTe KHomMky 1o6aBUTb CErMEHT.

7.2 B cooTBeTCTBYIOLWMX MOAAX YKaxuTe IP-agpec v nopT yAeneHHOro cermeHTa ceTu.

7.3 Haxxmute KHOMKy B CoxpaHuTb.

e CETMEHTb [loBaBuTL cermeHT

2161020 ;

PucyHok 24. /lobasneHue yOaneHHO20 ceameHmMa cemu npu co30aHuu coeduHeHus L2OverlP

8 [lobaBbTe ceTeBOW GUALTP 3aLUMLLEHHON CETW, pa3peLlatoLuii Ntobble coejMHEHNS MO NPOTOKONY
97 (cM. «Co3paHue 1 M3MeHeHne ceTeBOro GuabTpa» Ha CcTp. 76).

9 Bxstounte pyHKUMto L20verlP. [1n5 3TOro WenkHWUTe nepekarovaTenb B BEPXHEN YacT CTPaHULLbI.

Mocne HacTpoiikn n BkatoueHns dyHkumm L20verlP Ha Bcex ViPNet Coordinator HW B3avmogeiictene
MeXAy y31aMu YAaNeHHbIX CerMeHTOB ceTu ByZeT 3aluLLeHo Ha KaHaabHOM ypoBHe mogenn OSI.

BHumaHume! Ha agyx ViPNet Coordinator HW, MeXay KOTOpbIMW OpraHW30BaHO COeAMHEHNE
L20verlP, IP-agpeca N0KanbHOrO 1 yAaNeHHOMO CErMEHTOB AOJIXKHbI ObITb HACTPOEHbI
CUMMETPUYHBIM 06pa3om. To ecTb Ha kaxgom ViPNet Coordinator HW B kauecTBe IP-agpeca
yAaNeHHOro cerMeHTa Jo/keH ObITb ykasaH IP-agpec BUAMMOCTY ceTeBOro uHTepdeiica,
KoTopbI 3agaH Ha BTopoM ViPNet Coordinator HW B kauectBe BHelHero nHtepderica

>

JIOKa/ZIbHOro cerMmeHTa.
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Mpumepbl opraHM3anmmn 3auULEHHOTO COeANHEHNA MeXAY YAaNeHHbIMW CerMeHTamMmn cetu ¢
ncnonb3zoBaHnemM TexHonorum L20verlP cm. B gokymeHTe «ViPNet Coordinator HW. CueHapumn paboTbi»,
pasgen «3alinta CoOeAMHEHNA MeXay YAaneHHbIMN CerMeHTaMm CeTU Ha KaHaNbHOM YPOBHE MO
OSl».
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HacTponka ceTeBbIX GUILTPOB

OcHoBHble NPUHLMMbI PUabTpaLmu Tpapuka
Ob6Lwme cBeseHNs o ceTeBbIX GUAbTPaXx
Mpynnbl 06bekToB

MpocMoTp rpynn o6bekToB

Co3gaHune 1 U3MeHeHwue rpynnbl 06bEKTOB
MpocmoTp ceTeBbIX GUALTPOB

Co3gaHuve n nsmeHeHve ceteBoro GpunbTpa

I'Ipmmep MNCnoib30BaHWMA rpynn 0b6bEKTOB U CETEBbIX CI)VUIprOB
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OCHOBHbIE MPUHLNTBI GUIbTPALMM
TpaduKa

®unbTpaunm nogeepraeTcs Becb Tpaduk, KOTOPLIV NMPOXOAUT Uepe3 CETEBOM y3en:
e  OTKPbITbIV (HewmndpoBaHHbIN) Tpapuk;
®  3alMLLEHHBIN (3aWndpOoBaHHbIN) Tpaduk;

® TyHHenupyewmbin Tpadmk.

OTKpBITLIN y3en Y3en ViPNet Y3en ViPNet Y3en ViPNet

\ L \ L] ! s |
- T G S Ty .

OTKpbIToIv TRPADWK JalmwerHbIn Tpaduk

(HezawndposanHti) (3awndpposannbii)

OTKpbITEN Y3en
e l ’.h 1 3
TyHHENUpYemblin Tpaduk

(3awndposanHbii 8 npeaenax cetw ViPNet)

PucyHok 25. Budel IP-mpaguka

HanbonbLuyto onacHOCTb NpeACTaBAfeT TPAaPVK 13 OTKPLITOW CETH, MOCKObKY B C/lyYae aTaku
[OCTaTOYHO CIOXKHO OBHaPYXNTb €e MCTOUHWK 1 MPUHATL ONepaTBHbIE MePbl NO ee NPeceyveHuto.

W OTKpbITbIN, W 3aMLLEHHBIA TPadUK MOXET BbITb NOKaNAbHbBIM MM LLUMPOKOBeLLaTeNbHbIM. Mo
NOKabHbIM TPabUKOM NMOHUMAETCA BXOAALLMI UAN UCXOAALLMI TPpadUK KOHKPETHOrO y31a (TO ecTb Koraa
CeTeBOW y3en ABAAETCSA OTNpaBuUTeNeM nan nonyyatenem IP-naketo.). MNog WnpokoBeLLaTeNbHbIM
TpadmKom nmeertca B BuAy nepegava y3nom IP-naketos, y kotopsbix IP-agpec nam MAC-agpec
Ha3HayeHWs ABAAETCA LWMPOKOBELLATe/IbHbIM apPecoM (TO eCTb KOrAa nakeTbl MepesaroTcs BCEM y31aMm
onpefeneHHOro cerMeHTa cetu).

Kpome 310ro, yepes KOopAMHATOP MOXET NPOXOAUTb TPAH3UTHbIN TpadurK. KoopanHatop formyeckun He
ABNAETCSA HM OTNPaBUTENIEM, HU MOJlyYaTesieM TPaH3UTHbIX IP-nakeToB, TakmMe NakeTbl CIeAyHOT Yepes HEro
Ha Apyrue y3nbl.
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OTKPHITHIA Yien

l m Y3en ViPNet

v
WnpokoeewwatenbHbun Tpaduk
{npeaHasHaven Bcem yanam

cermendTa cem)

Oeru'rbm y3en

OTKpbITHIA y3en

WU Ysen VIPNet
L E I

NokanbHeln Tpaguk
(BxOfAWMA U MCXOAALYWA
OT aHHOTO Y3na)

OTKpbITHIA y3en

Yaen ViPNet -

Yien ViPNet
Tpau3uTHBIN TpaduK
[cnepyer uepes koopanHaTop

Ha Apyrown ysen)

PucyHok 26. Budel 3aujuwjeHHo20 U 0mkpslmoz20 mpagpuka

Ans Toro utobbI NPaBUIBHO HACTPOUTL ceTeBble GUALTPDLI (CM. rnoccapuit, cTp. 159), Heobxoanmo
MOHWUMaTb OCHOBHbIE MPUHLUMMbLI GuabTpaunmn Tpaduka:

e Bce oTKpbITble IP-MakeThbl, B TOM YMcie Te, KOTOPbIE MepesatoTcs MeXAY KOOpAUHaTopaMu 1

TYHHEeAnpyemMmbIiMU pecypcamiu, NpoBepAroTCA B COOTBETCTBUU C NMpaBuaaMun aHTI/ICI'Iyq)I/IHFa, eCc/in OHU

HaCTPOEHbI.

Ecam IP-nakeT nmeeT agpec oTnpaBuTeNs, pa3peLleHHbl NpaBuIOM aHTUCNYbUHra, OH
npomnyckaercs, B NPOTUBHOM C/lydae — BaoKuMpyeTcs.

e Bce Bxogsalme 1 ncxoaallme OTKpbITble U 3alndpoBaHHble IP-nakeTbl NpoBepatoTcs B
COOTBETCTBUM C YCIOBUAMMU CeTEBbLIX GUABTPOB B NOpsAAKe yObiBaHUA NpuopuTeTa 3TUX GUABTPOB
(cm. «ObLyme cBeseHMsa 0 ceTeBbiX GUALTPAX» Ha CTP. 59).

e Ecaun IP-nakeT cOOTBETCTBYET YCIOBMIO OAHOIO 13 GUALTPOB, TO OH NponyckaeTca uan baoknpyeTcs
3TUM GUALTPOM.

e Ecnm IP-naket 6611 NnponyLleH nan 3abaokmpoBaH OgHUM 13 GUALTPOB, TO GUALTPLI C bonee
HW3KMM NPUOPUTETOM HUKAK Ha HEro He BAUAOT.

e Ecan IP-naket 6b1n NponyLleH ogHUM 13 GUALTPOB, TO OTBETHbIE IP-NakeTbl B paMkax TeKyLero
coeAnHeHna ByayT NponyckaTbCa aBTOMaTUYeCKU.

e Ecan IP-nakeT He Bbln 06paboTaH HY OAHUM GUALTPOM, TO OH BAOKMpPYETCA GUALTPOM MO
YMOJTYaHUIO.

° BHOBb CO34aHHble q)l/lﬂprbI BJIMAKOT KaK Ha HOBbIE, TaK 1 Ha y>Xe CylecTesyrouime coeanHeHna. To
eCcTb, ecv GuAbTP, BOKMpYHOLWMIA TpaduK Kakoro-mbo coeanHeHns, jobaBaeH nocne
YCTaHOBJ/IEHNSA 3TOTO COEAMHEHWS, TO COeUHeHMe byeT pa3opBaHo.

[A.na Toro UToBbI NPaBUALHO HACTPOUTL GUALTPBI OTKPLITON ceTh (CM. «ObLLMe CBeAeHNs O CeTeBbIX
bunbtpax» Ha cTp. 59), Heo6X0ANMO NOHMMATL cxeMy dUAbTPaLMK OTKpbITOro Tpaduka B ViPNet
Coordinator HW (cm. PucyHok 27 Ha cTp. 58):
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Bce Bxoaawwme IP-nakeTbl NpoBepAroTCA Ha NpeaMeT pparMeHTaLum, eCam BKAKOYEHa
COOTBETCTBYHOLLANA HAaCTPOMKa MEXCETEBOrO 3kpaHa (cM. pa3gen «Hactpoika AONOAHUTENbHbIX
napamMmeTpoB MeXCEeTEBOro 3kpaHa» agokyMeHTa «ViPNet Coordinator HW. Hactpoiika ¢ nomoLbto
KOMaHZHOro MHTepnpeTaTtopa»).

Ecan IP-nakeT pparmeHTUpoBaH, To oH bBaokupyetca. Ecam IP-nakeT He dparMeHTMpPOBaH, TO AN
Hero BbINOAHAETCA TpaHCALMS agpeca HasHaueHus (Destination NAT) (cm. «TpaHcasauma agpeca
Ha3HauyeHusA» Ha CcTp. 84), eciv CO34aHO COOTBETCTBYHOLLLEE MPABUIO TPAHCAALMM aApeCOB.

Mocne TpaHCAAUMY apeca Ha3HavyeHua IP-nakeT NpoxXoAnNT NPOBEPKY BCTPOEHHbIM CPeACTBOM
aHTUCNydUHra, ecinm oHO BKAOUEHO (CM. pa3gen «Hactporika aHTucnyduHra» gokymeHTa «ViPNet
Coordinator HW. HacTpoWika ¢ NoOMOLLbH KOMaHAHOIO MHTeprpeTaTopa»).

B cnyuae ycnelwHon npoBepky BCTPOEHHbBIM CPEACTBOM aHTUCNyduUHra ans IP-naketa BO3MOXHb!
cnefyrolive BapyaHTbl JaibHENLLEro nyTu:

o Ecawm IP-nakeT oTHOCuTCA k npoTtokoay HTTP (TpaHcnopTHeI npoTtokon TCP, nopt 80) 1 npokcn-
cepBep BKIHOUEH:

e [P-makeT MpoxoauT NpoBepKy Ha ypoBHe dnabTpaLmnmn cogepxmmoro Tpadpuka (cm.
«HacTtpolika dunbtpauum cogep>xxkmmoro tpaduka» Ha ctp. 105).

e B cnyyae ycnewHon npoeepku IP-nakeT NnpoxoamnT aHTUBUPYCHYHO NPOBEPKY, eC/IN OHa
BKJtOUEHa (cM. «HacTpoiika aHTuBMpyca» Ha cTp. 107).

e B cnyyae ycrnewHon aHTUBMPYCHOW NpoBepku IP-nakeT npomnyckaetcs.
o Ecan IP-naket He oTHocKTCA K npoTokoay HTTP nan npokcn-cepeep BbIKAHOYEH:

e |P-nakeT npoxoauT NPOBepPKy ceTeBbiMU GuabTpamu (cM. «ObLine cBeaeHUA O ceTeBbIX
dunbTpax» Ha cTp. 59).

e B cnyyae ycrnewHon npoBepku ceTeBbiMU uabTpamm ans IP-naketa BbinoaHAeTCA
TpaHcaauma agpeca nctouHmka (Source NAT), ecim co3gaHO COOTBETCTBYHOLLLEE NPaBUAO
TpaHwIAUMK agpecos (CM. «TpaHcaauma agpeca UCTOUHKKa» Ha cTp. 85).

e 3atem IP-nakeTt nponyckaeTca.
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DuneMpPayuA eKmoyeHa,

IP-nakem
ihpazmenmuposan .
po DMNETPaLMA $parMeH-
THPOBAHHLLX NaKETOR
IP-nakem He
hpazmesmuposaH,
WU uneMpPayua omKmoYeHa
TpaHcnAUWA appeca
Ha3HauyeHnA
(Destination NAT)
AHmucnyguHz sKTOYeH, IE-nakem
IP-naxkem He npowen nposepry,

npowes npoaepky WTU @HmUCnypUHz omEmoyeH
AHTHCYGWMHE ypu

IP-nakem omHocUmcA K
npomokony HTTP (TCRE0)
L NpoKcU-cepaesp aKmoyeH

H3eneuyeHe OaHHLIX
NPHKNAGHOMT YPOBHA

IP-nakem He 0MHOCUMCA K
npomoxoay HTTP (TCP:80)
U (unu) npoKcU-cepeep
GEIKTHYEH

Tpadgux He IP-nakem He
npotuen — npotuen
nposepky MpoeepKa Ha YpoBHe dunk- MpoBepka GUALTpamM nposepKy

TPaL1h CoBepHrUMOro
Tpaduka

Tpadus
npotuen
nposepKy

OTEPLITOR CETH

IP-nakem
npotuen
npogepLy

TpaHCnALKA afpeca MCTOYHKMKA

AHTHMBMPYCHaA NpoBRepKa
Py POBEpKa (Source NAT)

Tpaduk He

npouien
nposepky

Tpaguk nponyweH

ey o Tpadik 3a6noKMpoBaH

PucyHok 27. Cxema cpunsmpayuu omkpsimozo mpaguxa ViPNet Coordinator HW
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ObLUpe CBeAeHMA O CETEBBIX
GUNbTPax

Paznunyuatotca ceteBble GUALTPLI (CM. raoccapuid, cTp. 159) ans 3awmwieHHoro Tpaduka, A8 OTKPbITOro

Tpaduka (JIOKanbHOro 1 TPAH3UTHOTO) U ANA TYHHennpyemoro Tpadumka. OHW BbINOAHAIOT CAefytoLne
yHKLMN:

OunbTPbI OTKPLITOW CETU MOTYT pa3speLuatb nbo baokmposaTe 0bMeH IP-TpadmKom C OTKPbITEIMU

y3namu.

MpumeyaHue. OTKPbLITBIMY Y31aMU Ha3bIBAOTCA Y3/bl, Ha KOTOPbIX HEe YCTaHOBEHO
nporpammHoe obecneyenune ViPNet ¢ dyHkumel wundpoBaHmsa Tpaduka. K Hum

OTHOCATCA TakXKe KOMMboTepbl ¢ NporpaMmMHbimM obecnedeHnem ViPNet CryptoService
n ViPNet Registration Point.

OunbTpbl 3aLLMLLIEHHOW CETU MOTYT pa3peLlatb uam 6a1okmpoBate 06MeH IP-Tpadurkom ¢
3awmiLeHHbIMKM y3namm ViPNet (cMm. rnoccapuis, cTp. 160), C KOTOPbIMU AaHHbIV Y31 UMEET CBA3b.

®OuabTpbI ANA TyHHENNpyeMoro Tpadurka MOryT pa3peluaTb Uan 6aokmposaTb IP-naketsl,
nepezaBaemble MeXAy TYHHeANpPyeMbIMK y3namu 1 y3namu cetu ViPNet, ¢ KOTOpbIMUW AaHHBIN
KOOpAMHATOP UMeEeT CBA3b.

g BHumaHue! PaboTa ¢ q)l/l}'IpraMI/l TYHHEAnpyeMbIX Yy310B BO3MOXHa TOJIbKO Npu Haan4vmm
NNUEH3UN Ha TYHHENPOBaHNE XOTA Obl OAHOro coegnHeHuA.

Paznnuatorca aiegyrouine ceteBble q)VIJ'IprbIZ

Cny>xebHble GUAbTPbI, BKIKOUatOLLME:
o  ®unbTpbl, paspellatoLime BXOAALLNA U ncxoaawmi IP-tpaduk ans cayx6 ViPNet.

o  ®unbTpbl, paspeLatoLime OTKPbITbIN IP-TpadurK, KOTOPbIA MCNOABb3YETCA AN NPOBEPKM
paboToCcnocobHOCTN ceTeBbIX MHTEPdENCOB B peXMME KnacTepa ropsyero pesepBrpoBaHmns
(cm. rnoccapwui, cTp. 157).

®unbTpbl, NOCTYNUBLLME B COCTaBe NOANTUK 6e3onacHocTu. Moantuka 6esonacHOCTM npeacTaBaseT
coboi Habop napaMeTpoB, peryanpytoLmx besonacHocTb ceTeBoro y3na. OHa dopmumpyetca
agMuHucTpaTtopom cetu ViPNet B nporpamme ViPNet Policy Manager (cm. rnoccapui, ctp. 156),
MOXeT BKItOUaTb ceTeBble UALTPLI U NpaBuaa TPaHCAALMN afpPecoB 1 PacChbiNaeTcs Ha y3/bl C
NOMOLLbIO TpaHCNopTHOro moayns MFTP. Mpw noayyeHnn noantmkn 6€30nacHOCTM U3 NPOrpamMmsl
ViPNet Policy Manager oHa HeMeg1eHHO NMPUYMEeHAETCs Ha y3ne.

MpeayctaHoBAeHHble GUALTPLI U GUABTPLI, 3ajaHHble Noab3oBaTenem. [pesycTaHOBAEHHbIE
OUNBTPLI pa3peLLaroT TONAbKO HeKoTopble TUMbl IP-naketos (cMm. «CeTeBble GUABLTPLI MO
yMon4yaHuo» Ha cTp. 142). Ina paboTbl ¢ KaKUMU-NMO0 AONONHUTENBHBIMW CEpPBUCAMMU
noJsib30BaTeto HEOBXOANMO CO34aTb COOTBETCTBYOLME GUALTPLI.
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e bBrokupyowmin GuabTp No ymMoauaHuo.

Mpumeuanue. Ecan ViPNet Coordinator HW Bepcun 4.x obHOBAAACS C Bepcun 3.X, BMECTO
npeAyCcTaHOBAEHHbIX GUABTPOB Ha y3/e byayT NPUCYTCTBOBaTL GUALTPbLI, KOTOPbIE

MCNoab30BaNNCh O OBHOBEHUA B CKOHBEPTMPOBaHHOM popmaTe (NoapobHee CM. B
pfokymeHTe «ViPNet Coordinator HW. Moarotoska k pabote»).

Cny>kebHble punbTpbl cosgatotca B ViPNet Coordinator HW aBTOMaTMuecky, UMEIOT CaMblil BbICOKMI
NPUOPUTET, TO eCTb MPUMEHSAIOTCA B MEPBYIO 04Yepesb, Y HeAOCTYMNHbI ANA pejakTupoBaHus. MNocne
CNYy>KeBHbIX GUABTPOB MPUMEHAIOTCA GUABTPbI, MOCTYNMBLUME B COCTaBe NOAUTMK He3onacHoCTn 13
nporpammel ViPNet Policy Manager. 31 ¢uabTpbl Takxke HefOCTyMHbI ANA PefakTMPOBaHMA. 3aTeM
NPUMEHAIOTCA NPesyCcTaHOBAEHHbIE PUALTPBI M GUALTPLI, 3afaHHbIe Noab3oBaTeNeM. Vix MOXHO
M3MEHATb U YAanaTb. HaMeHbLINI NpUopUTeT NMeeT BAOKMPYIOLWNIA GUALTP MO YMONYaHMIO, KOTOPbIN
HeNb3A HU U3MEHWUTb, HW YAANUTb.

MocnesoBaTeNbHOCTb NMPUMEHEHWS CETEBLIX GUALTPOB B NMopsaKe ybbiBaHNsA NpuopuTeTa NpescTaBieHa

HW>Xe.
- "
- - HefocTyNHB ANA pefakTHPOBaHWA,
NyeGHbie GunbTRb C030310TCA aBTOMATHYECKM.
-
DNbTPR HepocTynHe ONA peaakTUpPOBaHKMA.
NONWTHE BE30NACHOCTH CozpgawTtca B nporpamme ViPMet Policy Manager.
e —
. JocTynHe onA pegakTypoBaHMA.
lipeqycranornedktie GuAsTEM MepEble CO30ATCA ABTOMATUYECKH,
g GMALTP b, 330aHHbIE NONbI0BATENEM ) BTOpble — nonbaosaTenem.
| HepocTynen pna penakTMpOBaHUA.
Y| Bnokupyrowmi dunsp no ymonyaxuio AOCTYNEH ANA PeR Po
Co203eTCA ABTOMATUUECKM.

o T —
PucyHok 28. lMocnedosamenisHOCMb npuMeHeHUs cemegelx puaempos

CeteBble GUABTPLI MOTYT BKIKOUATh B Ce6S CeayroLie napameTpbi:

e yC/OBWE — aZpec oTrnpaBuTens u noaydatens |IP-nakeTos, Ha KOTOpble AeUCTBYET GUALTP, U
NPOTOKO/bI, NCNONb3yeMble Aaa nepesayn 3tux IP-naketos (Hanpumep, TCP, UDP, ICMP);

e pacnuvcaHue npuUMeHeHus GUabTpa — eXEeAHEBHO, EXXEHEAENbHO UMM MO KaNeHAapto;

e JeicTBYE, NpUMeHseMoe K IP-nakeTam — nponyckaTtb nav 6a1okuposathb IP-nakeTsbl,
COOTBETCTBYHOLLME YCNOBUIO PUAbTPA.

O Tom, Kak NPOCMOTPETb q)I/U'IprbI, 3ajaHHble Ha y3ne, CO34aTb AN NSMEHNTb CI)I/lﬂprbI Ha y3Jie CM. B
COOTBETCTBYHOLLEM pa3aesie H/Xe.
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[pynnbl OOBHEKTOB

prnnbl 06bEKTOB NO3BOAKT ynpocCTuUTb npouecchbl CoO34aHnNA N USMEeHEHNA CETEBbIX CI)I/IJ'IprOB n

npaBua TpaHCAAUUK ceTeBbIX aapecoB (cM. rnoccapuin, ctp. 160) B ViPNet Coordinator HW. Kaxaas

rpynna O6'bep,I/IHﬂeT HECKOJIbkO 06BEKTOB OAHOro Tnna (HaanMep, IP—a,a,peca nan ceTeBble

I/IHTepCI)el\/‘ICbI). prnnbl MO>HO YyKa3biBaTb MNpwu 3ajaHK NnapamMmeTpos C')VIJ'Ipra WA npasunna TpaHCIALNN

BMECTO nepeyvmncneHna otaesibHbIX 06beKTOoB.

B 3aBMCMMOCTM OT TUNa 06 BbEANHAEMbIX O6BEKTOB Pa3/IMUatOTCA CiefytoLLme rPybi:

lpynna ceteBbix y3710B ViPNet — coaepxut ntobyto kombuHaumo yanos ViPNet, ncnonbsyertcs B
bunbTpax 3almLLEHHON ceTV U GUIbTPax TYHHENNPYEMBIX Y3/10B.

Mpynna IP-agpecoB — cogepxut ntobyto kombmHauwmio IP-agpecos, ananasoHos IP-agpecos 1 DNS-
WMEH, NCMONb3yeTcs B GUAbTPaxX OTKPbITON ceTH, GuabTpax TYHHEMPYEMbIX Y3/10B U MpaBmuaax
TPaHCAALNN apecoB.

lpynna ceTeBbiXx NHTEPDENCOB — COAEPXKMUT Nt0OYHO KOMBMHALMIO ceTeBbIX MHTEPdENCOB,
ncnosb3yetcs B GuibTpax OTKPbITOM CeTU 1 GUNbTpax TYHHEMPYEMbIX Y3/10B.

Fpynna npoTOKONOB — COAEPXKUT NHOOYHO KOMOMHALMIO CETEBLIX MPOTOKONOB 1 NOPTOB,
ncnonb3yetcs B GuabTpax OTKPbITOM U 3aLLMLLEHHON ceTel, GUabTpax TYHHENNPYEMBIX Y3/10B U
npaBuaax TpaHCAALMN aApecoB.

Mpynna pacnuncaHns — coaepXuT Ntobyto KOMBUHaLMIO NapaMeTPoB, ONpeAensoLLMX Bpems
AencTeua GuabTpa, NCNob3yeTCs B GUAbTPaX OTKPLITON U 3allMULLEHHON ceTel, GuabTpax
TYHHeNMpyeMbIX Y310B U MpaBuiax TPaHCAALUM aApecos.

Ka)KAaFI rpynna 06bEKTOB OTHOCUTCH K O4HOMY M3 caejyroumnx BuA0B:

CucTeMHble rpynmbl 06 EKTOB — HACTPOEHHbIE MO YMOAUaHMWIO TPYMMbl ¢ GUKCMPOBAHHBIMU
MMeHaMW, KOTOpble MOTYT UCMOAb30BaThCsA ANS 3aZaHus a4pecoB OTnpaBuTeneit 1 noaydatenen IP-
naketoB B puabTpax (cMm. «Co3zaHre 1 U3MeHeHne CeTeBoro GuabTpa» Ha CTp. 76) U npaBuaax
TPaHCAALUK afpecoB, a Tak>Ke NPW CO34aHMM MOJIb30BaTENbCKUX TPYNn 06beKTOB. Takue rpynmbl
06beKTOB He 0TObpaxkatoTcs B cnmnckax rpynn (cM. «[TpocMoTp rpynn 06BbEKTOB» Ha CTp. 64), ux
He/Ib3s HU U3MEHWUTb, HW YAanuTb.

Mpynnbl 06bekToB 13 Nnporpammel ViPNet Policy Manager (cm. rnoccapuia, ctp. 156) — rpynnbl,
noJjiyyaemMble B COCTaBe NOANTUK 6e30NacHOCTH, 1 UCMOJIb3yeMble B COOTBETCTBYHOLLUMX GUabTpax
(cm. «ObLme cBegeHMsa O ceTeBblX GuabTpax» Ha cTp. 59). Takme rpynnbl Heb3A HU YAANATb, HU
W3MEHSATb, HWN UCNO/b30BaTh ANA 3aZaHNA NapamMeTPoB MNONb30BaTENLCKUX GUABTPOB U rPynn
06beKToB.

Monb3oBaTenbckme rpynnbl 06beKTOB — rpynmbl, CO34aBaeMble NOJb30BaTENIEM Ha Y3/, a TakxKe
HECKONbKO TPy, HAaCTPOEHHbIX MO YMOAYaHUIO (CM. «[Tonb30oBaTenbckme rpynnbl 06 bEKTOB MO
YMONYaHWIO» Ha CTp. 63). Takne rpynnbl MOXHO MCNOAb30BaTb ANS 3ajaHNsA napamMeTpos GbuabLTPOB
(cM. «Co3paHne n n3MeHeHve ceTeBOro GuabTpa» Ha CTp. 76) 1 NpaBua TPaHCAALWK, @ TakXKe npu
CO3JaHNN APYrMX NOAb30BATENbCKMX FPYNn 06beKTOB. Mpn HEOBXOAMMOCTU NX MOXHO YyAaNnThb.

ViPNet Coordinator HW 4. Hactpolika ¢ nomoLbto Beb-nHTepdelica | 61



CucTemMHble rpynnbl OOBEKTOB

B Ta6n|/|u,e HWXXe ONMnCaHbl JOCTYMHblIE CUCTEMHbIE TPyMnbl 0b6beKTOoB.

Tabauya 6. CucmemHsie 2pynnel 06bekmos

Mms rpynnbl o6bekToB B BE6-
uHTepdeiice (B KOMaHAHOM OnucaHue
uHTepnpetatope ViPNet)

Bce knneHTbI Bce knmeHTbI (M. rnoccapuid, ctp. 157), ¢ koTopbiMUM Y y3na ecTb

(allclients) CBA3b.

Mo>HO 1cnosb3oBaTh B GUIbTPax 3alLMLLEHHON ceTh 1 GuabTpax
TYHHEeVPyeMbIX y3/10B A5 3afaHNA UCTOYHUKA BXOAALLMX IP-
NakeToOB WM Ha3HaYeHWsA ncxoaawmx IP-nakeToB y3na.

Bce KoopAnHaTOpPbI Bce KOOPAMHAaTOPbI, C KOTOPbIMW Y Y3/1a €CTb CBA3b.

(allcoordinators) MOXHO MCMo/b30BaTh B GUAbTPax 3alLULLEHHOW CeTU U GUabTpax
TYHHeVpyeMbIX y3/10B ANf 3afaHNA NCTOYHWUKA BXoAALmX IP-
MakeToB UAWN Ha3HaueHWUa ncxoaalmx IP-naketos y3na.

LLinpokoBelatensHble agpeca Bce wupokoBeLyatenbHbie agpeca.

(broadcast) Mo>HO Mcnonb3oBaTh B GpUbTPax 3aLLMLLLEHHON CETU U NTOKabHbIX
bunbTpax OTKPbLITOW ceTn Ana ngeHTndurKauum
LUMPOKOBELLaTE/bHBIX aZPeCcoB NoayyaTenen.

Vicnonb3oBaHue Apyrux ajpecoB COBMECTHO C 3TOW rpynnomn

HezonycTMMO.
Mo y3en CobCTBEHHBIN y3en.
(local) MOo>HO Mcnonb3oBaTh B GUIbTPax 3aLLMLLEHHON CETU U NOKabHbIX

bunbTpax OTKPLITOW CETU ANsA 3afaHNS UCTOYUHMKA BXOAALWMX |P-
MaKeTOB UAWN Ha3HAUeHUs ncxoaaLmx IP-nakeTos yana.

Vicnonb3oBaHue Apyrux ajpecoB COBMECTHO C 3TOW rpynnomn

HeAoMyCTMMO.
[Jpyrve y3nbl [Apyrve y3nbl ViPNet (ntobble, kpome cobCcTBEHHOTO).
(remote) MOo>HO Mcnonb3oBaTh B GUbTPax 3aLUMLLEHHON N OTKPBITON ceTel

ANA 33f,aHNSA UCTOYHMKA BXOAALWMX IP-nakeToB nam HasHaveHus
nexoaawmx IP-naketos y3na.
TyHHenvpyewmsble IP-agpeca Bce IP-agpeca, TyHHEennpyemMble KOOPAMHATOPOM.

(tunneledip) MoO>HO ncnonb3osaTtb B GUALTPax TYHHEAMPYEMbIX Y310B A4
3a/,aHnA NCTOYHMKA BXOAALWMX IP-nakeToB nan Ha3HaueHns
nexoaawmx IP-naketos y3na.
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Mmsa rpynnbl o6bekToB B BE6-
uHTepderice (B KOMaHAHOM
nHtepnpetatope ViPNet)

[pynnosble agpeca

(multicast)

Bce o6bekTbi

(any)

OnucaHue

[Jnana3soH agpecos Ans rpynnosow paccoinku (224.0.0.0-
239.255.255.255).

MO>HO MCNONb30BaTb B NOKANbHbIX CbVU'IpraX OTKprTOI\/’I cetn ana
3a4aHnNA Ha3Ha4vyeHna ncxogaimnx IP-nakeTtoB y3na.

Vicnonb3oBaHwme Apyrvx apecoB COBMECTHO C 3TOW rpynmnown
HefoMyCcTMMO.
Bce 0bbekTbl Fpynmnbl KOHKPETHOTO TUMa.

MO>HO WMCMNOb30BaTh TONLKO MPW CO34aHWUMN APYrUX TPy
06beKTOB.

[Tonb30BaTeNbCKMe rpynnbl OOBEKTOB MO

YMOYAHWIO

Mo ymonuaHuto B ViPNet Coordinator HW HacTpoeHbl ciegytoLme nosb3oBatenbckme rpynnbl 06 beKTOB:

e [pynnel IP-agpecos:

o PrivateNetworklP (4yacTHble IP-agpeca) — Bkatouaet IP-agpeca nokanbHbix cetei: 10.0.0.0/8;
172.16.0.0/12; 192.168.0.0/16.

o InternetIP (ny6anuHble IP-agpeca) — BkatoyaeT Bce IP-agpeca, 3a CKIHOUEHMEM YaCTHbIX IP-

ajpecos.

L] I'pynnb| NPOTOKOJIOB, KOTOpPbIE Hanbosee yacto MCNOJIb3yHOTCA NPU CO34aHUN CeTeBbIX q)I/II'IprOB.

OHM NepeuncieHbl B NPUNOXKeHUI (CM. «[Tonb3oBaTeNbCKMe FPYMbl MPOTOKONOB MO YMOJYAHNIO»

Ha cTp. 147).

e [pynnbl pacnucaHwuii:

o Workdays (pabouve aHn) — BkatouaeT paboune gHN Hegenn (C NoHeAeAbHMKA MO MNATHULY).

o Weekends (BbIxOAHblE fHW) — BKAKOYAET BbIXOAHbIE AHW Hegenn (cyb6boTy n BocKpeceHbe).

MprmeyaHune. O TOM, Kak NPOCMOTPETb MNO/Ib30BaTENbCKUE FPYMMbl OOBEKTOB, CO34aHHbIE Ha
y3ne, cM. B pa3gene NpocmoTp rpynn 06bekToB (Ha cTp. 64).
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[IpOCMOTP rpynn 0ObEKTOB

Yt06bl MpOCMOTpPETH NOAb30BaTENbCKME FPYMMbl 06bEKTOB U rPYyMMbl 06 bEKTOB, MOAYyUEHHbIE U3
nporpammel ViPNet Policy Manager, BbinonHuTe cnepyrolime aeicTBUS:

1 Ha HauanbHOM cTpaHuLe Beb-nHTepdelica WwenkHuTe Nantky MedxxceTeBol aKpaH U nepenanTe B
pasgen pynnbl 06bEKTOB.

2 Ha ctpanuue Fpynnbl 06beKTOB BbibepuTte BKIaAKy rpynn 06bekToB HYy>KHOro Tuna. B pesynbtate
0TOHPA3NTCA CMNCOK, CoAepPXKaLLMA MMeHa rpynn o6beKTOB 1 nHGopMaLmio 06 obbekTax,
BXOAALLMX U He BXOAALLMX B rpynmny.

Mpokcn-cepeep

HacTpampaemele MMEHOBaHHEIE O6beKTEI
“YacTHeie IP-agpeca 10.0.0.0/255.0.0.0,172.16.0.0/255.240.0.0, 192.168.0.0/255.255.0.0

MybBanuxsie IP-agpeca Bce IP-agpeca, kpome "HactHuie [P-agpeca”

PucyHok 29. lpocmomp epynn IP-adpecos

3 [ns npocmoTpa nogpobHon nHdopmaumm 06 Cnoab30BaHMM FPynnbl OOBEKTOB ABaXAbl
LWeNKHWTE ee B CMNCKE U Ha OTKPbIBLLENCA CTPaHULLe HaxXMuTe KHOMKy MpocmoTp.

ViPNet Coordinator HW 4. HacTpolika ¢ nomoLLbto Beb-nHTepdelica | 64



Co34aHMe 1 U3IMEHEHME TPYMMbI
OOBEKTOB

YTtobbl cO34aTb WM U3MEHUTL FPYMMYy O6bEKTOB, BbINOJIHUTE CEAYHOLLME AEUCTBUIS:

1 Bonaute B Be6-uHTepdelic ViPNet Coordinator HW B pexxume agMmuHuctpatopa (cm.
«[MopkntoueHne k Beb-nHTepdency» Ha cTp. 17).

2 Ha ctpaHuue MexceTteBol 3kpaH > Ipynnbl 06bekToB BbibepuTe BKAAAKY rpynn 06bekToB
HY>XHOTO TUna.

3 BbIMOAHUTE O4HO U3 AENCTBUN:
o YT06bI CO3aaTb rpynny 06bEKTOB, Ha MAHENN UHCTPYMEHTOB HaxXmMuTe KHonky Jo6aButs.

o Ytobbl N3MEHUTL rpynny O6'beKTOB, ABaXbl WWENKHUTE ee B Cnncke rpynnmn.

MpumeyaHme. YTo6bl NPOCMOTPETL, B Kaknx CeTeBbIX GpUbTpax, NpaBmaax TPaHCAALMM
aApecoB v rpynnax 06beKTOB MCMOIb3yeTCA rpyrnmna, KOTOPYHO Bbl XOTUTE U3MEHUTb, HaXMUTE
KHonky lMNMoka3saTb.

4 Ha cTpaHuue co34aHus UAM U3MEHEHUs rpynnbl 3aZaiTe cieayroLne napamMmeTpsbl:

4.1 B coOTBeTCTBYIOLLEM MOJIE 33/aliTe MM TPynnbl.

© /[lobasneHwe rpynnel [P-aapecos

Mma rpynnsi: IP-group 1

CocTag: Jobaeuts v
132.56.1.0/255.255.255.0

WicknroueHma: Nobaeuts v
13256.1.140

PucyHok 30. Co3daHue 2pynnel IP-adpecos
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4.2 B pazgenax CoctaB 1 UckntoueHns ykaxxmte o6bekTbl, BXOAALLME N He BXOAALLME B rpynny
COOTBETCTBEHHO. [1n5 3TOro B 3aBUCUMOCTM OT TMa 06bEKTOB BOCMOJIb3yTECh
pekoMeHAaLMAMK COOTBETCTBYHOLLLEro pasjena:

e [pynna ceteBbix y310B ViPNet (Ha cTp. 66).

lpynna IP-agpecos (Ha cTp. 68).

e [pynna ceTeBbIX NHTEPDENCOB (Ha CTp. 69).

lpynna npoTtokonos (Ha cTp. 71).
e [pynna pacnucaHuii (Ha cTp. 72).

4.3 Haxxmute kHonky CoxpaHuTb.

MpumeyaHue. YTo6bI M3MEHUTD MW YAANNTE O6BEKT, KOTOPLIN Bbl paHee f0b6aBMAN B rpynny

m

NN NCKNHOYNAN U3 HEee, B CTPOKE 3TOro 06bekTa HaxXmuTe KHOMKY nin
COOTBETCTBEHHO.

5 Yrtobbl N3MeHeHus BCTYNWIN B CUNY, Ha CTpaHULe I'pynnbl 06BEKTOB HaXMUTE KHOMKY an/IMeHIATb
BCe.

[pynna cetesblx y310B ViPNet

Mpwn co3gaHny A U3MeHeHuM rpynnbl ceTeBbix Y3108 ViPNet Bbl MoXeTe 206aBUTb UM UCKNOUNTD
cnegytowne ob6bekTbl:

e ceteBble y3bl ViPNet, c koTopbiMu cBs3aH y3en ViPNet Coordinator HW;
e ceTb ViPNet, c koTopo# cBsizaHa Bawwa cetb ViPNet;
e paHee co3aaHHyto rpynny ceTeBbix y310B ViPNet;

® CUCTEMHbIE rpynnbl obbekToB: Bce KOOpAMHaTOpPbI, Bce knveHTbl, Bce 06beKThbI.
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© [lobasnenue rpynnbl y3n08B ViPNet

Wima rpynnet: ViPNet group 1

Cocras: ﬂ,oﬁamm: ~

WcknroueHma: CeTeBOR yzen...

MprmeHeHwne: Homep zawpmuieHHoR ceTi...
WaBnoH MMeHM ceTeBkIX YINO0E...

Ipynna yanoe ViPMet ..

Bce koopauHaTopkl
CoxpaHuTs Bee KnweHTel

Bce obwekTsl

PucyHok 31. flobasneHue cemesozo y3aa ViPNet & epynny

Y106bl 406aBUTH (MCKNOUNTL) OOBEKT, Ha CTPaHMULLE CO34aHUA UV U3MEHEHWS 3TON rpynnbl B pa3gene
CoctaB (UcknroueHmsa) HaxxmuTte KHomky [lo6aBuTb U BbINOAHWTE CAeAytolme AeNCTBUSA:

e Ecav Bbl xoTUTE 106aBUTb (MCKAOUNTD) OAMH WAV HECKOJIBKO CETEBBIX Y3/10B, BbIOEPUTE MyHKT
CeTeBol1 y3en v ycTaHoBUTE GIAXKKN PAJOM C HY>KHbIMY y31amMu. MNepBbIM B 3TOM CriMcke
oTobpaxkaeTcs COBCTBEHHbIW y3e.

. Ecav Bbl xoTuTe ,D,O6aBVITb (MCKNHOUNTB) HECKONBKO CETEBbIX Y310B C HE3HAYNTENBHO
OoTANYaroWMnMnca NMeHamu, Bbl6epVITe NYHKT LLa6a10H nmeHu ceTeBbIX Y3/10B U yKaXXnTte Macky
MMEH Y3/710B, UCNOb3yAa CUMBOA «?» AJId 3aMeHbl O4HOI0 CMMBOJ1A, U CUMBOJ «*» ANA 3aMeHbI
HEeCKOJIbKNX CMMBOJIOB.

e Ecau Bbl XxOTWTE A06aBUTb (MCKNHOUNTB) BCE Y3nbl onpegeneHHon cetu ViPNet, BoibepuTe nyHKT
Homep 3alumLLeHHOM ceTh 1 yKaxkuTe HOMep 3TON CeTw.

e Ecin Bbl XO0TUTE A06aBUTb (MCKAKOUNTBL) OAHY UAN HECKOAbKO paHee CO3JaHHbIX FPymnmn CeTeBbIX
y3noB ViPNet, BbibepuTe nyHkT I'pynna y3noB ViPNet 1 yctaHoBuTe Gaxkkm pagom C Hy>XHbIMK
rpynnamm.

e Ecau Bbl xO0TUTE 106aBUTL (MCKAOUUTL) CUCTEMHYHO TPynny 06bEKTOB, BbIGEPUTE COOTBETCTBYHOLLYHO
rpynny.

3aTem HaxxmuTe KHOMKy CoXpaHuTb.

MpumMeyaHne. AHanornyHsliM 06pa3oM Bbl MOXeTe A06aBAATb UAN UCKAOYATb Y3/1bl
oTnpasvTenei n nonyyateneli IP-nakeToB Npu Co3faHNn 1 U3MEHeHUN GUNLTPOB

3alUVLLEHHON CeT! U GUNBLTPOB TYHHENPYeMbIX y310B (cM. «Co3aaHre U U3MEHEHWe CeTeBOro
dunbTpa» Ha cTp. 76).
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[pynna IP-aapecos

Mpwu co3gaHnm nan nameHeHun rpynnel IP-aapecos Bbl MoXxeTe 406aBUTb UK UCKNKOUUTL CleaytoLmne
06BbEKTI:

e |P-agpeca nau guanasoHsl IP-agpecos;
e DNS-nmeHa;
e paHee co3gaHHble rpynnbl IP-agpecos;

e cucteMHble rpynnbl: Mo y3en, Apyrue y3nbl, Bce 06bekThbl.

© [lobaeneHwe rpynnbl IP-aapecos

Wima rpynnet: IP group

Cocrag: ﬂ'oﬁaﬂu'n, ~

WernougHma: [P-agpec waw granazoH agpecos..

MpumereHme: DMNS-umA...

Ipynna IP-agpecce...

Mol yzen

LApyrine yanel

Bce obvekTel

PucyHok 32. lobasneHue IP-adpecos e epynny

Yto6bl 406aBUTH (MCKNKOUNTL) OOBEKT, Ha CTPAHMLLE CO34aHMs WU U3MEHEHMWS 3TOM rpynnbl B pasjene
CoctaB (UcknroueHms) HaxxmuTe KHorky [1o6aBUTb 1 BbINOJHUTE Cleaytolne AenCcTBuUS:

e Ecin Bbl XO0TUTE A06aBUTb (MCKAKOUNTBL) OAMH UAKN Heckonbko IP-agpecos anbo granasoHoB IP-
ajpecos, BbibepuTe NyHKT IP-agpec namn gnanasoH ajpecoB U BbIMNOJHUTE OAHO U3 AeNCTBUN:

o ANf 3asaHus ogHoro IP-agpeca B cnvcke BbibepUTe COOTBETCTBYOLLMI TUM aZpeca 1 yKaxuTe
atoT IP-agpec;

o AnA 3agaHus IP-agpecoB noaceTv B cnucke Bbibepunte COOTBETCTBYHOLLMIA TUM ajpeca U yKaxmTe
ajpec v Macky 3Toi nogceTv (MO yMOAYaHUIO — 255.255.255.0/24);

o ANnAa 3ajaHunAa gnana3oHa |P-aAp6COB B CnnckKe Bbl6epI/ITe COOTBETCTByI-OLLI,I/II7I T™Mn agpeca n
YKaxunTe HayaNbHbIA N KOHEYHbI IP—a,u,peca 3TOro Anana3oHa.
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(© IP-anpec

Twn agpeca: IP noacets
Aapec noaceTu: 1325610
Macka: 255.255.255.0 24

PucyHok 33. [lobasneHue IP-adpeca nodcemu
e Ecim Bbl X0TUTE f06aBuTb (MckAoUnTb) DNS-mMs, BoibepuTe NyHKT DNS-umsa n ykaxnte DNS-nwms.

e Ecim Bbl XO0TUTe 406aBUTb (MCKAKOUNTBL) OAHY UM HECKONBKO paHee Co3zaHHbIx rpynn IP-aapecos,
BblbepuTe NyHKT Mpynnbl IP-aapecoB v ycTaHOBUTE (AaXKM PALAOM C HY>KHbIMU TPYMNamu.

e Ecau Bbl xO0TUTE 106aBUTL (MCKAOUUTL) CUCTEMHYIO TPyNny 06bEKTOB, BbIGEPUTE COOTBETCTBYHOLLYHO

rpynny.

3atem HaxxmuTe KHOMKy CoXpaHuTb.

MpuMeyaHune. AHaNOrMUYHbIM 06pPa3oM Bbl MOXETE A06aBAATL AN UCKNHOUATD Y3/bl
oTnpaBuTeNnen n nonydyatenen IP-nakeToB NP Co3gaHny N U3MeEHEHUU GUILTPOB OTKPLITON

cetn, PUALTPOB TyHHENMPYeMbIX Y3108 (cM. «Co3zaHne 1 n3MeHeHVe ceTeBOoro GuabTpa» Ha
CTp. 76) v npaBuA TpaHcaaLuMK agpecoB (cM. «Co3saHne 1 M3MeHeHMe npaBuaa TpaHCAALUK
aspecoB» Ha cTp. 88).

[pynna ceteBbIX MHTEPDENCOB

Mpun co3gaHny AU U3MEHEHMM TPYMbl CETEBLIX MHTEPPENCOB Bbl MOXETE 06aBUTh NAN UCKIKOUNTD
cnepyrowine obbEeKTbI:

e ceTeBble MHTEPdEWChbl COBCTBEHHOTO Y3a;

IP-agpec nan ananasoH IP-agpecos ceTeBbIX MHTEPDENCOB Y3/10B;

paHee CO3jaHHYyH rpynny CeTeBbIX MHTEPHENCOB;

CUCTEMHYIO rpynny o6bekToB Bce 06beKTbI.
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© [lobasneHue rpynnbl MHTEPDENCOB

Wima rpynnet: Interface group 1

Cocrag: ﬂoﬁaﬂum "

WcknroueHKWA: Bee obbekTsl

MprmexeHKe: .
WuTepdeic ¢ IP-agpecon...

[pynna wHTepdeRcoE...

Ethernet (eth0)
Ethernet (eth1)
Ethernet (eth2)
CoxpaHuTte VLAN (eth2.3)

Ethernet (eth3)

PucyHok 34. [lobasneHue cemesbix UHMepgelicos 8 epynny

Y106bI 406aBUTH (MCKNOUNTL) OOBEKT, Ha CTPaHMULLE CO34aHUA UM U3MEHEHWS 3TON rpynnbl B pa3gene
CoctaB (UcknroueHmsa) HaxxmuTte KHomky [lo6aBuTb U BbINOAHWTE CAeAytolme AeNCTBUSA:

e Ecau Bbl xOTUTE A06aBUTb (MCKAKOUNTL) OAMH AN HECKOJIbKO UHTepdencoB COBCTBEHHOTO Y33,
BblOepuTe UMs 3TOro MHTepdenca (Ethernet (eth0), Ethernet (ethl) M TaK ganee).

e Ecau Bbl x0TMTE A0baBuTb (MckNtounTb) IP-agpec nam gnanasoH IP-agpecoB MHTepdencos,
BbI6epuTe NyHKT NIHTepdeiic ¢ IP-agpecom v BbINOAHWTE OAHO U3 AEACTBUIA:

o Anf 3asaHus ogHoro IP-agpeca B cnivcke BbibepuUTe COOTBETCTBYHOLLMIA TUM aZpeca U yKaxute
atoT IP-agpec.

o Ans 3agaHus IP-agpecoB NoAceTU B CNUcKe BbIGepUTe COOTBETCTBYOLMIA TUM ajgpeca 1 yKaxuTe
aZlpec 1 Macky 3TOW NoAceTH (MO YMOAYaHUI0 — 255.255.255.0/24).

o ANf 3afjaHus ananasoHa IP-agpecoB B cnncke BbibepuTe COOTBETCTBYHOLWLMIA TN ajpeca U
YKaXkxuTe HavanbHbIl U KOHEeYHbIN IP-agpeca 3Toro grnanasoHa.

e Ecav Bbl xoTUTE 106aBUTb (MCKAOUNTB) OAHY WM HECKOJIBKO PaHee CO3AaHHbIX rPYMmn CeTeBbIX
nHTEpdencos, BbibeprTe NyHKT Fpynna uHTeppEencoB 1 yctaHoBUTE GAAXKKN PAZOM C HY>XXHbIMMU
rpynnamMm.

e Eciv Bbl xoTUTe 106aBUTb (MCKAOUMTB) CUCTEMHYIO Fpynny 06bekToB Bece 06bekThI, BbibepuTe ee.

3aTeM HaxxmuTe KHomnKy CoxpaHuUTb.

MprMeyaHue. AHaNOrMYHBIM 06Pa3OM Bbl MOXETE J06aBAATL MW UCKIIOYATb CETEBbIE
MHTepdecbl NPV CO3AaHMN U U3MEHEHUW GUIBTPOB OTKPBLITON CeTV 1 GUIbTPOB
TYHHENMpyeMmbIX y3710B (cM. «Co3aaHve U N3MEHEHVEe CEeTEBOTO GuabTpa» Ha cTp. 76).
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[ pyrna npoTokKoI0B

Mpwu co34aHMM N U3MEHEHWM TPYMMbl MPOTOKOJIOB Bbl MOXeTe A06aBUTb WM UCKIOUNTL CledytoLlne
06BbEKTI:

e npotokon TCP, UDP, ICMP nan apyroii npoTokosn;
e paHee CO3JaHHYO rpynny NpoTOKONOB;

e cucTemMHyto rpynny Bce o6bekThbl.

© [lobaBneHue rpynnbl MPOTOKONOB

Wima rpynnet: Protocol Group 1
Wcknouenna: MpoToxon TCR/UDP..
MprMeHeHKe: CoobuweHwe ICMP
Mpotokon IP...
[pynna NpoToKonoE. ..
Bce obwekTsl
CoxpaHnte

PucyHok 35. lobasneHue npomokosi08 8 epynny

Yt06bl 406aBUTH (MCKNHOUNTL) OOBEKT, Ha CTPAHKLLE CO34aHMs WU U3MEHEHMWS 3TOM rpynnbl B pasjene
CoctaB (UcknroueHuns) Haxxmmute KHomnky [1lo6aBuTb U BbINOJHWUTE CAeAyoLL e AeNCTBUS:

e Ecan Bbl xoTUTE A06aBUTL (MckNtOUMTL) NpoTokon TCP nan UDP, BbibepuTe nyHKT MpoTokon
TCP/UDP v yctaHoBUTE nepekatoyatens MpoTokosibl B Hy>KHOe noJjioxXeHwue. [1o0 ymoadaHuto ana
NpoTOoKo/1a BbibpaHbl BCE MNOPTbl UCTOYHMKA W Ha3HayeHWs (Bce nopThl). Ans 3agaHns O4HOMO UK
HEeCKOJ/IbKMX MOPTOB UCTOYHMKA MW Ha3HAUYEHWS BbIMOAHUTE OAHO U3 AeCTBUIA:

o ANf 3ajaHuA HOMepa OAHOro NopTa B COOTBETCTBYHOLLEM Crcke BbibepuTe nyHKT Homep
nopTa, 3ateM Bblbepute OANH U3 CTaHAAPTHLIX HOMEPOB MOPTOB B CMINCKE MW YKaXuTe
NPOW3BOJIbHbI HOMep nopTa B AnanazoHe ot 0 go 65535;

o 41 33jaHusa AvanasoHa NOPTOB B COOTBETCTBYIOLLEM CMNCKe BbibepuTe NyHKT inanasoH
NMOPTOB ¥ YKaXuTe HauabHbIl 1 KOHEYHbIV HOMepa NopToB B Anana3soHe ot 0 go 65535.
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© Tpotokon TCP/UDP

MpoTokonsl:

.;:::;. UDP

WMecTounmk: Bce nopTsl

HazHaueHwe: Howmep nopta 21—&p|

PucyHok 36. [lobasneHue TCP-npomokona

e Ecim Bbl X0TUTE f06aBuTh (MckarounTb) Npotokon ICMP, BeibepuTe nyHkT CoobueHne ICMP, 3atem
BblbepuTe Hy>XHbI TMMN ICMP-co0bLWeHN B cnnucke 1 Npy HEOHBXOAMMOCTN UX KOA.

e Ecan Bbl xOTUTE 106aBUTL (MCKNHOUNTB) APYro NPOTOKOA, BbibepuTte nyHKT MpoTtokon IP, 3aTem
BblbepuTe OAMH 13 MPOTOKOAOB B CNUCKE NMBO BBEAMTE €ro HOMep.

e Eciv Bbl xoTUTE 106aBUTL (MCKAOUNTD) OAHY UM HECKOJIBKO PaHee CO34aHHbIX FPYMm MNPOKOJIOB,
BbibepwvTe NyHKT Mpynna NpPOTOKOJIOB 1 YCTaHOBUTE GaXKKN PAZOM C HYXKHBIMU Tpyrnnamu.

e Ecau Bbl XxOTWTE A06aBUTb (MCKNHOUNTL) CUCTEMHYHO rpynny Bce 06bekThl, BoibepuTe ee.

3atem HaxxmuTe KHOMKy CoXpaHuTb.

MpumeyaHune. AHanorMyHbIM 06Pa3oM Bbl MOXKETE A06aBAATb UM UCKAHOUATb NPOTOKObI NPK
CO34aHMM N N3MEHEHWUW ceTeBbIX PUALTPOB (CM. «Co3aaHNe N U3MEeHeHNe CeTeBOro GuabTpa»

Ha CTp. 76) 1 NpaBu TpaHCcAALMK agpecoB (cMm. «Co3jaHre 1 U3MeHeHWe npasuia
TPaHCAALMN aZpecoB» Ha cTp. 88).

[pynna pacnucaHmm

Mpun co3gaHny AN U3MEHEHWM TPYMMbl PaciMCaHW Bbl MOXETe 06aBUTb UAN UCKAKOUUTL CleaytoLlme
06beKTbI:

e BpPEMEHHOW AnanasoH;
e paHee CO34aHHYH rpynny pacnuncaHui;

e CUCTEMHYIO rpynny o6bekToB Bce 06bekTbI.
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© [lobasneHue rpynnbl pacnmMcaHni

Wima rpynnb: Schegule Group 1
WeknroueHmna: BpemeHHON auanason. .
MprMeHeHKe: Ipynna pacnvcaxuii...
Bce obnekTrl
3
CoxpaHnte

PucyHok 37. [lobaeneHue pacnucaHus 8 epynny

Y1066l 406aBUTH (MCKNHOUNTDL) OOBEKT, Ha CTPaHKLLE CO34aHMA WU U3MEHEHMWA 3TOW rPynnbl B pasjene
CoctaB (UcknroueHma) HaxxmuTe KHoMKy [lo6aBuTb 1 BbINOHUTE ClesytoLlme AeNCTBUS:

e  Ec/u Bbl XOTWTE yKa3aTb MHTEPBA BPEMEHU U NMEPUOANYHOCTb, KOraa GUALTP WK NPaBuIo
TpaHcaauum ByaeT npuMeHATbCa (He ByaeT NpuMeHATbCA), Bbibepute NyHKT BpeMeHHOM Anana3oH
W BbINOJIHWTE CeAyroLImne AelCTBUSA:

o B pa3sgese Bpems BbinonHeHUs GuabTpa yKaxunte MHTepBan BPEMEHY;
o B pa3sgene Mepuopa BbinonHeHMs GuabTpa BbIGEPUTE OAMH N3 BAPUAHTOB:

e EXesHEeBHO — uTO6bI QUALTP WM NMPABUAO TPAHCAALMMN NPUMEHSNOCH (HE MPUMEHSNIOCH)
KaXAblA AeHb. MNpy HE06XOAUMMOCTM ycTaHOBMTE $G1aXKoK B MEPUOA U YKaXnTe MHTepBan
4aT, B KOTOPbIA GUALTP UAN NPaBUAO TPaHCAALMKN ByAeT NPUMeHATLCA (He byaeT
NPVUMEHATLCA) eXefHEBHO;

. E)KEHe[J,EHbHO — YTObbI q)l/lﬂpr AN NpaBuaO TpaHCIAUMK NPUMEHANOCH (He
ﬂpMMeHFIﬂOCb) B onpejeneHHble AHN Heaenn. YcraHoBUTE q)ﬂa)KKI/I PAAOM C HY>XHbIMU
AHAMW Heaenwn.
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© CoszpaHve pacnucanms

JDEMA BbINONHEHNA OUNBTPA:
c 00:00 - |no 0900 -

[lepros BbINOAHEHUSA GUALTPA:

() ExeanHesHo

(® ExexegensHo
MoHegensHuK HYeteepr [ ]CyBboTa
BropHuk MATHWLA [ ] BockpeceHse
Cpepa

PucyHok 38. [lobasneHue pacnucaHus

e Ecau Bbl XOTWTE A06aBUTb (MCKAKOUNTL) OAHY UAN HECKOJIBKO PaHee CO3AaHHbIX rpynn pacrnucaHuni,
BbI6GepuTe NyHKT Fpynna pacnucaHnin 1 yctaHoBuTe GaaxKn pAAOM C HY>KHBIMW FpymnnamMu.

e Ecau Bbl XxOTWTE A06aBUTL (MCKNHOUNTL) CUCTEMHYHO rpynny Bce 06bekThl, BbibepuTe ee.

3atem HaxxmuTe KHOMKy CoXpaHuTb.

I'IpmmeuaHMe. AHaNOrn4HbIM o6pa30M Bbl MOXXeTe AO6aB]’IﬂTb AN NCKNroYaTb pacnncaHna

MpuW CO34aHNN 1 N3MeHeHMWN ceTeBbIX UabTPOB (cM. «Co3AaHve 1 U3MeHeHVe CeTeBOoro
duabTpa» Ha cTp. 76) 1 npaBua TpaHcaauum agpecos (cMm. «Co3jaHre 1 U3MeHeHWe npasuia

TPaHCAALMM afpecoB» Ha cTp. 88).
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[10OCMOTP CETEBLIX PUNLTPOB

Yto6bl MpocMoTpeTh ceTeBble GDUALTPLI, 3asaHHble Ha y3ne ViPNet Coordinator HW, BeinonHuTe
cnesyoLLne AencTBus:

1 Ha HauanbHOW cTpaHuLe Beb-nHTepdelica wenkHuTe Nantky MedkceTeBoi akpaH.

2 Ha ctpaHuue CeteBble ¢puabTpbl BbibepuTe BKAAAKY CETEBLIX GUALTPOB HYXHOrO Tuna. B
pesynbTaTe 0TOOPa3nTCA CNMCOK TakMx GUABTPOB B NOpAAKe YObIBaHWA UX NpropuTeTa.

MpumeuaHue. Bkragka PunbTpbl TYHHENNPYEMbIX Y3/10B NPUCYTCTBYET TONBKO B C/yYae
Ha/MYnsA INLEH3MM Ha TYHHEAMpoBaHue (CM. raoccapuii, cTp. 160) ans xoTa Obl 0gHOTO
CoeAMHEHUSA.

@ CeteBble GUALTPDI

d OvnbTpu 3auWERHOR CoTH

e

Hacrpangaemsie unpTpnr

Allow DHCP Service n pPaspewser @  UDPfrom 67 to 68 Bce Bce Beeraa
Allow DHCP Service n Parpewaer (/] UDP.from 68 to 67 Bce Bece Beeran
Allow DHCP-Relay service “ Pazpewaser @  UDPfrom 67 to 67 Bee Bee Beeraa
Allow ViPNet base services n Paspewaer @  UDPto 2046 Bce Bce Beeraa
Allow ViPNet base services “ Paspewaer @  UDPfrom 2048 to 2048 Bce Bce Beeraa
Allow ViPNet base services n Paspewaer @  UDPfrom 2050102050  Bce Bce Beeraa
Allow ViPNet StateWatcher .. Parpewser @  TCPo 5100, TCPto Bce Bee Beeran ¥.

PucyHok 39. lpocmomp unempos 3aujuwyeHHol cemu

3 [na npocMoTpa noapobHon nHbopmaumm o GuabTpe ABaxAbl LLESKHUTE ero B CrincKe.
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Co31aHMe N M3IMEHEHME CETEBOIO
GUIbTPA

YTo6bl cO34aTb UM N3MEHUTb ceTeBO GuabTp Ha y3ne ViPNet Coordinator HW, BbinonHuTe cnepytowme

JencTBUs:

1

Bonawnte B Beb-nHTepdeiic ViPNet Coordinator HW B pexxvme agmuHucTpatopa (cm.

«[opkntoueHne k Beb-nHTepdency» Ha cTp. 17).

Ha ctpaHnue MexceteBoii akpaH > CeTeBble PpUNLTPLI BoIGEPUTE BKIAAKY CETEBLIX GUILTPOB

HY>XHOTO Tuhna.

BbINnoAHUTE OAHO U3 AEeNCTBUIA:

o

o

YT006bI CO34aTb q)I/I]]pr, Ha NMaHean MHCTPYMEHTOB Ha>XXMUTE KHOMKY AOGaBMTb.

YT006bI N3MEHUTD q)I/I]]pr, ABaXbl WEeNKHUTe ero B Crincke.

Ha OTKprBLIJGI7ICﬂ CTpaHuUe BbINMOJHUTE Ciegyrolne AeIZCTBMﬂI

o

B cooTBeTcTBYIOLLEM NOJIE YKaXKMTE UMs GuabTpa.

Y106bl GUALTP Hauan AeNCTBOBaTb NOCAE CO34aHUs, YCTaHOBUTE GAaXKoK PUNbTP BKITHOUEH.

C nomoubto COOTBETCTBYHOLLEro nepekiovarenad Bbl6epI/ITe p,eﬁcmvle ceTeBoro q)vmpra:

Baoknposatb Tpadpuk nnum MNMponyckatb Tpadpuk.

B pasgene NcTouHMKKM No ymonyaHUIO yKa3aHbl Bce oTrnpaBuTenun IP-naketoB (Bce). YTobbI

Bbl6paTb onpejeneHHbIX OTFIpaBI/ITe]]eI\/’I IP-nakeToB, HaXxmuTe KHOMKY AOGaBVITb N yKaxKunte:

418 GUNbTPOB 3aLLMLLLEHHON ceTu: ceTeBble y3nbl ViPNet, rpynnbl ceTesbix y3n08 ViPNet,
cncTeMHble rpynnbl Mow y3en, [lpyrue y3nbl, Bce koopaunHatopbl, Bce kaneHTbl (CM.
«[pynna cetesbix y3108B ViPNet» Ha cTp. 66).

419 GUABTPOB TyHHeAnpyeMmbIx y310B: IP-agpeca nan grnanasoHsl IP-agpecos, DNS-nmeHa,
TyHHenmpyemble IP-agpeca (cm. «[pynna IP-agpecos» Ha cTp. 68), ceTeBble y3nbl ViPNet,
rpynnbl ceteBbIx y3n0B ViPNet, cnctemHble rpynnbl Bce koopauHaTtopsbl, Bce knmeHTb! (CMm.
«[pynna ceteBbix y310B ViPNet» Ha cTp. 66).

A9 NoKaNbHbIX GUABTPOB OTKPbITOM ceTu: IP-agpeca nan guanasoHsl IP-agpecos, DNS-
nmeHa, rpynnbl IP-agpecos, cuctemHble rpynnbl Mol y3en, Apyrue y3nbl (cM. «[pynna IP-
afpecoB» Ha cTp. 68).

AN TPaH3UTHBIX PUABTPOB OTKPbLITON ceTu: IP-agpeca nam grmanasoHsl IP-agpecos, DNS-
nmeHa, rpynnel IP-agpecos (cM. «[pynna IP-agpecos» Ha cTp. 68).

Mpw HeobxoAMMOCTM B pasgesne VICTOUHUKKN 415 GUIbTPOB TYHHENNPYEMbIX Y3/10B 1

TPaH3UTHbIX UIBTPOB OTKPbLITOW CeTH ycTaHoBUTe diaxkok CeTeBOM NMHTepdENC 1 yKkaxmnTe

ceTeBOW MHTepdENiC, C KOToporo ByayT oTnpasaaTbcs IP-nakeTsl (cM. «[pynna ceTeBbix

nHTepdencos» Ha cTp. 69).
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B pasgene HasHaueHns no ymonyaHuio ykasaHbl Bce nosyyatenm IP-naketos (Bce). YTobsl
BbI6paTh onpegeneHHbIX noayyatenen |IP-naketos, HaxxMuTe KHOMKY Jlo6aBUTb 1 yKaxuTe:

e Ana GUABTPOB 3almLLEeHHON ceTu: ceTeBble y3bl ViPNet, rpynnel ceteBbix y3n08 ViPNet,
cncTeMHble rpynnel Mow y3en, [lpyruve y3nbl, Bce koopauHaTopbl, Bce kaneHThl,
LLnpokoBewatenbHble agpeca (cM. «[pynna ceteBbix y3108 ViPNet» Ha cTp. 66).

e 113 GUAbTPOB TyHHeNMpyembIx y310B: IP-agpeca nan gnanasoHsl IP-agpecos, DNS-nmeHa,
TyHHenunpyewmsle IP-agpeca (cm. «[pynna IP-agpecos» Ha cTp. 68), ceTeBble y3abl ViPNet,
rpynnel ceteBbix y3108B ViPNet, cuctemHble rpynnbl Bce koopauHaTtopsl, Bce knneHTbl (cMm.
«[pynna ceteBbix y3n0B ViPNet» Ha cTp. 66).

e /N5 IOKa/bHbIX GUABTPOB OTKPbITON ceTu: IP-agpeca nan guanasonsl IP-agpecos, DNS-
nmeHa, rpynnol IP-agpecos, cuctemHble rpynnel Mol y3en, ipyrve y3nbi,
LLUnpokoselaTtenbHble agpeca, pynnoBble agpeca (cMm. «[pynna IP-agpecos» Ha cTp. 68).

e /1A TPaH3UTHbIX PUABTPOB OTKPbITON ceTu: IP-agpeca nanm gmanasonsl IP-agpecos, DNS-
nmeHa, rpynnel IP-agpecos (cMm. «[pynna IP-agpecos» Ha cTp. 68).

Mpu HeobxoaMMoOCTU B pasgene HasHaueHna ansa GuabTPOB TYHHENNPYEMbIX Y310B, NOKaAbHbIX
W TPaH3UTHbIX GUABTPaxX OTKPbITON ceTn ycTaHoBUTE dnaxkok CeTeBon NHTEpPENC U yKaxute
ceTeBON NHTepdeElc, Ha KOTOPOM ByayT NpuHMMaTbCA IP-nakeTbl (CM. «[pynna ceTeBbIx
NHTepdencos» Ha cTp. 69).

Mo ymonuanuo dunbTp nprmeHaetca K IP-naketam, nepesasaemMbiM NO BCEM NPOTOKOAAM.
YTo6bl duabTp NpumeHanca K IP-naketam, nepegaBaemMbiM MO ONpesesieHHbIM NPOTOKOAaM, B
COOTBETCTBYIOLLEM pa3jesie yKaxuTe NpoToKobl (CM. «[pynna npoTokosoB» Ha cTp. 71).

Mo ymonyaHuto GuabTp NPUMEHAETCA MOCTOAHHO. YTOBbI GUABTP NPUMEHAICA MepuoanYeckn B
onpegeneHHOe BpeMs, B COOTBETCTBYHOLLLEM pa3jene yKaxunte pacnmcaHuna (cm. «pynna
pacrnvcaHnin» Ha cTp. 72).
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© [lobaBneHne d1abTpa TYHHENMPYEMDIX...

Wma dunstpa: Dunetp 1
Cratyc: “ DunbTp BKAOUEH
[eictane: (® Brokmposats Tpadmk

() Nponyckate Tpadmk

MecTourmkm:
110.32.0.18
CeTeBoi MHTEpDERC “ eth0
HaznaueHuA:
5568_Admin
MpoTokons: Bee
Pacnucanus:

"Paboune gHn"

PucyHok 40. Co3daHue cemegozo ¢unempa
o Haxmure kHonky CoxpaHuTb.

B pe3ynbTtaTe co3saHHbIN GUALTP OTOOPA3NTCA B CNUCKe Ha COOTBETCTBYHOLLEN BKAJKE CTPAHMLbI
CeteBble GUNLTPHDI.

5 Y706kl U3MEHNUTL NprOPUTET GUABTPA, NEPETALLUTE EF0 Ha HYXHYHO CTPOKY CrMcKa.

6 UYT06bI GUABTP BCTYNWA B JENCTBUE, HAXXMUTE KHOMKY MpMMeHuTb Bee.
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[ TorMep MCrnoNb30BaHMA rpyMn
OOBEKTOB M CETEBbIX GUIBTPOB

PaccmoTpyM nNprviMep NpUMeEHeHNs rpymnn 06bEeKTOB 1 ceTeBbIX GUILTPOB. JONycTM, B KOMMaHUK
koopaunHaTtop ViPNet Coordinator HW BbinoaHseT GyHKLMM 3aLLMLLEHHOTO NOYTOBOrO CcepBepa, 1
TpebyeTcs opraHM3oBaTb OOMEH NEKTPOHHBIMW NMUCbMaMK C YAANEHHbIMU MOJIb30BaATENAMY,
NCMOb3YOLWMVMY BHELLIHWE NMOYTOBbIE CEPBEPDI, M AOCTYN TaKUX MOJIb30BaTENEN K 3/IEKTPOHHbIM
MMCbMaM Ha 3alLMLLEHHOM MOYTOBOM CEPBEpE.

O6MeH 3N1eKTPOHHBIMW MUCbMaMM C BHELUHUMMW MOYTOBbIMUW CEpBEpPaMU OCYLLLECTBAAETCSA MO NPOTOKOAAM
SMTP, POP3 1 IMAP. MNo3tomy Ans opraHun3aumm Takoro obMeHa Ha 3allMLLeHHOM NOYTOBOM cepBepe
ViPNet Coordinator HW Heobxoaumo co3aatb ceTeBon GpuabTp, paspeLuarowmii npuemM n nepegady IP-
naketos Mo 25-my nopty npotokona TCP (gna npotokona SMTP), a Takke no 110-my 1 143-My noptam
(ana npotokonos POP3 n IMAP cooTBeTCTBEHHO).

MpumeuaHue. B npumMepe ykasaHbl HOMepa NOpPToB A NpoTokonos SMTP, POP3 1 IMAP
“crnosb3yemble NO yMONUaHUIo. B Balle ceTr HOMepa NMOopTOB A5 3TUX NMPOTOKOJIOB 3aBUCAT
OT HaCTPOEeK NOYTOBOrO cepsepa.

Bbl MOXeTe co3gaThb rpynny NPOTOKOAO0B, B KOTOPYHO ByAyT BXOAUTL BCE YKa3aHHbIE BbilLe NMPOTOKO/bI, U
3aTeM MCNoJ/Ib30BaTh ee NPUW Co3haHnn ceTeBoro punbTpa. MNpu He0HXOAMMOCTN Bbl MOXETE TaKXKe
MCMo/Ib30BaTh AaHHYO FPYNMy Npu co3zaHum Apyrmx GUabTPOB Ha MOYTOBOM CEepBEpE.

YTobbI CO34aTb rpynny NOYTOBbIX MPOTOKONOB, BbIMONAHUTE Cieayrouine ,D,ef/]CTBVIFIZ

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexvme agMuHncTpatopa (cm.
«[MoakntoueHne kK Beb-nHTepdenicy» Ha cTp. 17).

2 Ha ctpaHuue MexceTeBoi 3kpaH > Fpynnbl 06beKToB BhibepuTe BkIaaky MpoTokonbl 1 Ha
naHes I MHCTPYMEHTOB HaXXMuTe KHorMKy [1o6aBuThb.

3 Ha ctpaHuue lobaBieHue rpynnbl NPOTOKOJOB BbINOAHUTE CleAYHOLNE JeCTBUS:
o Ykaxute ums rpynnbi.

o B pa3gene CoctaB fobaBbte npotokos SMTP. [lns 3Toro HaxxmuTe kHorky [lo6aBuTb, Boibepute
nyHkT MpoTtokon TCP/UDP (cm. PucyHok 34 Ha cTp. 71) 1 B OTKpbIBLLEMCA OKHe BblbepuTe:

e B pa3gene NpoTtokon — nyHKT TCP;
e B pasgene NICTOYHUKN — NyHKT Bce nopThl;

e B pa3gene HasHaueHne — nyHKT Homep noprta, n ykaxxute Homep 25-smtp.
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@ [ lpoTokon TCP/UDP

MpoTokoak:
MeTouHmK: Bce noptel
HazHauexwe: Homep nopTa 25-smtp

PucyHok 41. [lobasneHue npomokoaa SMTP
3ateM HaxkxmuTte KHonky MpumeHunTb.

o AHanornuyHbim obpasom B pasgene Cocrta gobasbte npoTtokosbl POP3 (nopt — 110) n IMAP
(nopt — 143).

o Haxmurte KHOMKY COXpaHVITb. B pesynbTaTte co3gaHHaA rpynna NnpoToKOJ/IOB MNOABUTCA B CMUNCKE.

4  YT106bl N3MEHEHUS BCTYNWInN B CUNY, Ha CTpaHULe I'pynnbl 06BbEKTOB HaXMUTE KHOMKY an/IMeHIATb
BCe.

UTtobbl co3saTb ceTeBOM GUNLTP A5 OBMEHA 3/1eKTPOHHBIMU MUCbMaMM C BHELLIHUMW MOYTOBLIMU
cepBepamu ¢ nbbiMK IP-agpecamu, BbINOAHNTE Cregytolime AeACTBUS:

1 Bougute B Be6-uHTepdeiic ViPNet Coordinator HW B pexwvme agMmuHncTpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 Ha ctpaHnue MexceteBoi akpaH > CeTeBble GuAbTPbI BbibepuTe BKAaAKY JIOKanbHble GUALTPBI
OTKPbITOM CETU N Ha MNaHeNN NHCTPYMEHTOB HaXXMuTe KHoMky [lo6aBuTb.

3 Ha ctpaHuvue JobaBneHune nokanbHOro GpuabTpa OTKPbLITOW CETU BbINOIHUTE CleaytoLmne
JAencTBUs:

o YKkaxwute nms ceTeBoro dpuabTpa.
o YcrtaHoBuTe Gaxok PUNbTP BKIHOUEH.
o [Mepeknrouatens fleictBre yctaHoBUTE B NosoxeHue Mponyckatb Tpaduk.

o B pa3gene Mpotokoabl Haxmute kHonky flobaBuTk 1 BbibepuTte NyHKT pynna npotokonos
(cm. PrcyHok 34 Ha cTp. 71). B oTkpbIBLUEMCA OKHe BbibepuTe paHee CO3AaHHyO rpynny
MOYTOBbIX MPOTOKONOB N HaXMUTE KHOMKY MpuMeHnTb.

o Haxmure kHonky CoxpaHuTb.
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© [lobaBneHre nokanbHOro GuabTpa...

Hima gunsTpa: DuasTp

CraTyc: “ PUALTP BKAKDYEH

Jeifctame: () BrokvpoeaTe Tpaduk
(® Mponyckats TpadMk

MecTourmkm: Bce

HazHaueHua: Bce

CeTeBoi HTEpdeElic

MpoTokons:

"Protocols for mail server”

PacnucaHma: Bcerpa

PucyHok 42. [lobasneHue punempa 048 no4mosozo cepsepa

JoBaeuTs v

Nobaeuts v

Nobaeuts v

JlobaeuTs v

£

B pe3ysnbTaTe cO3saHHbIV CETEBON GUALTP NOSBUTCA B COOTBETCTBYHOLLEM CMUCKE, N Ha 3aLLULLEHHOM
NMOYTOBOM CcepBepe ByaeT paspeLleH 0OMeH 31eKTPOHHbIMU NMUCbMaMK C YAaleHHbIMUW Nob30BaTeNIMU

N AO0CTYyN TaKnx nosab3oBaTenen K 3N1EKTPOHHbIM NMMCbMaM Ha 3alnleHHOM NoYTOBOM CepBepe.
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HacTpouka npasmn
TPAHCAALMM a[pECOB

TpaHcnauus agpecos B TexHonorum ViPNet 83
MpocMOTp NpaBmA TPaHCAALUN aApecoB 87
Co3zaHve n nameHeHve Npasuaa TPAHCAALMM aApecoB 88
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TpaHcnAaumMa aapecoB B TEXHOIOTUM
VIPNet

TpaHcnaums ceteBbix agpecoB (NAT) — 370 MexaHW3M npeobpasoBaHus IP-agpecos ogHol cetn B IP-
ajpeca Apyron cetn. TexHO0rma TpaHCcaauMmM agpecos onncaHa B RFC 2663
(http://tools.ietf.org/html/rfc2663).

ViPNet Coordinator HW MoXeT BbINOAHATE TPAaHCASLMIO apeECOB CEAYHOLLMNX TUMOB:

o TpaHcnsaums agpeca nctovHvka (Ha ctp. 85), Ha3biBaeMas TakxXe MackapaguvHroM (masquerading)
WAV JNHAMUYECKOW TpaHCsLMen.

B 3TOM C/lyyae npuv NpoXoXAeHUN Yepes KOOPAMHATOP NakeToB OT OTMPaBUTENEN C YaCTHbIMM
aApecaMu B HUX 3aMeHsIeTCs agpec OTNPaBUTENs Ha BHELLHWUA (peaibHbli) aapec KoopanHaTopa.
Mpw NofyyeHUM OTBETHLIX MAKETOB B HMX MOAMEHSIETCS afpec noJsyyatesis 06paTHO Ha YacCTHbIN
aZpec, 1 B TaKOM BUZe NakeT AOCTAB/SAETCA B YACTHYHO CETb.

Wcnonb3yeTcs ans nogkaroueHns NokaabHOW ceT K VIHTepHeTy, Korga KoAn4ecTBo y310B
NOKaNbHOW CETV NPEBbILLAET BblJaHHOE NMOCTaBLUMKOM ycayr MIHTepHeTa KoamyecTBo nybanyHbIx IP-
agpecoB (cm. rnoccapui, ctp. 159). B pesynbTate oKaabHble CETU, MCMOb3YIOLLME YacTHble ajpeca
(cm. rnoccapwui, cTp. 160), nonyyatoT focTyn K pecypcam MHTepHeTa.

e TpaHcnauma agpeca HaszHaveHna (Ha cTp. 84), Ha3biBaemasd Takke dopBapaMHIoM nopTtos (port
forwarding) nau cratnueckomn TpaHcaALMEN.

B 3TOM c/iyyae nakeTsl, Npuxogslive 3 VMIHTepHeTa Ha onpezeneHHbI NOPT BHELLHETO agpeca
KOOpAMHaTopa, NepeHanpaBastoTCA Ha YKa3aHHbIN aapec BHYTPEHHEN CeTU MyTEM NMOAMEHbI B HUX
aZpeca noJsyuyatessi, a y OTBETHbIX MNakeTOB OT KOMMbIOTEPA BHYTPEHHEN CETU MOAMEHSIETCS afpec
oTnpaBuTeNs.

WNcnonbayeTca ana opraHmsaumm 4ocTyna K pecypcam NokaabHoW ceTn n3 MHTepHeTa. B pesyabTate
NoKanbHble CeTU, NCMOAb3YHOLLME YacCTHble agpeca, MOTyT BbITb JOCTYMNHbI MOAb30BaTENAM
NHTepHeta no nybanyHbim IP-agpecam.

e OgHOBpEMEHHas TPaHCAALMA aApPecoB NCTOYHMKA W Ha3HaYyeHus. MoXeT NCNo/Ib30BaTbCA B
CNOXHbIX CXeMax MapLupyT13aLmm Tpadpuka.

TpaHALmMS ceTeBbIX aZpPECOB BbIMOJHAETCS KOOPANHATOPOM, TOJIbKO €C/IN HAaCTPOEHDI
COOTBETCTBYHOLLME NpaBuia. KoopanHatop AOMKEH UMETb Kak MUHUMYM [iBa CETEBLIX MHTEpdenca (cM.
rnoccapui, ctp. 159):

e  BHeELWHWN nHTepdenc — umeet NybanuHbil IP-agpec 1 obecneunsaet 4OCTyn B VIHTEpHET;

e  BHYTPEHHWUIN NHTepdelic — nmeeT YacTHbIN IP-agpec.

BHumanwme! MNpaBuna TpaHCIALMY, ONKCaHHbIE B JaHHOM pas3jene, OTHOCATCA TONbKO K
A oTKpbITOMY Tpaduky. [1ns 3awmileHHoro Tpadurka 4eNCTBYHOT aBTOMaTUYeCcKme
MeXaHW3Mbl TpaHCAALMN aApecoB, MapamMeTpbl KOTOPbIX HE MOTYT BbiTb U3MEHEHbI.
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TpaHcAUMa aapeca Ha3HaYeHMs

TpaHcnauma agpeca y3na HazHauyeHua npegHa3HavyeHa Ana opraHnsauum goctyna us MiHtepHeta K
cepBepaM JIOKaNbHOM ceTu, He umerownum nybanuHoro IP-agpeca. MpaBuao TpaHCAALMM agpeca
Ha3Ha4yeHWs CTaBUT B COOTBETCTBME UaCTHbIM IP-agpecam nokanbHbIX y310B Ny6AnUHbIN IP-agpec
KoopAuHaTopa. B cooTBeTCcTBMM C MpaBmaoM, B 3arosioBkax IP-naketoB nybanuHbin IP-agpec (nam IP-
afpec v NOpPT) HazHayYeHWs 3aMeHAETCA YaCTHbIM ajpecoM JIoKanbHOW ceTu. Taknm obpasom, no
nyéanuHomy IP-agpecy BHelLHWe NOb30BaTENIM MOTYT NMOAYUYUTb AOCTYN K pecypcam JIoKaabHOW CeTw.

NokaneHanA ceTb

|
BHeWHAA ceTb oo [_ ,L
— N ‘

e @) | n- g S

B p lav ()
o 80.1001200.1 x i [ 192.168.77.10

5 | _ .-
= 4> I Il

E E \ "'--."‘-.._.____-.______‘__:‘__ﬁ‘_.--" II. L i

aa.mﬁzzﬁg_g [ 192.168.77.11
I )

L.
I

lTpasura mpancanuu ]
[P-adpeca vana naznaqenin

PucyHok 43. [locmyn k 8HympeHHUM pecypcam npu NoMowju npasusa mpaHcasyuu IP-adpecos y3oe

HasHa4yeHuUA
Ecnn ans BHelwHero IP—ap,peca KOopAauHaTopa 3a4aH0 NpaBuio TpaHCAAUMK ajgpeca HasHavyeHWnA, TO nNpu

obpalleHun K aToMy agpecy us ViHtepHeTa ByayT BbINOAHATLCA CaedytoLme npeobpa3oBaHums:
Bo Bxogsawmx IP-nakeTax OT BHELLHEro y3/1a KOOPAMHATOP NOAMEHAET aApec noayyarens

[ ]
(ny6anuHbIR IP-agpec KOOPAMHATOPA) IOKaAbHbIM a4PECOM B COOTBETCTBUM C OMMCAHHbIM
NpaBWIOM. 3aTeEM MaKeT NepesaeTcs Yepe3 BHYTPEHHWI CETEBOW MHTepGENC Ha Y3en JIoKalbHOM

ceTy, KOTOPOMY aZpecoBaH naker.
Mpv NPOXOXAEHUN OTBETHbIX NakeToB (B pamMKax yXe CO3jaHHOW ceccum) KoopanmHaTop

[ ]
npou3BoaunT obpaTtHyto 3ameHy IP-agpecos. Aapec otnpasutens (IP-agpec nokanbHOro y3na)
noaMeHsieTcs NybanUHbIM IP-agpecom BHeELLHero ceTeBoro nHTepdenca koopamHaTopa. 3aTem

OTBETHbIV NakeT OTAPaB/AETCA MO HazHayeHuto (y3ny B VIHTepHeTe).

Taknm o6pa30M, npun nepejadve B MHTepHeTe NMakeT BbIrAAUT Tak, 6yATO oTnpaBunTENb U

noJsiyyatenb 3TOro naketa MMetoT NybanuHble IP-agpeca.

BHumanwme! Mpun TpaHcaaumm agpeca y3na HasHauYeHNA MHULMMPOBaTb COeJnHeHne
MOXET TOJIbKO BHELUHWUI y3e1. YTOBbl OKasbHbIN y3en MOT TakKe MMeTb JOCTYr B
NHTepHeT (ABYycTOpOHHWA NAT), HEOBXOAMMO B JOMONHEHME K MPaBuy TPaHCAALMM
ajipeca y3na HasHaueHusa 3a4aTb TakxXe NpPaBuao TPaHCIALMN ajpeca UCTOUHMKa (CM.

>

«TpaHcnauma agpeca UCTOYHMKa» Ha cTp. 85).
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TpaHonAumMa aapeca NCTOYHMKA

TpaHcnauma agpeca NCTOYHWKA NpejHa3HadeHa 414 opraHun3aLmm JocTyna JoKalbHbIX KOMMbHOTEPOB B
VHTepHer. [paBnao TpaHCAaUmMmn agpeca NCTOYHMKA CTaBUT B COOTBETCTBME HECKOIbKUM YacTHbIM |P-
afpecaM JIoKanbHbIX y310B Ny6AMUHBIN IP-agpec koopamHaTopa. B cooTBeTcTBMM € NpaBuioMm, B
3aronoskax |IP-nakeToB YacTHble IP-agpeca NCToUHMKa 3aMeHAROTCA Ha Ny6anuHbIn IP-agpec. Takum
06pa3om, y3/bl 1OKaNbHOW CETU MOTYT YCTaHaBAMBaTb COEAMHEHWA C y31amMun B VIHTEpHeTe OT MeHH
nybanuHoro IP-agpeca koopanHaTopa.
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PucyHok 44. OpzaHuszayus docmyna 8 ViHmepHem npu nomowju npasusaa mpaHcaayuu IP-adpeca
UCMOYHUKA

Ecan Ha KoopAMHATOPe HAaCTPOEHO NPaBUIO TPAHCAALLMM aZpeca UCTOUYHMKA, TO TPaH3uTHble IP-nakeTsl,
NpoXoAsLLmMe Yepes KOOPAMHATOP U3 NoKaNbHOW ceTu B VIHTepHeT (uaun gpyrue rnobanbHble ceTu), byayt
npeobpasoBaHbl ciefytoL MM obpasom:

e B MoMeHT nepegaun IP-nakeTta n3 nokanbHoM cetn B VIHTepHeT koopanHatop npeobpasyeT agpec u
(nnn) nopt oTnpasuTens naketa ana npotokonos TCP n UDP. Jns naketos npotokona ICMP
npeobpasyeTcs agpec OTNpaBUTENs, OCTajbHble MapaMeTpbl 3anoMuHatoTca. B npouecce
npeo6pa3oBaHWs YacTHbIN agpec OTNPaBUTENS MNaKeTa 3aMeHAETCA Ha Ny6nYHbIN agpec BHELIHEro
ceTeBOro nHTepdelica koopanHatopa, obecneunBatowero A4ocTyn B rnobanbHyto ceTb. Mpu
JanbHenweln nepesave B VIHTepHeTe nakeTt nmeet nyb6anuHbll IP-agpec otnpasutens. Homepa
noptos otnpasutens (ana npotokonos TCP n UDP) n 3anoMnHaeMble napameTpbl (414 NpOTOKOAa
ICMP) nakeToB MMEOT YHMKa/bHbIe 3HAUEHWS ANS BCEX NCXOAALMX |IP-coeANHEHWNI BHELLIHEro
ceTeBOro nHTepdelica koopanHatopa. Nocne npeobpaszoBaHNA NakeT OTNPaBASETCA agpecaTy B
WHTepHerTe.

e [py NPOXOXAEHMM OTBETHbIX NMaKeTOB KOOPAMHATOP NPOU3BOAMT 0bpaTHOe npeobpa3oBaHme
yKa3aHHbIX NapameTpoB. To eCTb B MOMEHT nepeAayn oTBeTHOro IP-naketa KoopAaMHaTop 3ameHsaeT
B HEM ajpec NoayyaTens Ha YacTHbI afpec y3na N0KalbHOW CETWU, KOTOPOMY aZpecoBaH OTBETHbIN
naket. MNpeobpa3oBaHne NPOUCXOANT Ha OCHOBAHWUW YHMKaNbHbIX HOMEPOB NOPTOB, NMPUCBOEHHbIX
nexoaawmm naketam (aaa npotokonos TCP v UDP), 1 3anoMrnHaeMbix MapaMeTpoB MCXOAALLMX
naketos (gna npotokona ICMP). Homepa noptoBs (a1 npoTtokosos TCP 1 UDP) Takxe
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npeo6pasyroTcs B CBOW UCTUHHbIE 3HAYEHUWSA. 3aTeM OTBETHbIE MaKeTbl MepejatoTcs Yepes
BHYTPEHHWI CETEBON NMHTEpENC Y31y NOKabHOW CETU, KOTOPOMY apeCcoBaH Naker.

Mpumeuanue. s Bcex npoTtokonos, kpome TCP, UDP n ICMP, npeobpasyroTcs ToNbko

IP-aspeca. lns NPOTOKO/IOB C YaCTUYHBLIM NpeobpaszoBaHNeM TpaHcasaums IP-agpeca
MCTOYHWMKA He ByaeT paboTaTb, €C/IM HECKOJ/IbKO Y3/10B JIOKaNbHOM CETU OAHOBPEMEHHO

WHULMNPYIOT COEANHEHMWE C OAHUM U TeM Xe IP-agpecom nybanyHon cetu.
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[ ToOCMOTP NpaBwWA TPAHCAALMN
a/lpecoB

YTo6bI MPOCMOTPETL NPaBuia TPaHCAALMM aapecoB (CM. rnoccapuid, cTp. 160), 3agaHHble Ha y3ne ViPNet
Coordinator HW, BbinonHUTe cnegytowne AencTBus:

1 Ha HauanbHOM cTpaHuLe Beb-nHTepdelica WwenkHTe Nantky MexxceTeBom sKpaH.

2 T[lepengute Ha ctpaHmuy NAT. B pesynbTate 0TOH6pa3nTCa CNUCOK NpaBua TPaHCAALUN apecoB B

nopsiake ybbiBaHWs npuopuTeTa.

TpaHCcnAUWA agpecos

= ey

Hactpaweaemsie ¢uasTpsl

Mpaewno n 8888 Bce Bce WMeToundmkin(1.1.1.1)
Mpaswio 1 n "YacTHeie IP- Bce Bce Wetounmkmn(Aapec
agpeca” NCXOAALLETO
WHTepdeica)

PucyHok 45. Mpocmomp npasun mpaHcaayuu IP-adpecos

3 [na npocMoTpa nogpobHon nHbopmaumm o npasuie TPAaHCAALMMK ABaXKAbl LLLEJKHUTE ero B CrincKe.

ViPNet Coordinator HW 4. HacTpolika ¢ nomoLLbto Beb-nHTepdelica | 87



Co3aaHue 1 M3MeHeHKe npasna
TPAHCAALMK aIPECOB

YTto6bl CO34aTb MAN N3MEHUTb NPABUIO TPAHCAALUM aSPEeCOB, BhIMONHUTE Ciegytolmne AeNCTBUS:

1

Bonawnte B Beb-nHTepdeiic ViPNet Coordinator HW B pexxvme agmuHucTpatopa (cm.

«[MopkntoueHne k Beb-nHTepdency» Ha cTp. 17).

Mepenante Ha cTpaHuLy MexceTeBol 3kpaH > NAT.

BbinonHWTE OAHO U3 AENCTBUIA:

o

o

YT006bI co34aTb NpaBuIO TpaHCAAUMN, Ha NaHENN NHCTPYMEHTOB HaXXMUTE KHOMKY ,ﬂ,OGaBMTb.

Y106bI U3MEHWTL MPaBUIO TPAHCAALNN, ABAXKAb! LLIENKHUTE €rO B CMIUCKE WAN HaXKMUTE KHOMKY
PepakTupoBars.

Ha OTKprBLIJGI7ICﬂ CTpaHuUe BbINMOJHUTE Ciegyrolne AeIZCTBMﬂI

o

B COOTBETCTBYHOLLEM MONE YKa>KNTE MMA NMpaBWia TpaHCAAUNN.

YT06bI NPaBUIO TPAHCAALMN HaYaNOo AeNCTBOBATb NOC/e CO3jaHns, yCTaHOBUTE GAaxKoK
MpaBuno BkAtOYEHO.

Ecam TpebyeTcs TpaHCIALMSA agpeca UCTOYHMKA Ans ncxoasiwmx IP-nakeTos, B pa3gene
TpaHcnAUUA UCTOYHMKA YCTaHOBUTE GaXok 3aMeHATb agpec UCTOUHMKA Ha U BbINOJHUTE
OAHO U3 feNCTBUIA:

e uTOOHLI IP-agpec oTNpaBUTENs 3aMeHANCA Ha aZpec BHELLHero ceTeBoro nHtepoderica ViPNet
Coordinator HW, yctaHoBUTe NepekaroyaTtesb B NONOXEHNE afpec NCXOAALLErOo
WHTepdeica (onpesenseTcs aBTOMaTUUECKM);

e uTOObLI YKa3aTb Apyrow IP-agpec ans 3ameHsbl IP-agpeca oTnpaButens, ycTaHoBUTE
nepektoyaTesib B NONOXeHWe apyroi IP-agpec v ykaxuTe Hy>XHbI [P-agpec.

Eciv TpebyeTcs TpaHCiALMA agpeca HasHaveHns Ans Bxogawux IP-naketos, B pasgene
TpaHcAAUUA Ha3HaUYeHNA yCTaHOBKTE GAaxKOK 3aMeHATb ajpec Ha3HaueHUa Ha 1 npu
HeobXoANMOCTM GAaKOK 3aMeHATb MOPT Ha3HAaYEHUA Ha 1 ykaxunTe IP-agpec n nopT, KoTopble
6yayT nmetb IP-naketbl, nepeaaHHble ViPNet Coordinator HW B nokanbHyto ceTb.

B pazaene NcTouHMKM NO yMONYaHUIO yKa3aHbl Bce oTnpaBuTenu IP-nakeTtos (Bce). YTobbl
BbI6paTh onpejeneHHbIX Noayyatenei |P-naketos, HaxxMuTe KHOMKy Jlo6aBuTb 1 ykaxwute |P-
ajpeca, AvanasoHsbl IP-agpecos waum rpynnel IP-agpecos (cMm. «[pynna IP-agpecoB» Ha cTp. 68).

B pa3aene HasHaueHus no ymonyaHuio ykasaHbl Bce nonydyatenu IP-naketos (Bce). Ytobel
BbI6paTh onpegeneHHbIX noayyatenein |P-naketos, HaxxMuTe KHonky JlobaBuTb u ykaxwute |P-
ajpeca, aAvanasoHsbl IP-agpecos waum rpynnel IP-agpecos (cMm. «[pynna IP-agpecoB» Ha cTp. 68).

Mo ymonuaHuto duabTp NnpumeHsaeTcs K IP-nakeTam, nepesaBaembiM MO BCEM MPOTOKOAAM.
Y1obbl PuabTp NpuMeHsnca K IP-naketam, nepesaBaeMbiM MO ONpeAeseHHbIM NPOTOKOIaM, B
COOTBETCTBYIOLLEM pa3jene yKaxkute NpoTokonbl (CM. «[pynna npoTokosos» Ha cTp. 71).
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o Haxwmute kHonky CoxpaHuTb. B pesynbTaTe co3faHHOe NPaBWIO TPaHCAALUM O0TOBpa3nTCA B
cnucke Ha cTpaHuue MexceteBol akpaH > NAT.

© [lobaBneHue npaBuna TpaHCAALMM aapeCOB

HazzaHwe npaewna: Mpaswuno 1

CraTyc Mpaenno BKAKYEHD

TpaHCAAUWA UCTOUHMKA:
3ameHATL aapec MCTOYHKMKE Ha
(®) agpec ncxogawero nHTepdedica (onpeaenaeTca aBToMaTMUECKHM)
P
)

() apyro# [P-agpec

TpaHCNALWA HazHAYSHWA:
[ ] 3ameHaTs agpec HaZHAUSHMA Ha

[ ] 3ameHaTs NopT HasHauernA Ha

WcTounmim:

lobaenTs

"YactHeie IP-agpeca”
HazHaueHWa: Bce NobaeuTs
MpoTokonsl: Bce Jobaeuts v

PucyHok 46. Co30aHue npasuaa mpaHcasyuu aopecos

5 Yr1oObl M3MEHUTL NPUOPUTET NPaBUIa TPAHCAALNUY, MepeTaLLUTe ero Ha HY>KHYH CTPOKY Crucka.

6 Ytobbl NpaBMIO BCTYNWAO B AeNCTBME, HaXKMUTE KHOMKY MpruMeHunTh BCe.
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Hactpounka napametrpos DHCP-
cepsepa

B coctas MO ViPNet Coordinator HW Bxoaunt DHCP-cepBep, KOTOPbIi MOXET UCMO0/b30BaTbCA A5
AVHaMMUecKoro HasHauveHua IP-agpecos ceteBbiM y3nam (DHCP-kaneHtam). OgHOBpPEMEHHO ¢
BbiaeneHneMm IP-agpecos DHCP-cepBep MOXeT HazHayaTb AOMOJIHUTE/IbHbIE NapaMeTpbl HACTPOMKM
KAneHToB, Hanpumep, IP-agpeca wato3a no ymonyvaHuto n WINS-cepsepos.

B kauecTBe agpecoB DNS-cepsepa n NTP-cepsepa DHCP-cepBep Bcerga npegocraBaser KaneHTam
agpec nHTepdeica, ¢ KOTopbiM OH paboTaet. KnneHTbl, nonyumslme ot ViPNet Coordinator HW BmecTe ¢
IP-agpecom agpeca DNS- n NTP-cepBepoB, B6yayT ocyLecTBAATb 3aNpoCkl Ha pa3peLlleHne UMeH 1
CUHXPOHM3aL M0 BPEeMEHM Yepes COOTBETCTBYOLLME cepBepbl, 3anyLieHHble Ha ViPNet Coordinator HW.
Ecan Ha ViPNet Coordinator HW 3T cepBepbl He 3anyLueHbl, TO KAMeHTbl He cMoryT paboTatb ¢ DNS-
MMEHaMM N CUHXPOHWU3MPOBaTb CBOE BPEMS.

BHumaHwme! Nicnonb3osaHue ViPNet Coordinator HW B kauectBe DHCP-cepBepa
A BO3MOXHO TOJIbKO Mpw paboTte B 04MHOUYHOM pexxmme. Pabota DHCP-cepBepa B
pexunme Knactepa ropsyero pe3epBMpoBaHNs He NOAAEPKMNBAETCS.

Yro6bl 3anyctnte DHCP-cepBep Ha ogHOM 13 ceTeBbix MHTEpdelco Ethernet, BoinonHuTe cregytolme
AencTBus:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MogkntoueHue k Beb-nHTepdercy» Ha cTp. 17).

2 epeiiaute Ha cTpaHuuy MpuknagHblie cepsuckl > DHCP.
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@ DHCP-cepsep DHCP relay NTP DNS

Cayxba DHCF octaHoeeHa

Cetesol WHTepdeRC: Ethernet (eth0) - IP-agpec: 192.168.238.101

foctynHeli guanasox [P-agpecos: 1921682381 - 192.168.238.254

Ananasow pacnipeaenremeix IP- 1921682382 - 1192168238100

agpecoe:

LLinto3: 192.168.2381

WINS-agpeca: 192.168.238.102 lobaents
192.168.2381 ~

Bpewms apeHabl [P-agpeca: 10 = a1 (0 T4 (0 %) muH

Ccopmar | ouee ]

PucyHok 47. Hacmpolika napamempos DHCP-cepsepa

B cnucke CeteBoi uHTepdeiic BoibepuTte ceTeBON MHTEPPENC, Ha KOTOPOM AO/KEH ObITb 3anyLLUeH
DHCP-cepsep.

Mpumeuanue. CeteBon nHtepdelic ana DHCP-cepBepa He foaXeH BbITb
JLOMONHUTENbHBIM, @ Tak>Ke AOKEH ObITb BKJIOYEH N UMETb CTaTudeckmii IP-agpec.

B nonsix Aunana3oH pacnpegensiembix IP-agpecos 3againte nHtepsan IP-agpecoB, KOTOpbIE AOAXKHbI
npuceameatbcsa kaneHtam DHCP. [lnanasoH IP-agpecoB foakeH NpuHagnexaTb ceTv nHtepdeinca u
He JIO/IXKeH BKtOYaTh agpec caMoro uHtepoerica.

Mpumeuanne. DHCP-cepBep MOXeT BblAeNATb KaneHTam Atobble grnanasoHsl IP-agpecos.

OfHaKo B 1OKaNbHOWM CeTU, MapLUpyTU3MpPyeMOol B ceTb VIHTepHET, peKOMeHAYEeTCA BblAeNATb
IP-agpeca TONbKO U3 AMana3oHOB, YCTaHOBAEHHbIX CTaHAAPTOM A/A YaCTHbIX CeTel:

10.0.0.0/8,172.16.0.0/12,192.168.0.0/16.

B none Wnro3 BBegunTe IP-agpec wnto3a no yMonyaHUIo, KOTOPbI AOKHbI MOAy4YaTb KJAMEHTbI OT
DHCP-cepBepa. IP-agpec wato3a JOMKEH NPpUHajexXaTb CeT UHTepderica.

Mpu HeobxoammocTn aobasbTe agpec WINS-cepBepa (MM HECKONbKMX CEPBEPOB), 411 3TOrO
ykaxuTe agpec B none WINS-agpeca n HaxxmuTe kHonky Jlo6aButb.

3apanTe Bpems apeHabl IP-agpeca B COOTBETCTBYHOLLMX MOASAX.

YT0BbI COXPaHWUTb HACTPOWKM, HaxXMUTe KHOMKY COXpaHUTb.
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9 UYrobbl 3anyctuts DHCP-cepBep nan 3aBepLumnth ero paboTty, WenkHUTe nepekatovaTent B BepXHei
yacTu cTpaHunubl. CoctoaHmne DHCP-cepBepa oTobpadkaeTcs HanpoTMB nepekatovaTens.
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Hactporka DHCP-relay

B coctae MO ViPNet Coordinator HW Bxoaut cnyx6a DHCP-relay, koTopas no3sonseTt ncnonb3oBatb
ViPNet Coordinator HW B kauectBe areHta DHCP-relay. Takas HEO6XOANMMOCTb MOXET BO3HUKHYTb B
C/lyyae, ecnu cetesble y3/bl AOKHBI NoayyaTsb IP-agpeca ot yaanenHoro DHCP-cepBepa, kK KOTOpoMy
OHW He MoryT obpalyaTtbcs Hanpsamyto. AreHT DHCP-relay obecneuvBaet B3aMMOgencTBME Takmx CeTeBbIX
y3noB ¢ DHCP-cepBepom: oH npuHumMaeT ot y3noB DHCP-3anpockl n nepegaet ux DHCP-cepBepy.
Ortsetbl, nonyyeHHble oT DHCP-cepBepa, areHT nepeHanpasBaseT CeTeBbIM y3/1aM.

C nomolwbto areHTa DHCP-relay Takxxe MOXHO opraHu3oBaTh BblaesneHue IP-agpecoB y3nam
pa3BeTBNEHHOM CETY, BKAKOUAIOLWEN HECKObKO NoAceTel. B 3ToM cayyae He HY>KHO yCTaHaBAMBaTb B
Kaxxzon noacetn ceoi DHCP-cepBep, a 4OCTaTOUHO NCNoAb30BaTh ToNbKO oamH DHCP-cepgep.

ViPNet Coordinator HW moxeT obcnyxumBaTh B kauecTBe areHTa DHCP-relay Heckoibko oKasbHbIX
ceTel. 3T0 MOTyT 6bITb Kak CeTW, MOAKNOUEHHbIe K pa3HbIM Gusmnyeckmm uHtepdeicam ViPNet
Coordinator HW, Tak 1 BUpTyanbHble JIOKa/bHbIE CETU, MOAKNOYEHHbIE K OAHOMY dU3nyeckomy
nHTEpdency.

Y106kl BKIOUMTL Cy6y DHCP-relay, BbinoaHWUTE cneaytoLlme AelCTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MoakntoueHve Kk Beb-nHTepdericy» Ha cTp. 17).

2 Tepewnigute Ha cTpaHuuy MpuknagHble cepsucekl > DHCP relay.

@ DHCP-cepsep DHCPrelay NTP DNS

CayxBa DHCP relay octaHoeneHa

Apapec DHCP-cepeepa: 19216811
ViHtepdencel DHCP relay

BHewHwWiA nHTepbec eth0 -
OBnyxmeaemele MHTepdeRcsl ethl X eth2 X -

oo | e

PucyHok 48. Hacmpolika napamempos DHCP-pempa+Hcasmopa
3 B none Agpec DHCP-cepBepa 3agaite agpec DHCP-cepBepa Baluer ceTu.

4 B cnucke BHewHuit untepdeiic Bbibepute ceTeBON MHTEPPENC, KOTOPbIN AOMXKEH NOAyYaTh AaHHbIe
oT DHCP-cepsepa.
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5 B cnucke ObcnyxxuBaemMble UHTepdencbl BbibepuTe ceTeBble MHTEPPENCHI, C MOMOLLBHO KOTOPbIX
AOJKHBI pacnpegenateca IP-agpeca DHCP-kaneHTam.

6 UYTOb6bI COXpPaHWUTb HACTPOWKHK, HaxkMuTe KHOMKY COXpaHUTb.
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Hactpounka napametpos DNS-
cepBepa

B coctas MO ViPNet Coordinator HW Bxogut DNS-cepBep (aanee — nokasnbHbln DNS-cepBep), KOTOPbIN
MOXET UCMONb30BaThCs A5 paspeLlleHns (npeobpa3oBaHns) CUMBOJIbHBIX MMeH B IP-agpeca B OTBET Ha
COBCTBEHHbIE 3aMNPOChl U Ha 3anpockl Apyrux cetesbiX Y3108 (DNS-knneHTOB).

JNlokanbHbih DNS-cepBep nepeHanpasaset nocrynatowme K Hemy DNS-3anpock! Ha BbiwecToswme DNS-
cepBepsbl 1 Nepegaet nosyyeHHble otBeTbl DNS-kaneHTam. Mo ymonvaHumio nokanbHbll DNS-cepsep
HacTpoeH TakMM 0H6pa3oM, UTO OH MOXKET BbIMOAHATL Pa3peLleHme NMeH C NCMONb30BaHNEM KOPHEBbIX
DNS-cepBepoB. [na 3Toro Tpebyetca Hannume nogknrodeHuns Kk HTepHety. Mpu oTcyTCTBMM AOCTyna K
VIHTepHeTy Anq paspeLlueHna nmMeH caeayeT UCMoab30BaTh Apyrue JOCTynHble (He kopHeBblie) DNS-
cepBepsbl. B 3aTOM cnyuae Heobxoanmo 406aBUTb agpeca JOCTYMHbIX CEPBEPOB B HACTPOMKM JI0KaIbHOTO
DNS-cepgepa.

Bce DNS-cepBepbl, OT/IMUHbIE OT KOPHEBLIX, J0baBAsAOTCA B KadectBe DNS-cepBepoB nepechiku
(forwarder). Ecnn agpec goctynHoro DNS-cepBepa M3BeCTeH 3apaHee, TO ero MOXHO 3aaTh B Npouecce
nepBOHaYabHOW YCTAaHOBKWU CMPAaBOYHMKOB U KArOUel (nogpobHee cM. B sokyMeHTe «ViPNet
Coordinator HW. MoarotoBka Kk paboTe»).

BHumaHwme! B cutyaumm, korga DNS-cepBepbl nepecbinky, 3ajaHHble B HAaCTpOiKax
/A\ nokanbHoro DNS-cepBepa, HeAOCTyMHbI, HO MPW 3TOM AOCTYMHbI KOpHeBble DNS-
cepBepbl, DNS-kaneHTbl ByayT noayyaTtb OTBETbI Ha CBOW 3anpocChl € 3a4eP>KKON.

Cnncok DNS-cepBepoB nepecbiikv MOXHO chOpMMpOBaTh BPYUHYHO. Takke MOXHO MOAyuYmnTb ajgpeca
DNS-cepBepoB ot BHewwHero DHCP-cepBepa, ecav Ha ogHom m3 uHtepdeiicos ViPNet Coordinator HW
yctaHoBneH pexxum DHCP (cm. «Hactpotika napametpos DHCP-cepsepa» Ha cTp. 91). B nonyyeHHbIl oT
DHCP-cepBepa cnvcok MoXHO f06aBATb agpeca BpyyHyto. lNocne nepesarpyskn ViPNet Coordinator
HW wan yctaHoBKM Ha UHTepdeiice ctatuueckoro IP-agpeca cnvcok, nosyyeHHblil oT BHewHero DHCP-
cepBepa, yaanaeTcs u3 HacTpoek nokanbHoro DNS-cepBepa. B atom ciyuae ans paspelueHna umeH 6yayt
ncnonb3osatbcsa KopHeBble DNS-cepsepbl.

Mpumeuanwue. Ecnv pexxum DHCP yctaHoBeH Ha Heckonbkux nHTepdericax ViPNet
Coordinator HW, To pe3yabtaTt 06paboTkn cobctBeHHbIX DNS-3anpocos v 3anpocos

DNS-knneHTOB He onpeaeneH, Tak Kak HEU3BECTHO, Kakol UHTepdenc byaeT BKAKOUEH

nepBbIM 1 Kakol cnncok DNS-cepsepoB nepecbinkn nonyunt ViPNet Coordinator HW.

Y7066 HacTpouTb NapameTpbl DNS-cepBepa, BbINOAHUTE CleaytoLve AeACTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHune k Beb-nHTepdecy» Ha cTp. 17).

2 epeiigute Ha cTpaHuuy MpuknagHblie cepeuckl > DNS.
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Ha ctpaHuue DNS cogepxuntcs cnucok DNS-cepBepoB, KOTOPbI MOXET BKAtOUaTb B cebst kak IP-
ajpeca, 3afaHHble Nosb3oBaTenem, Tak n IP-agpeca, nonyyeHHble aBTomatnyeckm ot DHCP-
cepBepa. Tun kaxzgoro DNS-cepBepa nokasaH B ctonbue Tun.

HanpoTtus nepektouatens BBepxy CTpaHuLbl oTobpaxkaercs coctosHne DNS-cepBepos.

N3ameHnTb nan Y4annTb IP—a/J,peca cepBepos, NoJlydyeHHble aBTOMaTU4Y€CKN, HEBO3MOXHO.

@ DHCP-cepeep DHCP relay NTP DNS

O CayxBa DNS ocTaHoBneHa

MepeHanpaenaTe DNS-2anpockl Ha CneyroWne CcepBepsl

toomr

fobBasnex EpyUHyO
foBGasned epyuHy0 10023
[oBasneH spyuHyso 10.0.2.4

PucyHok 49. Hacmpolika napamempos DNS-cepsepa

3 Yt0bbl fobaBuTb IP-agpec HoBoro DNS-cepBepa B CnnCOK, Haxmute KHonky Jo6aBuTb 1 3asaliTe
IP-agpec DNS-cepsepa.

[na nameHenus IP-agpeca DNS-cepBepa gBaxabl WeNKHUTE CTPOKY C HUM M BHECUTE HeObXoAnMble
n3meHeHuna. na yaaneHnsa IP-agpeca DNS-cepBepa 13 cnucka B CTpoke pAaAoM C HUM LenKHuUTe

3Ha4oK x, n B noABuBLUEMCA COO6LLI,eHI/IVI HaXXMWUTe KHOMKY OK.

4 Yrobbl 3anycTuTh BCe 3agaHHble B cnincke DNS-cepBepbl UM 3aBepLInTb UX paboTy, LLeNKHUTE
nepektoyaTeNb B BEPXHEW YaCTu CTPaHMULbI.

5 UYrtobbl COXpaHUTb HACTPOWKM, HaXXMUTE KHOMKY COXPaHUTb.
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Hactporka napameTpos NTP-
cepsepa

B coctas MO ViPNet Coordinator HW Bxoaut NTP-cepBep (ganee — nokanbHbii NTP-cepBep), KOTOpbI
MOXET UCMONb30BaThCs AN CMHXPOHM3aumn BpemeHn Ha camom ViPNet Coordinator HW v Ha apyrux
ceteBbIX y3nax (NTP-knveHTax).

Mo ymonuaHuto nokanbHbii NTP-cepBep HacTpoeH Takum 06pasoM, UTO NPU HAMYUKN NOAKIHOUYEHUS K
VIHTepHeTy OH MOXET OCyLLeCTBAATb CUHXPOHM3aLMI0 BPEMEHW C UCNOAb30BaHMeM Nyb6anyHbix NTP-
CepBepOB M3 knacrepa pool.ntp.org. ITOT KJAcTEP CEPBEPOB MOXHO AOMNOAHUTL ApyrnMu NTP-
cepBepamMu (MyHBANYHBIMU AN KOPNOPATUBHBIMN).

g BHumaHme! na CMHXPOHM3aLmMmM BpeMeHN pekoOMeHAYEeTCA NCMO/b30BaTbCA TONbKO
noBepeHHble NTP-cepBepbl U3 3aLUULLEHHON CETU.

Takas HeObXOAMMOCTb MOXET BO3HUKHYTb B C/lydae OTCYTCTBUSA JOCTyNa K VIHTepHeTy nan npu Haanumm
6osee 6aM3KOro U MeHee HarpyxxeHHoro NTP-cepBepa (HanpumMep, kopnopaTueHoro). Ecam agpec
ponosHutensHoro NTP-cepBepa M3BECTEH 3apaHee, TO ero MOXHO 3aaTh B NpoLecce NepBoHavanbHoOM
YCTaHOBKW CMPaBOYHMKOB U Katouen (nogpobHee cMm. B sokyMeHTe «ViPNet Coordinator HW.
MoprotoBka Kk pabote»).

MprmeyaHwne. Ecan B kauecTBe gononHutensHoro NTP-cepBepa ncnonbsyerca
3aLLMLLEHHBIN y3es, BUAUMBIN NO peasbHOMY afpecy, TO ANs YCNeLIHON
CMHXPOHM3aL MM BPEMEHM C TaKUM CEPBEPOM MPW 3arpy3ke CMCTeMbl PEKOMEHAYEeTCA C
MOMOLLbHO KOMaHAHOTO MHTepnpeTaTopa B ¢aiie iplir.conf B cekyun [id] Ans
3TOro 3allMLLLEeHHOro y3ia ycTaHOBUTb NapameTp visibility B 3Ha4yeHne real.
OnwncaHne KOMaHAbl, C MOMOLLBH KOTOPOro Bbl MOXeTe pejakTupoBaTb daiin
iplir.conf cM. B gokymeHTe «ViPNet Coordinator HW. CnpaBoyHoe pyKOBOACTBO MO
KOMaHAHOMY MHTeprpeTaTopy».
OnwucaHue cekumm 1 napameTpa cm. B gokymeHTe «ViPNet Coordinator HW.
CnpaBOYHOE PYKOBOACTBO MO KOHOUIypaLMOHHbIM dalinam», B pasgene «daiin
iplir.conf».

Cnncok gononHuTenbHbix NTP-cepBepoB MOXHO CHOPMMPOBATL BPYUHYHO UAN MONYUNTb UX agpeca oT
BHewHero DHCP-cepsepa. Mpun 3tom B nosyyeHHbIt o1 DHCP-cepBepa cnucok MoxHo AobaBasaTb
aspeca BpyuHyto. MNMocne nepesarpyskun ViPNet Coordinator HW nau yctaHoBku Ha nHtepdeice
ctatuyeckoro IP-agpeca cnncok, nosyyeHHblin oT BHelwHero DHCP-cepBepa, yaanseTcs n3 HacTpoek
nokansHoro NTP-cepsepa.
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Mpumeyvanue. Ecan pexxum DHCP yctaHoBAeH Ha Heckonbkux nHTepdelicax ViPNet
Coordinator HW, To pe3ynbtaT cHXpoHM3auum BpeMermn Ha camoM ViPNet Coordinator

HW 1 Ha NTP-knneHTax He onpegenieH, Tak Kak Hem3BeCTHO, Kakow nHTepdeic byaet
BK/IFOYEH MEPBbIM 1 KaKOW Ccok gonoaHuTenbHbix NTP-cepeepoB nonyumt ViPNet
Coordinator HW.

Y1066l HacTpoutb Nnapametpbl NTP-cepBepa, BbINOAHWTE Chefytolme 4enCcTBUS:

1 Bonaute B Be6-uHTepdelic ViPNet Coordinator HW B pexxume agMmuHuctpatopa (cm.
«[opkntoueHne k Beb-nHTepdency» Ha cTp. 17).

2 [lepengunte Ha cTpaHuuy MpuknaaHblie cepBucbl > NTP.

Ha ctpanuue NTP coaepxutcs cnncok NTP-cepBepoB, KOTOPbIA MOXET BKAtOUaTb B cebs Kak
cepBepbl, 33/laHHble MOoJ/b30BaTeNeM, Tak U CepBepbI, MOJyYeHHble aBToMaTnyeckn ot DHCP-
cepBepa. Tun kaxgoro NTP-cepBepa nokasaH B ctonbue Tun. VIamMeHWTb nan yaanntb cepeepb,
NoJly4YeHHble aBTOMaTUYeCKN, HEBO3MOXKHO.

MpumeuaHue. CepBep pool.ntp.org, NCNONL3YIOWNACA NO YMONYAHUIO, He
oTobpakaeTcs B Cnvcke.

HanpoTtue nepekntouatens BBepxy cTpaHuLbl oTobpaxkaercs coctosaHmne NTP-cepBepoB.

@ DHCP-cepsep DHCP relay NTP DNS

O Cnyxba NTP octaHoBneHa

CUHXDOHWIMPOBATE CUCTEMHOE BPEMA Co Cnedyownmi NTP-cepeepamu:

e

JobaeneH EpyuHy0 10.0.24
foBasneH spyuHyo 10.0.2.3

PucyHok 50. Hacmpoliika napamempos NTP-cepsepa

3 Yt0bbl f0b6aBuUTL IP-agpec HoBoro NTP-cepBepa B CMUCOK, HaXXMKTe KHOMKY [lo6aBuTb 1 3aaaiTe
IP-agpec nan DNS-uma NTP-cepsepa.

[na nameHenus IP-agpeca nam DNS-nmeHn NTP-cepBepa ABaXAbl LLEJKHUTE CTPOKY C HUM U
BHecUTe HeobxoanMble n3MeHeHus. Ana yaaneHus IP-agpeca nav DNS-umenn NTP-cepBepa 13
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CNncKa B CTPOKEe PAAOM C HUM LLeKHUTE 3HaYoK )( 1 B NOABMBLUEMCA COOBLLEHUN HaxKMuTe
kHonky OK.

YTo6bl 3anycTnTh BCe 3afaHHble B cnvcke NTP-cepBepbl v 3aBepLlunTb UX paboTy, WwenkHuTe
nepektoyaTeNb B BEPXHEN YacTu CTpaHULbI.

g BHumaHue! NTP-cepBepbl, ykazaHHble no DNS-umeHu, ByayT 4OCTYMHBbI, TOALKO €Cau
3anyweH DNS-cepsep (cM. «HacTpoiika napametpos DNS-cepsepa» Ha cTp. 96).

Ecam ViPNet Coordinator HW He yganock nogxntountbcsa HU kK ogHomMy 13 NTP-cepeepos,
nokanbHbIn NTP-cepBep He 3anyckaetcs. VIHGopmauma o nonbitkax nogkatoveHns k NTP-cepsepam
3anuMCbIBaETCA B XXYpPHas COObITUIA.

YT006bI COXpPaHUTb HaCTpOIZKI/I, Ha>XMUTE KHOMKY COXpaHVITb.
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HacTpomka napamMeTpoB MPOKCK-
cepsepa

Mpokcn-cepBep, BXoAAWMI B cOcTaB nporpammHoro obecneyexus ViPNet Coordinator HW, obnagaet
CneayrowmnmMmn BO3MOXKXHOCTAMU:

e K3wwmpoBaHuWe gaHHbIX 415 YCKOPEHUS JOCTYNa NoJ/b30BaTesiell K 4acTo 3anpallunmBaemMbiM pecypcam.

e PaboTa B «NpoO3pavyHOM» peXUMe, A5 KOTOPOro He TpebyeTcs AoNoHUTEbHAsA HacTpPonka
NPWIOXKEHNN Ha paboumx MecTax noJib3oBaTeNeN.

o OQuabTpaumsa cogepxmnmoro Tpaduka.

e [IpoBepka Tpaduka C MOMOLLIO aHTUBUPYCA.

Cxema paboTbl NpoKCU-cepBepa Npu 06paboTke 3anpoca NoNb3oBaTeNs NpeacTaBaeHa Ha ClesytoLem
pUCYHKe.

BOET DY

KOMﬂbPOTeP WUHTepHeT-pecypc

NoJib30BaTeNA

‘OUnLTPaUna
\ COMIePXNUMOro

.

Mpokcu-cepeep
VIPNet Coordinator HW

PucyHok 51: Cxema pabomei npokcu-cepsepa ViPNet Coordinator HW

Mpw obpalleHnn Nosb3oBaTeNs K KAKOMY-IMB0 MHTEPHET-PeCYpCy 3anpoc obpabaTbiBaeTcs CeayroLWUM
obpazom:

1 3anpoc ot kn1meHTa npokcn-cepeepa noctynaet Ha ViPNet Coordinator HW:
o 3anpoc obpabatbiBaeTca ceTeBbIMU GUAbTPAMU:

® ewIn A 3anpoca cpaboTan 3anpeLarolmii ceTeBon GuabTp, TO Nepesada IP-naketos
6710KMpyeTCs, B XXypHan pernctpaummn IP-naketos gobasasetcs 3anncb 06 3Tom cobbiTMm
(cM. «Tunbl cObbITUI B XXypHane pernctpauuu IP-naketos» Ha cTp. 150);
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e €C/V 3anpocC He Nomnan HU NoJA OANH U3 3anpeLUatoLLmMX CeTeBbIX GUNBTPOB, OH NepeaaeTcs
Ha NPOKCU-cepBep.

o Ecam Ha npokcun-cepeepe BkAtOUeHa GYHKLMA GUAbTPaLMU COAepPXUMOro Tpaduka, To 3anpoc
obpabaTbiBaeTCa ee npaBuaamu:

e eC/n HY OAHO NpaBuao He cpaboTano Ans AaHHoro Tvna cogep>xxmmoro HTTP-Tpadwka, To
NPVIMEHSETCSA NPaBUIO MO YMOAUaHMIO (610KMpYIOLLEe UM pa3peLlatoLLee);

e eciv AnA JaHHOTOo TvNa CoAepXXMMOro Tpadurka cpaboTano 3anpeLlatolee NPaBuo, To
nepejava AaHHbIX 3TOTO TUMNa CoAEeP>XUMOro baokupyeTcs.

o Ecnn Ha npokcu-cepBepe BKIOYEHA aHTUBUPYCHas NpoBepka Tpaduka, AaHHble MPOBEPSAOTCS
Ha Hasnuune BMpYycoB. Ecin nonb3oBaTenb NoMbITaeTcs OTNPaBuTh Gaits, B KOTOPOM Obin
0bBHapy>XXeH BUPYC, OH YBUAWT COOTBETCTBYHOLLLEE COOBLLEHNE OT aHTMBMpPYCa M NOMbITKA
oTnpasku danna byaet 3absoknposaHa. 3annce 06 3ToM cobbITUKN ByAeT co3zaHa B CUCTEMHOM
XypHare.

2 Ecam 3anpoc He 6bin 3a610kupoBaH Npu GuabTpaLmnm CoAepXXMMOro Tpaduka nam npy npoeepke
aHTMBMPYCOM, OH NepesaeTcs Ha MHTePHeET-pecypC.

3 Orteet oT nHTepHeT-pecypca noctynaet Ha ViPNet Coordinator HW:
o OrtBet obpabatbiBaeTcs ceTeBbIMM GUABTPAMM aHANOTMYHO M. 1.

o Ecnn Ha npokcn-cepsepe BkaroueHa GyHkUmA duabTpaumm cogepXxmnmoro Tpadurka, To oTBeT
obpabaTbiBaeTCA ee nNpasBuiaMm aHanornyHo n. 1.

o Ecam Ha npokcn-cepeepe BKIOUEHa aHTUBMPYCHas nNpoBepka Tpaduka, AaHHbIe NPOBEPAIOTCA
Ha Hannuune BMpycoB. Ecin nonb3oBaTens nonbiTaeTcs 3arpy3nTb dalin (B TOM Uncie OTKpbITh
HTML-cTpaHuuy), B KOTOPOM Hb11 OB6Hapy>KeH BMPYC, OH YBUAWT COOTBETCTBYHOLLEEe COObLLEHNe
OT aHTMBMpPYCa W NomMbITKa 3arpy3ku ¢arina byaeT 3absokmpoBaHa. 3anmcb 06 3TOM CObbITUM
byaeT co3paHa B CUCTEMHOM XXypHase.

4 B c/iyyae ycnewHoro nNpoxoxaeHms Bcex MpoBepoK Tpaduk OT NPOKCU-cepBepa nepesaercs
No/sb30BaTeNto.

Ecnun Bbl XOTUTE MCNONB30BaTh BCTPOEHHBIN NPOKCU-CePBEP A5 3aLLMTbl MIHTEPHET-COEeANHEH S
nosb3oBaTenel Ballel 10KaNbHON CeTHU, HAaCTPOMTE OCHOBHbIE NapaMeTpbl NPOKCU-cepBepa (CM.
«HacTpoiika OCHOBHbIX NapamMeTpoB NpoKcu-cepBepa» Ha cTp. 103). Bbl Takke MOXeTe BKAKOUNTD
aHTMBUPYCHYIO NpoBepky (cM. «HacTpoiika aHTuBMpYca» Ha cTp. 107) n duabTpaLmio coaep>KMMOro
Tpaduka (cM. «Hactpoiika dunbTpaumm cogepxxnumoro Tpaduka» Ha cTp. 105).

HacTpolika OCHOBHbIX MapaMeTpoB MpejnoaaraeT BbiIbop BHeLHero ceTeBoro nHtepdeiica cepeepa,
3agaHue IP-agpecoB, Ha KOTOPLIX NMPOKCU-CepBEpP ByAET NPUHMMAaTL 3anpockl OT NoJib3oBaTenei, 1 IP-
aZpecoB JIOKabHbIX CETEl, KOTOPbIM pa3peLLeHo MCMoAb30BaTh NPOKCU-cepBep. Bbl Takxke MoxeTe
BKJILOUMNTL «MPO3PaYHbIi» pexmm paboTbl Npokcn-cepBepa. Ecam npokcu-cepeep paboTaet B 06bIYHOM
pexxvMe («NPo3pauHbli» PEXWNM BbIKAKOUEH), B MOJIb30BATENbCKUX MPUIOXEHWsX, HanpyuMep B Beb-
bpay3epe, TpebyeTca ykazaTb IP-agpec 1 NopT Nnpokcu-cepeepa.

Ecnm npokcm-cepBep paboTaeT B «Npo3payHOM» pexMMe, 4OMNOJHUTENbHAA HacTPOoKa NPUAOXKEHUI He
Tpebyetcs. [pn 3TOM NOAb30BaTENN HE UMEHOT BO3MOXHOCTU OTKa3aTbCs OT MCMO/b30BaHMA MPOKCU-
cepBepa. Ha komnbtoTepax nonb3oBaTtenen 3agante IP-agpec npokcu-cepsepa (y3na c 10 ViPNet
Coordinator HW) B kauecTBe Wt03a N0 YMOAYaHWUIO.
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HacTpoika OCHOBHbIX MapaMeTPOB MPOKCH -
cepBepa

Ecav Bbl XOTUTE MCNONb30BaTh BCTPOEHHbIN NMPOKCU-CEPBEP A5 3aLLUTbl MHTEPHET-COeANHEHNS
nosib3oBaTe/iei Ballel JIOKaAbHOW CETW, HaCTPOMTe OCHOBHbIE NapaMeTpbl NPOKcK-cepBepa. Bl Takxe
MOXeTe BKAHOUNTb GUIbTPaLMIO COAEPXKMMOrO U aHTUBMPYCHYHO NpoBepKy Tpaduka. Aas nonyyeHus
6osee nogpobHON nHGopMauum cM. pasgenbl Hactpoika GuabTpaumm coaepxxnmoro Tpaduka (Ha crp.
105) n Hactpoiika aHTBMpYyca (Ha cTp. 107).

HacTpoiika OCHOBHbIX MapaMeTpoB NnpegnoiaraeT BbI6Op BHELLIHEro CETEBOro MHTepdeiica cepeepa,
3agaHvie IP-aapecoB, Ha KOTOPbIX NMPOKCU-cepaep ByAeT NPVYHUMaTL 3anpockl OT NOAb30BaTeIel
(npocaywmeaTb Ux), 1 IP-aapecos NoKasbHbIX CETEN, KOTOPbLIM Pa3peLLeHO UCMOoNb30BaTb MPOKCH-
cepeep. Bbl Tak)ke MOXeTe BKAOUMNTL «MPO3paYHblii» pexmm paboTsl Npokcu-cepeepa.

Ecnv npokcn-cepBep paboTtaeT B 06bIYHOM pexmMe («Mpo3padHbii» PEXMM BbIKIHOYEH), B
NoNb30BaTENbCKUX MPUIOXKEHMAX, HanpuMep B Be6-bpay3epe, TpebyeTcs ykasatb IP-agpec v nopt
npoKcn-cepBepa.

Ecam npokcun-cepBep paboTaet B «nNpo3payHoOM» pexmme (CM. rnoccapui, ctp. 159), gononHutensHas
HacTpoWika NPUAOXKEHN He TpebyeTtca. [Mpy 3TOM NoNb30BaTENIM HE UMEKOT BO3MOXHOCTM OTKa3aTbCs OT
MCNoOb30BaHWs NPOKCU-cepBepa. Ha KomnbroTepax Nosib30BaTENEN B KAYECTBE LLF03a MO YMOYaHUIO
HeobxoanMmo ykasaTb IP-agpec koMnbtoTepa ¢ nporpamMmmHbiM obecneyeHmem ViPNet Coordinator HW,
KOTOpPbIV UrpaeT poJib NPOKCU-cepBepa.

MpuMmeuaHue. Mpun HacTpolike NapameTpoB NPOKCU-cepBepa B daine KoHdUrypaumnm
MEXCETEBOrO 3KpPaHa aBTOMaTUUECKN CO34at0TCs HeObXoAMMble CeTeBble GUNLTPDLI U
npaBuia TPaHCAALMMN afpecoB.

UTobbI HaCTpOUTb OCHOBHbIE MapaMeTpPbl MPOKCU-CeEPBEPA, BbINOAHUTE Caeayrouine AeIZCTBMﬂI

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MogkntoueHue k Beb6-nHTepdercy» Ha cTp. 17).

2 Ha HayanbHOW CTpaHuLe LenkHUTe NAnTKy MexxceTeBoi aKpaH.
3 MepenanTe Ha cTpaHuLy MNpokcn-cepsep > ObLme HaCTPONKM.
4 B rpynne OcHoBHble HacTpoliku Mpokcn-cepeepa BbIMOAHUTE CaeaytoLme JeUCTBUSA:

o B cnuncke BHelwHni ceTeBol nHTepdelic Bbibepute ceTeBon MHTEPDENC, NOAKNOUYEHHbIN K
NHTepHery.

o B none Pasmep Kawa ykaxuTe pa3mep K3Lla NpPoKcu-cepeepa. Hanpotus storo nons ykasaH
06beM cBOBOAHOrO MecTa Ha Ancke. K3l NCMob3yeTcs A1 XpaHEHWS KOMUW JaHHBIX, K
KOTOPbIM YacTo 06paLLatoTCs NoAb30BaTEM.
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o Ecan Bbl XOTUTE BKIOUNTL «MPO3pPaYUHbIi» pexnM paboTbl MPOKCU-cepBepa, yCTaHOBUTE
dnaxok «lMpo3pauHblit» pexxnm paboTbil.

o Haxwmute kHonky CoxpaHUTb.

@ CeteBble punbtpel NAT [pynnbl obbektoB [lpokcu-cepsep

OB Wme HACTpPOHKK

CoctosaHue lMNpokcu-cepsepa

(@] Mpokcn-cepeep OCTaHOBNEH

OcHoBsHble HacTpowku [Npokcn-cepeepa

BHewHWR ceTeBol MHTEpdeRc: Ethernet (eth0) hd
Pazmep k3wa: 256 > | MB JoctynHo: 78885 MB  ObBvem gucka: 79000 MB
alpo3zpauHblifz pexum paboTsl: D

PucyHok 52. Hacmpolika ocHo8Hbix hapamempoeg npokcu-cepaepa

B rpynne MpocaywmBaemble agpeca 3agaiite IP-agpeca v nopTbl, KOTOpble NPOKCU-CEPBEP AOKEH
MCnosib30BaTh, YUTOOLI NPUHMMAaTbL 3anpPOoChkl Noab3oBaTenen. Ana 3Toro HaxxmmTe KHonky Jo6aBuTb
1 B NOSBMBLUEMCA CrMCKe BbibepuTe IP-agpec, a Takxe yKaXkmte HoOMep nopTa ANs NPoCayLWBaHUS.
3aTeM HaxxmuTe KHonky CoxpaHu Tb.

[p chylmBaemble agpeca
oo
eth0 (192.168.238.101) 80

PucyHok 53. 3adaHue npocnywiusaemeix IP-adpecos

BHumaHue! Mbl pekoMeHayeM 3aaBaTh A5 NPOCAYLWVBaHUs CeTeBblE NHTePdENChI CO
ctaTnyeckmmm IP-agpecamu. Mocne nameHeHus IP-agpecoB ceTeBbiX MHTEPENCOB

Heobxo41MMO 3aBepLnTb PaboTy NPOKCU-cepBepa, 3a4aTb Tekywue IP-agpeca
NHTepdEeNCoB, NCMOb3YIOLMXCA ANS OPraHN3aLMn COeANHEHIS, a 3aTeM CHOBa
3anyCcTuTb NPOKCU-CepBep.

B rpynne O6cny>knBaemMble ceTh 3aaniTe CMCOK JIOKaNbHbIX CETEN, KOTOPbIM pa3peLleHo
NCroab30BaTh NPOKCU-cepsep. s 3Toro HaxxmuTe kHonky Jlo6aButb 1 B NOABMUBLLIEMCA MOAe
3aganTte IP-agpec cetn B HoTaumm CIDR. Hanpumep, 192.168.1.0/24. 3aTem HaxXMuUTe KHOMKY
CoxpaHuTb.
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ObcnyxuBaeMble ceth
s
10.0.0.0/24

PucyHok 54. 3adaHue cemeli, KOmopbIM paspeuwieHo Ucno/16308aMe NPOKCU-cepaep

7 YT06bl 3aNyCTUTb NPOKCU-CEPBEP, LLENKHWTE NEPEKIroUaTe/lb B BEPXHEN YaCTU CTPaHULLbI.
CocTosiHMe NpOKCK-cepBepa 0TOOBPaXKaeTCs HaNpPOTVB NepekoYaTens.

/\g BHumaHwue! MNepep 3anyckom npokcn-cepepa Heobxoammo 3agath IP-agpec v nopt ans
npocaylwnBaHms, a Takxxe BHewwHWI ceteBon nHtepderic ViPNet Coordinator HW.

Mpw 3anycke Npokcu-cepeepa byayT aBToMaTMueckm cGOpMUPOBaHbI ceTeBble GULTPLI U NpaBuaa
TpaHCAALMM aapecoB, HeobxoavMble Ans AocTyna B VIHTEpHET Yepe3 Npokcu-cepBep A8 Y3108
3alMLLEHHON 1 OTKPbITOW ceTu. MNpu 3aBepLueHnn paboTbl NPOKCM-CcepBEpPa NPaBWIa aBTOMaTUYECKU
yAansroTCs, NPy NOBTOPHOM 3anycke npasuia GopMUPYHOTCS 3aHOBO.

BHumaHme! Ecnm ana noakntouermns k MintepHety ViPNet Coordinator HW ncnonb3yert
MapLUPYT C HeCKONbKMMU wWwito3amu (multi-hop route), ans KoppekTHONM paboTbl MPOKCK-
cepsepa Ha ViPNet Coordinator HW co3aaiite uabTp OTKPLITON CETW CO CeayOWUMHN
napameTpamu:

e [leicTeue: MponyckaTb Tpaduk.

e ctoyHunku: Mo ysen.

>

e HasHaueHwus: pynna IP-agpecoB > InternetlP, dnaxok Bce 06beKkTbl, Kpome
“PivateNetworkIP".

e [Ipotokosbl: TCP: 21, TCP: 80, TCP: 443.

MoapobHee o cozaaHWM ceTeBbIX PUALTPOB CM. B pasgene Co3gaHvie 1 U3MeHeHNe CeTeBOro
dunbTpa (Ha cTp. 76).

Hactponka puabTpaumm COAEPXMMOro Tpadmka

Mpokcun-cepsep ViPNet Coordinator HW nmeet dyHkunto nposepkn HTTP-Tpaduka no ero
cogep>xxvmomy. C moOMOLLbIO NpaBua GuabTpaLUmM COAEPXXMMOro Tpaduka Bbl MOXeTe HacTpOUTb
6n0kmpoBky Tpaduka no MIME-tuny (cM. rnoccapuid, ctp. 155) daitna unm npunoxeHus, a Takxxe no Tmny
HTTP-meTona 3anpoca K yaaneHHOMY pecypcy.
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CDI/IJ'IpraLI,I/Iﬂ cof4ep>XnmMmoro Tpacbvn(a BKJ/IOHaEeTCA aBTOMaTU4YeCKn rnpu 3anycke npokcun-cepeepa. ﬂ,flf'l
HaCTpOI‘/’IKI/I napameTpos 3TOMN Cl)yHKLIMM BbINOJIHUTE Caieayrolne Ael‘/’ICTBVIFIZ

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHmne Kk Beb-nHTepdelicy» Ha cTp. 17).

2 Ha HauanbHOM CTpaHuLe WenkHUTe NaMTky MedxceTeBol sKpaH.
3 T[epengunte Ha cTpaHuuy Mpokcn-cepBep > MpaBuna KOHTEHT-GUABTPA.

Ha atoi cTpaHuLe oTobpaxkaeTcs cnvcok npasua GuUAbTPaLMK COAEPXXMMOro Tpaduka.

[Mpokcu-cepeep

lNpasuna KOHTEHT-dUALTPa

JIGIEEM S [ | MpumMersTs Npasvaa Npu BKKOUEHNM MPOKCH-CePEepa [pasuia He NpuMeHaioTcs. [pokcu-cepsep octaHoeaeH ()

Monb3oBatensckue npasuna

Bnokupyet @ deny_GET_to_ietf Nwoboi www.ietforg Jroboir GET
Baokupyet @ deny_POST Jroboi Joboe Toboin POST
Brokupyet @ deny_png TNoboin Nwoboe image/png Troban
Baokupyet @ deny_jpeg Toboin Jroboe image/jpeg Jiroban
Brokupyert @ deny_gif Nwoboi Nioboe image/gif Tobasn

Mpaswno cbpaboTku KOHTEHTa, He NONaAatoLLEro NoA 3adakHble Npaeuna

Pazpewaet ° other_content fobon Joboe JTobon Jwoban

PucyHok 55. Hacmpolika ¢punempayuu codepxumozo mpaguka

4  Y1006HbI rCI,O6aBI/ITb HOBOE€ npaswnio q)VIﬂpraLI,VIVI COAEPXKMMOTO, HAXXKMUTE KHOMKY ﬂ,OGaBMTb n
BbINOJHUTE Caeayrolne Ael7|CTBVIFI:

[NobaeuTs D MpumeHATs NPaEnaa NpW BKAKYEHWM NPOKCK-Cepeepa Mpasuna He NpuMeHakoTca. [pOKCU-CcepBep ocTaHOBNEH O

MonszoBarenscxkue npaexna

Bnokwpyet @ deny_GET_to_ietf Noboi www.ietforg Moboi GET
Baokupyet @ deny_POST NMoboi Noboe Nobon POST
Baokupyet @ deny_png Nwoboii Noboe image/png NioBan
Baokupyer @ deny_jpeg Nrobei Nioboe image/jpeg INMoban
Bnokwpyet @ deny_gif Nroboi Nwoboe image/gif TMwoban

Pazpewaet ~ | allow_pdf @any @any application/pdf '

Mpaswunc obpaboTky KOHTEHTa, He NONajatolLerc Nog 3a4aHHele Npasrna

Pa3pemaeT° other_content Nwoboi Nwoboe Moboi Moban

PucyHok 56. [lobasneHue npasusa gpunempayuu cooepxumo2o mpaguka
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4.1 B ctonbue AenctBne Bbibepute TMM NpaBmaa — paspeLuatoLlee i baokunpyrolee.

4.2 B cooTBeTCTBYIOLWEM CTO/IOLIE 3aAalTe UMs NpaBuaa.

4.3 B cooTBeTcTBYIOWMX cTONGLAxX 3aganTe IP-agpec NCTOUHUKA U Ha3HAYeH WS, A1 KOTOPbIX byaeT
JevicTBoBaTbh NpaBuao. YTobbl 3a4aTh NHOOON y3en B KaYECTBE UCTOYHMKA UM Ha3HaueHus,
BBeAWTE Rany. [11s yKa3aHWs Ha3HaYeHWs Bbl Tak)Ke MOXETE MCMOb30BaTh JOMEHHOE UM,

MprmeyaHue. B kauecTBe NCTOUYHMKA HEODXOAMMO yKa3aTb KAMEHTA NPOKCU-CEPBEPA, B
KayecTBe Ha3HayeHus — yaaneHHbln HTTP-cepsep.

4.4 B cOOTBETCTBYHOLLEM CTO/OLLE BbIOEPUTE TUM KOHTEHTA (CM. rnoccapuid, cTp. 155).

Mpumeuanune. MIME-Tun dalina MOXeT 3aBMCETb OT HacTpoek yaaneHHoro HTTP-cepBepa, ¢
KOTOporo 31oT dain 61 3arpy>eH. To ectb, dann byaet umets ToT MIME-THN, KOTOPLIA 6bl

Ha3HauyeH emy HTTP-cepsepom.

4.5 Ecav BbI BbIGpanm Tmn KoHTeHTa JItoboi, B ctonbue HTTP komaHaa Bbibepute MeTog

npotokona HTTP.

4.6 YT0O6bI COXPaHUTb CO34aHHOE NMPaBUNO, Ha>XXMUTE KHOMKY E YT06bl OTMEHUTb COo34aHune

npaswnna, HAXXMUTE KHOMKY .

Mocne coszpaHWs NpaBuaa K 3anycka NPOKCM-cepBepa co3AaHHble npasuaa 6yayT 6a10kmMpoBaTh
HEHY>XHbIN TpaduK.

5 Yrtobbl NpYMeHUTb CO3AaHHbIe NpaBWIa NPU CleaytoLeM 3anycke NPOKCU-cepBepa, yCTaHOBUTE
dnaxok MpumeHATL NpaBuUia NPU BKAOUEHUN NPOKCU-CcepBepa.

HacTponka aHTMBMpPYCa

Ecnm ViPNet Coordinator HW ncnonb3yetca B kauecTBe NpoKCM-cepBepa, Bbl MOXETe HaCTPOUTb
AHTUBMPYCHYIO NPOBEPKY AaHHbIX, MepejaBaemMblx Yepes Npokcu-cepeep no npotokoay HTTP B 06omx
HanpaieHusx: 13 VIHTepHeTa K Nosb30BaTeNto U OT NoJsib3oBaTtens B IHTepHeT (HanpuMmep, 3arpyska

dalina Ha GannoobMeHHbIN pecypc).

BHumaHwme! Ecniv npu 3arpy3ke 3apaxkeHHoro daiina Ha GpainnoobMeHHble pecypcbl
/ﬂ\ MCNoNb3yeTcs METOA MHOXECTBEHHOM 3arpy3ku (multipart upload), To aHTMBMpYCHas
npoBepKa He CMOXET 06HapPY>XUTb BUPYC B 3TOM daline.

017 aHTVBMPYCHOW NPOBEPKMN COAEPXKMMOro Tpaduka B MPOKCU-CepBEP BCTPOEHO aHTUBUPYCHOE
pelleHune, pa3pabaTbiBaemMoe KoMnaHuel «J/labopatopus Kacnepckoro».
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ﬂ'}'lﬂ HaCTpOI‘/’IKI/I napaMeTpoB aHTUBUPYCa BbINOAHUTE Caeayrouimne Ael‘/’ICTBI/IFIZ

1 Yepes Beb-nHTepdelic Bongute B ViPNet Coordinator HW B pexxume agMuHucTpatopa (cm.
«[MoakntoueHmne K Beb-nHTepdelicy» Ha cTp. 17).

2 Ha HauanbHOM CTpaHuLe WenkHUTe NaMTky MedxceTeBol sKpaH.

3 epeliaute Ha cTpaHuuy Mpokcu-cepeep > AHTUBMpYC.

@ CeteBble dunbtpbl  NAT [pynnbl obbektoB [Npokcu-cepsep

AHTHEMPYC

Terywian 6a3a punsTpoE: baza aHTmBMpyca He

oBHOBAANACKE

OBHoeNATE Bazy aETOMaTHUECKM: Kaxakle & yacoe -

copmar | v

PucyHok 57. Hacmpolika aHmusupyca

4 Y106bl OOHOBUTL AHTUBUPYCHYHO Ba3y, HaxmuTe kHonky O6HOBUTL. O6HOBAEHMe Ba3bl HAYHETCA B
$HOHOBOM pexunme.

BHumaHme! O6HOBAEHWE aHTVBUPYCHBIX 6a3 BO3MOXHO TObKO NPW HAMYWUK AeCTBYHOLLEN

JviLeH3vn. Ecam Bbl He YCTAHOBWIN JIMLLE@H3VIOHHBIV KKOY WA CPOK AENCTBUA K/HOUa UCTEK,
YCTaHOBWTE NINLEH3MOHHbIW KAKOY C MOMOLLbIO KOMaHAHOTO MHTeprpeTaTopa (CM. JOKYMEHT
«ViPNet Coordinator HW. HacTpoiika ¢ NOMOLLbIO KOMaHAHOFO UHTeprpeTaTopa»).

5 Y106bI aHTMBMpPYCHas 6a3a 06HOBANACE aBTOMATUUECKU, BbIOEpUTE HY>XHbIV Nepunos obHOBAEHWs
13 cnncka O6HOBAATL H6a3y aBTOMaTUUECKM.

6 Utobbl 3anyCTnUTb aHTUBUPYC, YCTaHOBUTE COOTBeTCTByPOLIJ.VII\/JI ¢na>|<0|< B BerHeI\/‘I 4acTu CTpaHunubl.

7 Haxmwute kHonky CoxpaHuTb.
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HacTpomka napameTpoB TOUKM
noctyna k cetmt Wi-Fi

BHumaHme! Vicnonb3osaHue ViPNet Coordinator HW B kauectse Touku goctyna Wi-Fi
/\g BO3MOXHO TO/NbKO B UCMOJIHEHUAX CO BCTPOeHHbIMU aganTtepamu Wi-Fi: ViPNet Coordinator
HWS50 A, B Ha annapatHoli nnatdopme HW50 N2 u ViPNet Coordinator HW100 A, B Ha

annapatHon naatdopme HW100 N2.

Ecam BkaroueHa Touka goctyna Wi-Fi, ceteBoMy nHTepdelicy wlan0 aBTomaTMyecku npucsamsaetcs IP-
agpec 192.168.20.1 n Ha aToMm UHTepdelice 3anyckaetca DHCP-cepeep. DHCP-cepBep nmeet
cobCTBEHHbIE MapaMeTpbl, KOTOPble HE MOTYT H6bITb MPOCMOTPEHbI NAN M3MEHEHbI NMOJib30BaTeNEM:

o /lnanasoH pacnpegensembix IP-agpecos: 192.168.20.2-192.168.20.20.

e Agpeca DNS- n NTP-cepBepa: 192.168.20.1 (agpec ceteBoro nHtepderica wlan0).

MpuMeuaHue. Eciv Tpebyetcs 0b6ecneunTb BO3MOXHOCTb COEAMHEHNA MEXAY YCTPOUCTBaMK,
KoTopble noakatoueHbl K cetn Wi-Fi, n ycTpolictBamu, nogkatoueHHbIMn K ceTn Ethernet, Ha

y3ne ViPNet Coordinator HW co3paiite TpaH3uTHble GUABTPbLI OTKPbITOM CeTH, paspeLuatoLime
nponyckaHue IP-naketosB Mexay 3TuMu cetamm (cMm. «Co3aaHne 1 n3MeHeHvie CeTeBOro

dunbTpa» Ha cTp. 76).

Y1066l HacTpouTb ViPNet Coordinator HW ans pabotbl B kavectBe Touku goctyna Wi-Fi, BbinoaHuTe
cnepyrowne AencTBus:

1 Boligute B Beb6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHne kK Beb-nHTepdenicy» Ha cTp. 17).

2 Tepenigute Ha cTpaHuuy CeTeBble HacTpoiku > CeTeBble MHTEPENCHI.
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1

@ CeteBble uHTepdeicbl  MapwpyTtnzauns

® Ethernet (ethQ) s . . o
o Etremet ) Hactporika Wi-r1 B i s
® CEthernet (eth2) Pexum pabote Wi-Fi:
® Ethernet (eth3)
® Wi-Fi (wlan0) MAC-aapec: 00:21:91:52:04:0b
Hactpoiika ToukM focTyna

Wma ceTi: SSID1

Kanan: 1 -

CraHgapt Wi-Fi: 80211g -

Tun wuhpoBaHus: WPA -

Kntou GezonacHocTh ceTv: 11111111

oo | oo |

PucyHok 58. Hacmpolika napamempos mouku docmyna Wi-Fi

Ha neBoi naHenn Boibepute ceteBoin MHTepdernc Wi-Fi. CeteBomy uHtepdeincy Wi-Fi,
YCTaHOBJ/IEHHOMY B CUCTEMe, NMPMCBanBaeTCA UM wlanoO.

YcraHoBuTe nepekntovatens Peskum pabotbl Wi-Fi B nonoxeHve Touka goctyna.
B none Nmsa cetn 3aganTe nmsa Bawen cetn Wi-Fi.

B cnincke KaHan BbibepuTe HoMep kaHana Wi-Fi, KOTOpbIV Bbl XOTUTE UCMO/b30BaTb AJ/151 TOUKM
JocTyna.

B cniucke Cranpapt Wi-Fi BbibepuTe cTaHzapT 6ecnpoBogHoOn cBa3u ans Bawwein cetnt Wi-Fi.
Moazep>XMBatOTCs Cleytolime CTaHAapTbl:

o 802.11b — 2,4 T, ckopocTb coeanHeHuns go 11 Méut/c.
o 802.11g — 2,4 ITu, ckopoCTb coeanHeHnsa fo 54 Mbur/c.
B cnucke Tun wndpoBaHnsa Bbibepute TMN WNHpPOBaHUA ANA ayTEHTUDUKALMM NONb30BaTeNEN:

o [pwu Bbibope TvNa be3 wWnppoBaHUA Nosb3oBaTeNN CMOTYT NOAKAOYATLCA K ceTW He3 BBOAa
napons.

o [Mpw Bbibope TNnos WPA nan WPA2 B nose Kntou 6e30nacHOCTM ceTu BBeAWTE Naposib As
ayTeHTUdUKaLMmM nonb3oBaTenei. 3aZlaHHbIN Napoab HY>XKHO ByAeT COOOLNUTL NoAb30BaTENSIM
ANSA NoAKAoUeHns K Bawen cetn Wi-Fi.

Y106bl COXPAaHUTb HACTPOMKM, HAXXMUTE KHONKY CoOXpaHUTb.

[na obecneyeHuns coeanHeHna mexay yctponctsamu B cetv Wi-Fi n komnbroTepamu B Balen cetu
Ethernet Ha ceTeBom y3ne ViPNet Coordinator HW 3agaite B darine KoHPUrypaumm mexxceTeBoro
3KpaHa NpaBuaa, paspeLlaronme obmMeH IP-naketamMun Mexay sTuMm ceTamm

Bkntounte ceteBon nHtepderic Wi-Fi. Jns 3Toro LienkHUTe nepekatoyaten B BEPXHEN YacTu
cTpaHunubl. CocToAHMe ceTeBOro nHTepdeiica oTobpaxkaeTca pajoM C nepekarodaTenem.
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B pesynbtate Baw ViPNet Coordinator HW 6yseT dyHKUMOHMPOBaTh B KayecTBe Toukn goctyna Wi-Fi.

Mpumeuanue. ViPNet Coordinator HW moxeT Takke paboTtaTb B KauecTse KjiMeHTa

cet Wi-Fi (cm. «[Togkntouerune k 6ecnposogHon cetn Wi-Fi» Ha cTp. 31).
WNcnonb3zosanue ViPNet Coordinator HW ogHOBpeMeHHO B kayecTBe KIMEHTa 1 TOUKU

pocryna Wi-Fi He noasaep>xvBaeTcs.
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ObLwpme cBeaeHMs O
MapLLPYTU3aL /M

ViPNet Coordinator HW noaaep>xwuBaeT dyHKUnM MappyTmlaumm IP-Tpadrka B CETAX CO C/IOXKHOM
CTPYKTYpPOWA.

Moz MapLupyTU3aLMen MoOHMMaeTCs nNpoLecc Boibopa MapLupyTa ciegoBaHus IP-naketa (cMm. rioccapui,
cTp. 158), nepesaBaeMoro B CeTU OT OAHOTO y3/a Apyromy. MapLipyT ciefoBaHuUs BblOMpaeTcs U3
NoAMHOXECTBa MapLUPYTOB, 3aZaHHbIX Ha MapLUPYTU3aTOPe U XpaHALLMXCA B Tabaunue MapLupyT1saLmm.

B TabavLy MapLupyTM3aumm MapLupyTbl MOTYT NonagaTb B ABHOM BuAe (CTaTuyeckne MapLpyTbl) AMbo ¢
MOMOLLIbIO aArOPUTMOB MapLLPYTU3aL MU Ha OCHOBE MHPOPMaLMK O TOMOJOTUN U COCTOSHUW CeTH,
npesocTaBAseMOol NPOTOKOAaMW MapLLIpyTU3aLmmn (MHammnyeckme mapLupyTol). B nepsom cnyuae He
TpebyeTcs HNKaKMX AONOAHUTENbHBIX YCNOBUN. HO CTOUT 3aMETUTb, YTO B CETAX CO CIOXKHOMN CTPYKTYPOWA
NpOoLecC HaCTPOWKM CTaTUYECKNX MapLLIPYTOB MOXET CTaTb BeCbMa TPYAOEMKMM U3-3a HOobLIOrO Yncia
MapLUPYTOB, KOTOpble TpebyeTcs co3saTb. Bo BTOPOM C/iyyae Ha BCex MapLUpyTU3aTopax B CETU JOJIKHO
6bITb HACTPOEHO MCMOAb30BaHWE OMNpeeNeHHOro NPOoToKoAa ANHAMUYECKOW MapLUpyTU3aLmMm, no
KOTOPOMY MapLUpyT13aTopbl ByAyT 0OMEHUBATLCA A4PYT C APYTOM MHPOPMaLIMe O AOCTYMHBIX UM CEeTAX,
aBTOMaTUYECKN CTPOUTb JOCTYMHbIE MapLUPYThl B KaXKAYyH CETb U BbIBUPaTh U3 HUX HauaydLLne.

CraTnyeckyto MapLUpyTM3aLmMio yA06HO MCMoNb30BaTh B HEOOIBLLNX CETAX MO0 B KPYMHbIX CETAX B
4aCTHbIX Clyyasx. B ceTax ¢ pa3BeTBAEHHON M HEOAHOPOAHON TOMONOTMEN PEKOMEHAYETCA UCMONb30BaTh
AVHaMUYeCKyto MapLipyTusaumio. Kpome aBToMaTnyeckoro popmMupoBaHmns Tabany, MapLupyTrsamiy,
AVHaMUYecKas MapLUpyTM3aLms NO3BOAET:

e ABTOMAaTM4YeCKM BbI6VIpaTb no onpeaeneHHbIM Kputepuam HaI/IJ'Iy‘-ILIJI/IPI MapLwpyT N3 HECKONbKUX
AOCTYMHbIX.

e OpraHun3oBaTb 3aLmMTy OT cboeB. B cnyyae c6os Kakoro-nnbo MapLupyTM3aTopa aBToMaTuyecku
BbIGMPaETCa APYro HanayuLniA MapLLIpYT W 3arpyaeTtcs B TabauLly MapLupyTusauum.

e OpraHu3oBaTb AMHaMUUeckyto HanaHCMpPOBKY Harpysku nepegasaemoro IP-Tpaduka.

ViPNet Coordinator HW moxeT BbINOAHATb MapLipyTm3aumto IP-Tpadurka ¢ MCNOAb30BaHNEM CEAYOLLUNX
BWAOB MapLLpyTOB:

e CTaTU4eCcKUX MapLUpyTOB, B TOM YMC/e Ha OCHOBE MapLUPYTOB C HECKOJIbKMMW LWIKO3aMu;
* JAVHaMUYeCcKMX MapLipyToB, opmupyembix no npotokony DHCP u PPP;

e AMHaMMUecKux MapLupyTos, dopmMupyembix npotokonom OSPF (cm. rnoccapuis, ctp. 156).
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[TpHUMMNBI GOPMUMPOBaHUA TabauL
MapwpyTtnlaumm B ViPNet
Coordinator HW

B ViPNet Coordinator HW ans xpaHeHWs MapLUpyTOB UCNOb3YHOTCSA ABE TabanLbl MapLUpyTU3aumnm:

Routing Information Base (ganee — RIB) — nosaHas Tabivua MapLupyTmsaunm, Kotopas cogep>Kut
BCe CTaTMyeckmne MapLpyThbl, CO34aHHblE adMUHUCTPATOPOM, U BCE ANHAMMUECKMe MapLIpyTbl,
noayyeHHble no npotokonam DHCP, PPP n OSPF.

Forwarding Information Base (ganee — FIB) — Tabanua mMapLipyTmsaLmm, Kotopasi COAep>XUT
TOJIbKO Hauyulume CTaTuyeckme 1 MHaMnYeckme MapLUpyThbl B KaXAyto CeTb, BblopaHHble 13 RIB;
3arpy>kaercs B AP0 CUCTEMbI Y UCMOJIb3YETCs Npu MapLpyTusauun IP-Tpaduka.

Bce HoBble MapLwpyTbl, HE3aBUCMMO OT crnocoba ux CO34aHuA, nonaaaroT B RIB. Ka)KAHI?I MapLwpyT nmeet

cnegytoLime xapakTepuCTUKK:

NcTouHnK nonyyeHns maplupyta — onpegensieT, Kakum obpasom 6bi1 chopMMpPOBaH MapLLPYT: C
NCMOAb30BaHNEM CTAaTUUYECKOrO NpaBuia AN MO NPOTOKOY AUHAMMWNYECKON MapLUpyTM3aLuu.

AZAMWHWCTpATVBHas AUCTaHLMUA — ONpesensieT MpUopUTET MapLLpyTa OT KaXA0ro MCTOYHMKA.
Wcnonb3yetcs Toraa, korga B Tabauue MapLipyTMsaumum 3a4aHo HECKOJIbKO MapLUpPyTOB B OAHY U Ty
Xe ceTb. YeM MeHblle agMUHUCTPaATMBHAsA AUCTaHLMSA, TeM 6oee MPUOPUTETHBIM CUYMUTAETCA

MapLUpyT.

A,CI,MI/IHVICTpaTI/IBHaFI ANCTaHUMA 3ajaeTca ANA KaXKA0ro CctTaTM4eckoro MmapLipyra. B cny4yae
AVHaMMYeCcKnx MapLlipyToB aAMUHNCTPaTUBHaA ANCTaHL WA 3adaeTCca HE ANnA KOHKPETHOro
MapuwpyTa, a Ana BCEro NpoToKOaa Cpa3sy. |_|03TOMy BCE AMHaMM4YeCKne MapLlpyTbl, AO6aBJ’IEHHbIe B
RIB 3T1m NPOTOKOJIOM, NMEKOT OANHAKOBYH ANCTAaHLWNIO.

ALMUHUCTpaTMBHAA ANCTaHUMA Ans npoTtokona PPP otaenbHO He 3ajaeTca n paBHa AUCTaHLUUW A4
npotokona DHCP. AgMuHucTpaTBHasa anctaHuma ans npotokonos DHCP/PPP 1 OSPF He moxeT
6bITb OAMHAKOBOM, UTOObI MapLUPYTbl 3TUX NMPOTOKOJIOB HEe NepeMeLLnBanncb. Takxe
aAMVHWCTPaTMBHAA ANCTaHLMA CTaTUYEeCKUX MPaBMa MapLUPyTM3aLMmM He MOXET coBnagaThb C
ANCTaHUMeEN, 3aZlaHHOW ANA KaKoro-anmbo NpoTokona AMHaMUYeCcKo MapLupyTU3auum.
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Mpumeuanue. B ViPNet Coordinator HW ans kaxzaoro tmna MapLupyToB 3a4aeTcs no
YMOAYaHUIO CieytoLias agMUHUCTPATUBHAA ANCTaHLNA:
® 4514 cTaTndeckux mapwpytos — 10;
e 14 mapwpytos DHCP/PPP-cepsepa — 70;
e /14 MapLlupyTos npoTtokona OSPF — 110.

[N NepBbIX ABYX TUMOB MapLUPYTOB Bbl MOXETEe MEHATb 3HaYeHNe agMVHUCTPATUBHON
ANCTaHUMK, ANS MapLPYTOB NOC/AEAHErO TUMa MEHATb 3TO 3HAUEHMWE Hesb3A.

[Ans mapwpytos DHCP/PPP-cepBepa 3agaeTcs obLias aAMUHUCTPATUBHAsA AUCTaHLMS.

MeTpuka — onpegenset NpuopUTET BHYTPU CNNcKa AVHAMNYECKUX MapLUPYTOB, CHOPMUPOBAHHbBIX
n pobaeneHHbix B RIB onpegeneHHbIM MPOTOKONIOM AMHAMUYECKON MapLupyTM3aumnm. Yem mMeHbLue
MeTpUKa, TeM BbiLLIE NPUOPUTET MapLLpyTa.

[Jns DHCP-npoToKoaa METPUKM YKa3blBatOTCS BPYUHYHO, MPUYEM Ha KaxA0M CETEBOM UHTepdelice,
Ha KoTopoMm BkJtoYeH pexxum DHCP 1 HacTpoeH napametp nosyyeHuna mappytos ot DHCP-
cepsepa. TakvuM 06pa3om, ecnn Ha pasHble ceTeBble MHTepderchbl ByayT NOYYEHbl OfMHAKOBbIE
DHCP-MapLpyTbl B O4HY U Ty >e ceTb, TO ByaeT BbibpaH MapLpyT C HaUMeHbLLIen MeTpuKon. Jns
PPP-npoTokonia Takxke MOXeT ObITb 3aaHa MeTpUKa BPy4Hyto B TOM ciydae, ecam ViPNet
Coordinator HW nogkntoueH K HECKOJIbKUM CETAM, OAHOM 13 KOTOPbIX fBaseTcs ceTb 3G nam 4G, a B
apyrov passepHyT DHCP-cepBep. Ecan metpukm aas DHCP/PPP-npoToko0B He Obliv 3a4aHbl, TO
NCMOJIb3yeTca MeTpUKa Mo YMOJUYAHWIO.

Ana gnHamnyecknx mapwpytos, bopmunpyemMbix npotokonom OSPF, meTprnku GpopmmpyroTca cammnm
NPOTOKOJ/IOM, MO3TOMY WX 3aZaBaTb He TpebyeTcs.

Bec — onpegenset gonto IP-Tpadmka, KOTOpbIN ByaeT NPOXoAWTb MO MapLUPYTY Yepes yKa3aHHbIN
wto3. Micnosnb3yeTcs ToNbKO B CTaTUUECKUX MapLUpyTax 1 3ajaetca Aas witosa. lNo3sonser
HacTpouTb HanaHCMpOoBKY nepesaBaeMoro IP-Tpaduka Mexay HECKONbKUMU LLIO3aMU, KOTAa 4acTb
IP-nakeToB HampaBAsSETC Ha OAMH LLUJIO3, @ YacTb — Ha Apyron. [o3ToMy Bec 3asaeTcs Torga, Koraa
CO3/aeTcsl HECKOIbKO CTaTUUYECKUX MapLUPYTOB C OAMHAKOBbIM IP-aapecoM Ha3HauYeHUs 1 pasHbIMU
LUTHO3aMU.

Tabavua FIB popmupyetcs Ha ocHoBe cogepxkaHus Tabamubl RIB 1 BkarouaeT B cebs TONbKO Hanayulumne

MapLlpyTbl B Ka>XXAYyH CETb. Ecan s pe3ynbTaTte 3anoaHeHnaA Ta6J'II/ILI,bI RIB B Heli OKa3blBaeTCA HECKOJbKO

MapLlpyToOB B O4HY CETb, TO HaVIJ'Iy‘-ILIJI/Iﬁ MapLlpyT onpeaendaeTca no ciejyrownm npasniam:

Ecam B RIB npucyTcTBYHOT CTaTUUecKMe MapLUpyThl C pa3HoM auctaHumei, To B FIB 3arpyxxaetcs
MapLIpyT C HauMeHbLUen anctaHumelt. Hanpumep, umeetca aea mapuupyta B ceTb 10.0.5.0 ¢ mackon
255.255.255.0. ins nepBoro MapLupyTa 3ajaHa agMUHMUCTpatuBHaa anctaHuma — 10, gna BToporo
— 30. B pe3synbtate B FIB nonageT nepBblili MapLIpyT.

Ecam B RIB npucyTcTBYHOT CTaTUYeCKMe MapLUPYThl C O4MHAKOBOW AncTaHumelr, To B FIB 3arpyxatoTcs
BCE MapLUpyThbl.

Ecam B RIB npucyTtcTBYOT AUHaMMYeckue MapLipyTbl, To B FIB 3arpyxaetcs mapLpyT ¢ HanbonbLumm
NPYOPUTETOM (TO €CTb HauMeHbLLEe METPUKOW, 3afaHHOM MPOTOKONOM AUHAMUYECKOW
MapLpyTusauunm). Ecam nprnoputeTtsl paeHbl, To B FIB nonagatot Bce MapLupyThl.
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MapLupyTbl OT ogHoro ncroyHuka (Staticc DHCP, OSPF) B ogHy 1 Ty Xe ceTb C OANHaKOBbIMU MeTPUKamm
(MM aAMUHUCTPATUBHBIMU ANCTAHLUMAMK B Clyvae CTaTUYeCKMX MapLUpyToB) Npu MapLupyTu3aumm
CYMMMPYHOTCA — OO6BbeANHAOTCA B OAMH MapLUPYT C HECKONbKMMM WwAto3aMu (multi-hop route). Mpw
NPOCMOTPe Takne MapLIpyTbl OTOBpaXkatoTCs B BUAE OAHOMO MapLUpyTa C HECKObKMMU LLTHO3aMU:

10.100.2.0/24 [30/23] (weight 1) wvia 10.1.30.202, ethl

(weight 1) wvia 10.1.31.201, eth2

g BHumaHwue! Ecamn xoTa 6bl 0auH 13 Wato30B 06beamHeHHOro MapwpyTa multi-hop route
BbIAET M3 CTPOS, paboTOCNOCOOHOCTL MapLUpyTa HE MOXET BbITb rapaHTUpPOBaHa.

Ecnv mapwpyT 6611 yaaneH 13 RIB, To oH Takxke yaansetcs u3 FIB. MNpwn 3ToM Mo BbILIEONUCaHHbIM
npasuaam BbIGMpPaeTca HOBbIM HaUAYULLWI MapLUPYT B Ty Xe CeTb U3 nMetoLmxca B RIB
HemegneHHO 3arpy>aetca B FIB.
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[IpocMOTp 0bLen TabanLbl
MapLLPYTU3aL /M

Y106bI NPOCMOTPETH CMMCOK BCEX CYLLECTBYIOLWMX MapLLpyTOB (coAep>xnmoe Tabaumubl RIB (cMm.
«MpurHumnel dopmmpoBaHmns Tabany, mapwpyTtmsaymm B ViPNet Coordinator HW» Ha ctp. 114))
nepenanTte Ha ctpaHuuy CeTeBble HacTponkuM > MapLupyTusaums, a 3ateM Ha Bkaagky CeoaHas

Tabanua.

MapLpyTtusaums

CBoAaHar Tabanua

(V) 0.0.0.0/0 75 70 17216652 etho
D
0.0.0.0/32 5 0 10021 inactive
s
8 10.0.2.0/24 20 0 1 10025 inactive
s 1 10021 inactive
(V] 127.0.0.0/8 directly lo
C
@ 172.16.65.0/24 directly eth0
C

Pucyrok 59. lMpocmomp obweli mabauys Mapwpymusayuu

CoBeT. YT06bI 06HOBUTL COAEPXXMMOE CNNUCKa MapLLPYTOB, HaXKMUTE KHOMKY OB6HOBUTB.

B cnuncke ANA KaXX40ro Mapupyrta 0To6pa>KaeTc;| cratyc. Cnncok Bcex BO3MOXHbIX cTaTtyCcoB npuBeaeH B

Tabauue Huxe.
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Tabsauya 7. Cmamycel Mapuwipymos

Cratyc
@

MosAcHeHne

Hannyuwnii mapLupyT, KOTOpbIl 3arpyxeH B FIB 1 ncnonb3syetcs B npotecce
MapLpyTU3aumm.

MapLupyT B noAceTb, K KOTOPOW noakatoueH oanH n3 nHtepsdericos ViPNet Coordinator
HW.

MapLpyT, npegocraBneHHbii DHCP/PPP-cepeepom.

B Tekywen Bepcun ViPNet Coordinator HW Henb3s HacTpouTb B3aumogencteme ¢ PPP-
cepsepoM. [ToaTomy MapLUpyTbl, UMetoLre aTpnbyT D, — 3TO MapLUpyThl MCKAOUNTENBHO
DHCP-cepBepa.

MapLupyT npoTokona AnHamuyeckor mapLupytusaumm OSPF.

CraTnyeckui MapLUpyT.

Cnnckn MapLIpPyTOB OT KOHKPETHOTO MCTOYHMKA Bbl MOXKETE NOCMOTPETb B pa3gene MapwpyTbl Ha
oTaenbHbIX Bknaakax Cratnuyeckasa, DHCP/PPP, OSPF.
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ObLume cBeaeHMsa ana paboTbl Mo
npotokoay OSPF

MpoTtokon OSPF aBaseTca BHYTPEHHWM LWAHO30BbIM NpoTokoaom (Interior Gateway Protocol, IGP)
MCMNONb3YyeTCA ANA PAacNpPOCTPaHeHWs AaHHbIX MapLUPYTM3aLnmM BHYTPU OL4HON aBTOHOMHOW CUCTEMbI (CM.
rnoccapum, ctp. 156).

PaboTa no gaHHOMY NPOTOKOJY YCTPOeHa caeayrolmm obpasom. OSPF-mapLupyTusatopsl cCHavana
NMOCPeACTBOM LUMPOKOBELLLATENbHOW pacchbiiku (multicast) ycTaHaBAMBatOT CBA3b APYT C Apyrom. 3aTeM
NoCpesCTBOM OAHOHanNpaBAeHHOW pacchbliku (unicast) HaUMHaOT 0BMeHMBaTbCA APYr C APYroM
coobuweHmnamm Tvna Link State Advertise (LSA), B KOTOpbIX NepesaroT MHPOPMaLMIO O COCTOAHMM
KaHasnoB cBA3W. Ha mapLpyTm3atope npu noaydeHnn LSA-coobieHuns nHdopmaums ns Hero 3aHoCUTCS
B 6a3y gaHHbIx (link state database). Ecam LSA-coobLueHne cogep>Xut HOBYHO MHDOPMaLMIO O KaHane
CBS31 MO CPaBHEHWMIO C TOW, KOTOpasa COAEPXMUTCA B Baze AaHHbIX, TO OHO NepesaeTcs COCeAHVM
MapLupyTM3aTopaM (cM. rnoccapuid, ctp. 158). MNocne 3anonHeHns 6a3bl JaHHbIX Ha KaXX40M
MapLUpyTU3aTope Mo anropuTtMy JenkcTpbl BbIYMCASETCA MHOXECTBO KpaTyanLlnX MapLIpyToB KO BCEM
CETAM Ha3HaUYeHUsA N UX CTOUMOCTb (CM. rnoccapui, cTp. 159). Takum obpaszom, kaxabin OSPF-
MapLUpyTM3aTOp UMeeT COBCTBEHHOE NpeACcTaB/ieHe O COCTOSHUMN KaHaloB CBA3M W TOMONOTNKN CETH, HO
npw 3TOM BCe MapLUPyTU3aTOPbl UCMOAB3YIOT OAHY 6a3y AaHHbIX COCTOSHUIN KaHa/0B CBA3M AN
BbIYMNCNEHWA KpaTHakLUMX MapLIpPYTOB.

MexceTteBas cpesa, B koTopoit HaxoasaTcs OSPF-MapLipytnsaTopsl, NpeAcTaBaseTcs Kak COBOKYMHOCTb
obnacteit (cM. rnoccapuid, ctp. 158), coeamMHEHHbIX APYT C APYroM Yepes HeKOTOpPYHo 6a3oByto obiacTb. B
3aBMCMMOCTUN OT 3TOrO BbIAENSOT HECKOJIbKO TUMOB 06/1aCTell M HECKOJ/IbKO TUMOB MapLUpyTLM3aTOpPOB.

BblaensitoT cneayrolme TMnbl 0baacTen MapLupyTM3aumnm:

e Ob6nactb 0 namn 6asoas obnactb (backbone area) — obnactb, ¢ KOTOPOW AOAXKHBI HbIT COEANHEHDI
BCe OCTa/ibHble 061aCTV aBTOHOMHOW CUCTEMBI.

e CraHpapTHas obnacTb — 0bnacTb, CNOCO6Has rpaHNUNTL Kak C APYruMmn obaactamm, Tak 1 ¢
APYTMMUN @aBTOHOMHbBIMW CUCTEMAMMW.

e CraHgapTHasa TynukoBas obnactb (stub area) — obnacTb, rpaHnyaLLas TONbKO C APYTUMU
obnactamu.

e [losnHocTblo TynukoBas obnactb (totally stubby area) — obnacTb, rpaHuyaLlas TObKO C OAHOM
obnactblo.

e He nosnHocTbO TynukoBas obaactb (not-so-stubby area) — craHgapTHas TynukoBas obaactb,
nmMeruwaa BO3MOXHOCTb B3aI/IMO,D|eI‘/'ICTBOBaTb C ApyrMMn aBTOHOMHbIMU CUcTeMaMii C NTOMOLLbHO
norpaHnyHbIX MapLipytusatopos (ABR).

Kaxabii OSPF-mMapLupyTM3aTop BXOAWT B OMNpejeneHHyto 0b6nacTb MapLupyTM3aumnm 1 obMeHnBaeTcs
nHbopmMaLmen ToNbKO C MapLIPYTU3aTOPaMU, BXOAALMUMU B 3Ty e obnacTb. MNpu 3Tom 0bMeH
MPOV3BOAUTCA HE HaMPsAMYHO, a Yepes NocpesHUKa — MapLIpyTM3aTop, BbIBpaHHbIN FaBHbIM B 3TOM
obnactu. IHpopMaLms Mmexay pa3HbiMU 061acTAMU NepesaeTcs Yepes MapLLIpyTM3aTop, KOTOPbIN
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pacnoaaraerca Ha rpaHuue 3Tnx obnacteit. Ecin aBToHOMHas cuctema BBaMMOAeVICTByET C AperI?l

aBTOHOMHOW CUCTEMOW, TO MHOPMaLLMA NepesaeTcs Yepes MapLIpyTM3aToOp, KOTOPbIA pacnosaraeTcs Ha

rpaHuLe cuctem. Takol NoAxoA MO3BOASET YMEHbLINTL 06beM pacchiiaembix LSA-coobLieHunin, Tem

CaMbIM YMEHbLINTb HArpy3kKy Ha MapLlpyTmn3aTtopbl N MOBbICUTb CKOPOCTb NOCTPOEHNA Ta6l]VILI|

MapLUpyTM3aLnu.

Takum o6pa30M, BblAEeNA0T cieayrowne Tnbl MapLlpyTU3aTtopoB:

BHyTpeHHWIA mapLupyTusaTop (internal router, IR) — MapLlupyTusatop, Bce ceTeBble MHTEPHENCHI
KOTOPOro HaxoAsTCs B O4HOW obaacTu.

Ha3HaueHHbI# MapLlupyTusaTtop (designated router, DR) — MapLupyTusaTtop, BbIOpaHHbIN r1aBHbIM
CpeAu BCeX BHYTPEHHUX MapLUpPyTU3aTOPOB B OA4HON 0baacTu.

Pe3epBHbI1 HasHaueHHbIM MapLupytusatop (backup designated router, BDR) — mapLupyTumsatop,
6epyLnii Ha cebsi GyHKLMN FNaBHOTO B C/1yYae, eC/M OH BblLLEN U3 CTPOS.

Me>xxo61acTHOW rpaHNYHbIN MapLipyTm3aTtop (area border router, ABR) — mapLupytusatop,
COeANHSAIOLWNN Heckonbko obnactenn OSPF oAHOM aBTOHOMHOWM CUCTEMBI.

[PaHWYHbIV MapLUPYTU3aTOP aBTOHOMHOW cucTeMbl (autonomous system boundary router, ASBR) —
MapLIpyTM3aTop, rpaHuyallLmiA ¢ Apyroin aBTOHOMHOM CUCTEMON, paboTatoLLeli No Apyromy
npoTokoy AnHamudeckon Mapwpytunsaumm (IGRP, EIGRP, IS-IS, RIP, BGP, Static).
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HacTpowvka ctatmyeckomn
MapLIPYTH3aLMM

Ecnm ViPNet Coordinator HW dyHKUMOHMPYET B CETW, KOHPUTYpaLMs KOTOPOWN HUKOTAA HE MEHSETCA UK
B KOTOPOW UCMOb3YeTCs MUHYMabHOE KOJMYECTBO NyTen Ans JocTaBku IP-nakeToB, TO Bbl MOXeTe
HacTpouTb MapwpyTmsaumio Ha ViPNet Coordinator HW Bpy4Hyto C NOMOLLbIO CTaTUYECKUX MapLUPYTOB.
Kpome 37oro, HacTpovika MapLIpyTU3aLmMmM BPyYHYH Takke MOXeT noTpeboBaThCs, Korga HeT
BO3MOXHOCTU UCMONb30BaTh B CETVM MapLUpPyTU3aTOpPbl, paboTaroLme no NpoToKoaaM JUHAMUYECKOWA
MapLUpyTU3aLnmn, UK B CAEAYHOLLUX CyYasX:

e Y706bI HanpaeaATb YacTb IP-Tpaduka BCerga No KOHKPETHLIM MapLUpyTam (Hanpumep, ecTb
TpebosaHne HanpaeaaTb IP-Tpadurk NO camMoOMy HageXXHOMY KaHany), Win HanpasaaTb IP-Tpapuk
nosb3oBatenel B VIHTepHET Yyepes KOHKPETHbIN LWO3.

e  ECAu Hy>XXeH cTaTMyecKuii MapLUPYT MO YMOAYaHUWIO Ha Clyyait, korga paboTa no NpoTokonam
AVNHaMUYECKON MapLIpyTh3aumm byaer HeBO3MOXHa.

e UYrobbl pacnpesenatb nepegady IP-Tpaduka No HECKONBKMM MapLUpyTaMm.

[lobaBneHme CTaTmyeckmx MapLUpyTOB

YT106bI 406aBUTb HOBbIN CTAaTUYECKUIA MapLLPYT, BLINOJHUTE CledytoLine AencTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MogkntoueHue k Beb-nHTepdercy» Ha cTp. 17).

2 lepeliguTe Ha cTpaHuLy CeTeBble HAacTpouky > MapLlupyTy3auus, a 3aTeM Ha BKIaaKy
Cratuueckas.

3 HaxwmuTe kHOMNKy Jlo6aBuTb.
4 3apaliTe cnepyrolme napameTpbl MapLipyTa:

o IP-agpec Ha3HaueHuUs MapLupyTa 1 Macky noacetn. Macka nogcetu AoaxHa ObiTb ykasaHa B
6utoBoM dopmarte yepes casw nocne IP-agpeca (0.0.0.0/0).

o IP-agpec wnto3a ana gocryna K IP-agpecy Ha3zHaveHus.

o AAMVHUWCTpaTMBHaA AnCTaHUMA (CM. rnoccapuid, ctp. 157). Ecam Bbl He ykaxeTe 3HaueHne
aAMWUHUCTPATUMBHOM AMNCTaHLMK, TO OHO ByAeT 3aaHo aBToMaTMyeckn u pasHo 10. Ecam Bbl
yKaxeTe aAMUHUCTPaTUBHYIO AUCTaHLMIO, U ee 3HauveHue ByaeT coBnajaTb CO 3HaYEHMEM
aAMUHUCTPATUBHOM ANCTaHLMWY, 3aaHHON NPOTOKOAaM AMHAMUYECKOW MapLIpyTusaumm (cMm.
«HacTtpoiika agMUHUCTPATUBHOM ANCTaHLMK ans MappytoB DHCP-cepBepa» Ha cTp. 126),
MapLIpyT He CMOXET 6bITb 0oHaBAeH. B 3TOM ciyyae co3galite MapLUpyT C APYTUM 3HaYEeHUEM
aAMUHUCTPATUBHOM ANCTaHLMW.
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5

o Bec (cm. rnoccapui, ctp. 157). YkaxuTte ero B TOM C/iy4ae, eC/v Bbl CO3aeTe HECKO/IbKO
MapLUPYTOB B OAHY CETb C Pa3HbIMM LLO3aMU, MeXay KOTOpbIMU TpebyeTcs Npoun3BoANTbL
H6anaHcnpoBKy Harpysku. MogpobHee cM. pasgen Hactpoiika 6anaHcmposkn IP-Tpaduka.

@ CeteBble vHTEpdeicsl  MapwpyTusaums

CTaTmueckan

192.168.10.0/24 192.168.1.1 20
0.0.0.0/0 12.0.0.10 10 1

dp
=
dp
[+ 1

PucyHok 60. [jobasneHue cmamu4yecko2o Mapuwipyma

HaxmuTe kHonky CoXpaHuTb.

B pe3ysnbTaTe MapLUpyT NOSBMTCA B CMNCKE CTaTUYECKUX MapLlpyToB. Kpome 3Toro, oH 6yaeT gobaBneH B

Tabanuy RIB (cM. «MpuHLmnbl opmmnposaHus Tabavu, MmapwpyTtmsaummn B ViPNet Coordinator HW » Ha

ctp. 114) n nosiBuTCs Ha BkNagke CBogHas Tabauua. Eciv mapwpyT 6yaet BbibpaH Hanayuwnm (Cum.

«[MTpuHumnbl popmmposaHma Tabany, mapwpytusauymm B ViPNet Coordinator HW» Ha ctp. 114), T0 oH

6yaeT 3arpy>xeH B Tabauuy FIB 1 HauHeT ncnosb3oBatbca nNpu MappyTusauum IP-Tpaduka. B aTom

C/lyyae B CMUCKe MapLIpyToB Ha Bkaagke CBogHas Tabanua oH byaeT MMeTb 3Ha4OK @

Cosert. Ecam Bam TpebyeTcs NoayunTb OAWH CTaTUUYECKUIA MapLUPYT C HECKOJIbKMMM LLIKO3aMU,
CO3/aiTe HECKOJIbKO CTaTUYECKUX MapLLPYTOB B OAHY W Ty XK€ CETb C OAUHAKOBOM
aAMVIHUCTPaTVBHOM AWNCTaHLMEN, yKa3aB B KaXA0M MO O4HOMY Wo3y. B pesynbTtaTte 31
MapLLpyTbl 6yayT MPOCYMMUPOBaHbI U 06beAUHEHbBI B OAWMH C HECKONbKMMU Wto3amu. Kak
MpaBWIo, TakvMe MapLUPyTbl TPebyroTCA Ans 6anaHCUPOBKW HarpysKku, Mo3ToMy B MapLLpyTax
TaKkXe JOJKEH BbiTb 3alaH BeC LWto3aM (cM. «HacTpoiika banaHcnpoBku IP-Tpaduka» Ha cTp.
123).

Ecim B cnnckax He MOsBWACA HOBbIN MapLpyT, 0BHOBWTE ee coAep XXMMoe. [l 3TOro HaxmuTe
kHonky O6HOBUTD.

Mpun HEOHXOAMMOCTIN Bbl MOXKETE OTPeAaKTMPOBATh 3HAUEHWEe agMUHNUCTPATMBHOM AUCTaHLUM U Beca B

MapLpyTe. ,CLJ'IFI 3TOro ABaXAbl WENKHUTE CTPOKY MapLlpyTa, BHECUTE HeO6XO,£I,I/|MbIe N3MEHEHNA ”

HaXXMWUTE KHOMKY COXpaHVITb. Ecam Bam HY>XHO N3MEHUTb IP—a,a,pec Ha3Ha4yeHunAa Nan WNk3a, yaannte

MapLUPYT 1 CO3JaliTe HOBbIM C HY>XHbIMU NapaMeTpamu. YTobbl yaanuTb MapLUpyT, B CTPOKE PAAOM C HUM

LEeNKHNTe 3HaYOK x, nocne 4vero B noasmBLLEMCA OKHe COO6LLI,€HI/I$| Ha>XMUTE KHOMKY OK.
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HacTpovika banaHcMpoBKK IP-Tpaduika

Ecan Bbl xoTUTE YCKOPUTb Npouecc oTrnpaBkn IP-nakeToB B C€Tb Ha3HAYEHMUSA, TO Bbl MOXETE CcOo34aTb

HECKOJ/IbKO CTaTU4YeCKUX MapLlpyToB B AaHHYHO CETb YEPE3 pa3Hble WAH3bl 1 HACTPOUTb 6anchv|pOBKy

IP-Tpadurka Mexay 3STUMU MapLUpyTaMu. ITO NO3BOAUT B NpoLecce pasHbix TCP-coeanHeHMiA oTnpaBasTb

yacTb IP-nakeToB MO OAHOMY MapLUPYTY, YacTb — MO APYrOMYy, YTO MOBLICUT CKOPOCTb Nepeaun IP-

NnakeToB B CeTb Ha3HaueHua. banaHcnposka IP-Tpadurka HacTpaBaeTca C MOMOLLIO O4HOTO U3

napameTpoB MapLLpyToB — Beca (CM. rnoccapuii, cTp. 157) (weight). [Mpw 3TOM BCe MapLUpyThbl, KOTOpbIe

6yayT yyactBoBaTh B banaHcmpoBke IP-Tpaduka, LOKHbI UIMETb OANHAKOBYHO aAMUHUCTPATUBHYHO

ANCTaHUMIO, TO €CTb MMETb OAMHAKOBLIA NPUOPUTET.

MpuMeuanwue. Mpn MapLIpyTU3aLUN MapLLPYTbl B OAHY CETb Ha3HAYeHWs U C O4MHAKOBOW
ANCTaHUMEN 06beANHAOTCA B OANH MapLLPYT C HECKOAbKUMM Wto3amu (multi-hop route). Mpwu
npocmoTpe obLuei TabanLbl MapLLpyTU3aLMM OHM OTOBPaXaroTCs Kak OAMH MapLUPYT C
HECKONbKMMU Wto3amu (M. «[TpuHLMMbI bopMypoBaHmns Tabaut, Mappytusaumm B ViPNet
Coordinator HW» Ha cTp. 114).

Ans HacTpoikn BanaHcnpoBky IP-Tpaduka BbINOAHUTE Cleaytolime AeCTBUSA:

1

Co3zganTe Hy>KHOE KOJIMYECTBO MapLUpyToB (CM. «/JobaByieHre CTaTUYeCcKrX MapLLIpyTOB» Ha CTp.

121) c 0oAMHAKOBbLIM aZPECOM Ha3HaueHMA N C Pa3HbIMU LLIKO3aMW.

3afanTe Kaxa0oMy MapLIPYTy OAMHAKOBYHO aJMUHUCTPATUBHYH AUCTaHLUIO.

3agaviTe B KaXkKAOM MapLipyTe Bec Wito3y. IP-Tpaduk byaeT pacnpesensitbCa MexXay LWI03aMu B

COOTBETCTBMWN C COOTHOLLUEHNEM UX BECOB. Hanpwvlep:

o

€C/IV Bbl CO3ZaeTe 2 MapLUpyTa 1 B KaXKA0M MapLupyTe BecC Lwato3a paseH 1, To IP-Tpaduk byaet
pasgeneH Mexay 3TUMK MapLupyTaMu NOpoBHY, To ecTb 50% IP-Tpaduka byaeT nepesaBatbca
no ogHomy Mapupyty, 50% — no sTopomy;

€C/I Bbl CO3jaeTe 3 MapLUpyTa, U B MEPBOM MapLUpyTe BeC LI03a paBeH 1, BO BTOPOM — Bec
LUNHO3a paBeH 2, B TPeTbeM — BEC LUtO3a paBeH 3, TO MO BTOPOMY MapLupyTy byaeT
nepegaBaTtbcs B ABa pa3a 6osblue IP-Tpadurka, yeM No nepBoOMy, NO TPETbEMY — B TPU pa3a
60/blUe, YeM MO NepBOMY.

I'Ipvllvlep CO34aHunA CTaTU4eCKnX MapLlpyToB C BECOM LWJIKO30B PaBHbIM 1:

ViPNet Coordinator HW 4. Hactpolika ¢ nomoLbto Be6-uHTepderica | 123



Cratvueckan

10.0.2.0/24 10.0.25 10 1
10.0.2.0/24 10.0.21 10 1
0.0.0.0/0 12.0.0.10 10 1

PucyHok 61. PacnpedeneHue Hazpy3ku mMexoy cmamuyeckumu Mapupymamu 8 00Hy cemeo

MpumeuaHue. Eciv B mpoLecce co3gaHuns MapLupyTa Bbl HE YKaXKeTe BeC L33, TO
aBTOMaTMyUecKM Wito3y ByaeT HasHaueH BeC paBHbiid 1. Bbl He MOXeTe 3aaaTh BeC paBHbliii 0.

BbanaHcmposka IP-Tpaduka byaeT ocyLLecTBAATLCA, TONLKO eC/N CO3A4aHHble MapLLPYThI
MPW3HaHbl HaUAYYLWVMK 1 NPUCYTCTBYIOT B Tabauue FIB (cM. «MprHumnbl dopMupoBaHms
Tabany mapwpytunsaumm B ViPNet Coordinator HW» Ha cTp. 114).
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HacTpovka AnHaMnyeckom
MapLIPYTH3aLMM

Ecnv B Bawen cetTn noaaep>xmeaetca pabota no npotokony DHCP, PPP nan OSPF (cMm. rnoccapui, cTp.
156), To Bbl MOXeTe HacTpouTb Ha ViPNet Coordinator HW guHamuyeckyto mappyTtumsaumio. JaHHble
HaCTPOWMKM NO3BOJISAIT aBTOMATWUECKM CO3aBaTh TabAMLbl MapLIPYTM3aLMM Ha OCHOBE MapLLUpPYTOB,

bopmMUpyemMbIX MO AaHHBIM MPOTOKOJIAM, Y PacipOCTPaHATb UX MEXAY APYTVMU MapLUpyTU3aTOpamMu B

pamMKax OfHOW ceTu.

BHumaHue! NcrnonHenunsa ViPNet Coordinator HW50 A, B n Coordinator HW100 A, B He
NoAAEPXMBAIOT AMHAMUYECKYHO MapLLPYTU3aLMHO.

/ﬁ\ HacTpoliky AvHaMUueckon MapLpyTU3aLmnm AOMKEH BbINOAHATL OMbITHbLIA aAMUHNCTPATOP,
MOHWUMaOLLMIA NPUHLMMLI PaboTbl MPOTOKOJIOB AUHAMUYECKOW MapLLpyTU3aLmm, B TOM umcie
npoTokosna OSPF. MpuBeseHHas B pyKoBOACTBE MHGOPMALIMSA HOCUT CMPABOYHbBIA XapakTep.

HacTponka napamMeTpoB AMHAMUUYECKMX
MappyTtos o1 DHCP/PPP-npoTtokona

Ecam Ha kakom-nmnbo ceteBom nHTepdeiice ViPNet Coordinator HW BkatoueH pexxvm DHCP v HacTpoeHo
aBTOMaTMueckoe noay4veHne mappytoB oT DHCP-cepBepa (cM. «HacTpowika ceTeBbix MHTepdencos
Ethernet» Ha cTp. 24), TO B Nnpouecce MapLipyTM3aLmm 6yayT MCNONb30BaTbCA 3TU MapLUpyThbl. B 3TOM
C/lyyae BbINONHUTE Cesytowme AOMNOAHUTEbHbIE HACTPOMKM:

1 HactpoiTte agMUHUCTPATUBHYHO ANCTaHLMIO Ana npoTokona DHCP (cm. «Hactpolika
aAMUHNCTPATMBHOM AUcTaHLMK Aaa mapwpytos DHCP-cepBepa» Ha cTp. 126). 3T0 no3BOAUT
onpegenvTts NnpuoputeT MappytoB DHCP-cepBepa cpegmn BCex MapLUpPYTOB, MMEIOLLMXCA B
Tabaunue RIB (cTatmyecknx MapLpyToB, MapLpyToB npotokona OSPF, eciv Takue ectb).

2 Ecam pexxum DHCP Bk/ItOU€EH Ha HECKObKUX CeTEBbIX UHTepdelicax, HacTpoliTe MeTpukin DHCP-
NPOTOKO/Ia Ha KaXA0M CeTeBOM MHTepdeice, Ha KOTOPOM BKIKOUEH 3TOT pexXumM (CM. «HacTpoiika
meTpuku ana mapwpytos DHCP-cepeepa» Ha cTp. 127). 3TO NO3BOAUT OnpeaennTs npuoputert
cpeamn mappytoB DHCP-cepBepa B OfHY W Ty Xe CeTb, MOAYYEHHbIX C Pa3HbIX CETEBbIX
NHTepdelicos.

Ecnm ViPNet Coordinator HW noakntoueH k cetn 3G uam 4G 1 nonydaeT MHGOpMaLMIO ANS MapLipyTa no
ymondaHuto ot PPP-cepBepa npoBangepa (cM. «[MogkntoueHre Kk MobuabHou cetu 3G, 4G» Ha cTp. 34), 1
NPV 3TOM OH TakXXe NMOAKIKYEH K APYroi CeTU 1 NoayYaeT B HEW MapLUPYTHYtO HPopmaumto ot DHCP-
cepBepa, TO B 3TOM C/lyyae 3ajanTe MeTpuky ans PPP-npoTtokona. 3To NO3BOAUT ONpPeAenunTb, Kakow
MapLUpyT NO YMOAYaHWIO (CGOPMUPOBAHHbBI Ha OCHOBE LUAKO3a MO yMoAa4YaHuto oT PPP-cepsepa nau
npegocrasneHHbln DHCP-cepBepom) aBASETCA NPUOPUTETHLIM. AAMUHUCTPATUBHAA ANCTaHLMUA ANS 3TOro
MPOTOKO/a He 3aaeTcs 1 paBHa AUCTaHUMK ans npotokona DHCP.
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Hactporika agMMHUCTPaTMBHOW AUCTaHUMK ana mapwpytos DHCP-
cepsepa

Ecau Ha ViPNet Coordinator HW HactpoeHo B3aumogeincteme ¢ DHCP-cepeepom, oT KOTOporo
nocTynatoT AMHaMMUyeckne MapLUpyTbl Ans MapLpyTmu3aunn IP-Tpaduka, a Takxke HacTpoeHa cTaTmyeckas
MapLUpyTU3aums (cM. «Hactpoiika ctatmyeckor MapLupyTm3aunm» Ha ctp. 121) nam guHammyeckas
MapLupyTu3aums no npotokony OSPF (cM. «HacTpolika napameTpoB AvHaAMUUYECKOW MapLLpyTU3aLmMm no
npotokony OSPF» Ha ctp. 130), TOo TpebyeTcs 3asaTb aAMUHUCTPATUBHYIO AUCTAHLMIO A/15 MapLUpYTOB
DHCP-npoTtokona. AgMUHMCTPaTUBHAsA ANCTaHLMA ONpeaennT NPUopPUTET AaHHbIX MapLUPYTOB Cpeau
BCEX OCTaNbHbIX, U B Cyyae, ecam byaeT o6Hapy>XeHO HeCKObKO MapLLIpPYTOB B OAHY U Ty Xe CeTb U3
pa3HbIX MCTOUHMKOB, HByaeT BbIOpaH TOT MapLUPYT, y KOTOPOro Bbille NpUopuTeT. Yem MeHbLUe 3HaueHne
aAMUHUCTPATUBHOM AUCTaHUUK (CM. raoccapuid, cTp. 157), TeM Bbllle NPUOPUTET MapLUpyTa.

IE MpuMeyaHune. AgMUHUCTPaTUBHAs AUCTaHLUMUA ONpeAensieT MPUoOPUTET BCEX MapLLpPYTOB
DHCP-cepBepa, HeE3aBUCUMO OT TOrO, Ha Kakol ceTeBON MHTEPhENC OHM NOCTYNUAN.

YT106bl 334aTb aAMUHUCTPATUBHYO ANCTAHLMIO AN MapLpyToB, nocTtynatowmx ot DHCP-cepBepa,
BbIMOJHWTE Cliedytollme AeCTBUSA:

1 Bougute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMmuHncTpatopa (cm.
«MopkntoueHne K Beb-nHTepdency» Ha cTp. 17).

2 [lepeiigute Ha cTpaHuuy CeTeBble HacTpoiky > MapLlipyTm3sauums, a 3ateM Ha Bknagky DHCP/PPP.

3 BBeauTe 3HaueHve afMUHWUCTPATMBHOW AUCTAHLMM B Noe [ncTaHums 1 HaXKMUTe KHOMKY
CoxpaHuTb. [10 yMOAYaHWIO yKasaHa aMUHUCTpaTUBHas anctaHums 70.

@ CeTeBble MHTEpdeicsl  MaplpyTusauus

DHCP/PPP

R | S ] |l <o | one |

(/] 0.0.0.0/0 70 70 192.168.0.6 ethQ
10.0.141 ethl

PucyHok 62. 3adaHue admuHucmpamusHol ducmaHyuu mapwpymam DHCP-cepsepa

Mpumeuanue. B komaHaHomM mnHTepnpetatope ViPNet Coordinator HW Bbl Takxke moxeTe
3a/,aTb aAMUHUCTPATUBHYIO ANCTaHLMIO AN MapLUPYTOB MO YMOAYaHMIO. B Tekylen Bepcun
Beb-vHTepdelica Takasd BOIMOXHOCTb OTCYTCTBYET.
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Hactponka meTtpukun gnas mapwpytos DHCP-cepsepa

Ecam Ha ViPNet Coordinator HW pexxum DHCP BkAtOUEH Ha HECKOJ/IbKMX CETEBbLIX MHTepdercax, TO MOXeT
CNOXMUTBCA CUTYaLMA, KOraa C 3TUX UHTepdeincoB NOCTYNAT oguHakoBble MapLupyTel oT DHCP-cepBepa B
OAHY W Ty Xe ceTb. B 3ToM cyuae TpebyeTca onpesennTb, Kako MapLUpPYT ABASETCA HaUay4LLIMM, YTODbI
no6aBuThb ero B FIB (cm. «[MpuHumnbl dopmuposarns tabany mapwpytusaymum B ViPNet Coordinator
HW» Ha cTp. 114) n ncnonb3osatb Npu MapLpyTr3aumm. MapameTpom, NO3BOAAIOWMM BbIOpaTh
HauAyJLLINMA MapLpyT, BbICTyNaeT MeTpuKa (CM. rnoccapui, ctp. 158). Ee MOXHO 3agaTh Ha Kaxgom
ceTeBOM MHTepdelice, Ha KOTOPOM BkAtoUeH pexxum DHCP, utobbl onpeaennts NpropuTeT MapLUpPYTOB
DHCP-cepBepa Ha pa3HbIx nHTepdericax. Yem MeHbLLEe 3HaYeHe METPUKK, TEM BblLLEe NMPUOPUTET
mapupyTa. Ecam Ha nHTepdelicax 3agaHbl OfMHaKOBblE METPUKM, TO MOCTYNMBLUVE MaPLUPYThl B OAHY U
Ty Xe ceTb 6yayT o6bejnHeHbl B OA4NH MapLLIPYT C HECKOAbKUMM LLAKO3aMMU.

B ViPNet Coordinator HW Bbl MOXeTe 3agaTb WK yAanuTb MeTpuky ans mapupytos DHCP-cepBepa Ha
KOHKPETHOM CeTEBOM UHTepdelice (aanee — cneymndunyHas meTpuka). Ecam cneunduyHas metTpuka He
3a/laHa, TO BMECTO Hee UCMOoJb3yeTcs MeTPMKa No YMONUYAHUIO.

MprmeyaHue. 3agatb cneunduyHyto MeTpuky ans npotokosa DHCP Bbl MOXeTe Ha ceTeBbIX
nHTepdeiicax cnesyroLnx TUMNOB:

e Ethernet (cMm. «<HacTpoliika ceTteBbix nHTepdericos Ethernet» Ha cTp. 24).

e VLAN (cm. «Opranusaumsa obpaboTkm Tpaduka ns Heckonbkmx VLAN» Ha cTp. 28).

e Wi-Fi (wlan) (cm. «[MoakntoueHmre k 6ecnposogHon cetn Wi-Fi» Ha cTp. 31).

e ArpernmpoBaHHbI UHTepdeic (cM. «/Icnonb3oBaHKe arpermpoBaHHbIX CETEBbIX

NHTepdercos» Ha cTp. 36).

|_|pVI 3TOM AOJIXKHbI BbIMOJHATLCA CAejyrolimne ycnoBua:

® Ha HeCKONbKUX CeTeBbIX MHTepdericax BkatoueH pexxum DHCP;
® Ha 3TUX MHTepdeincax HaCTPOeH NapameTp aBTOMaTUUYECKOro NOoAYyYEHUSA MapLIPyTOB OT
DHCP-cepsepa.

Ecan pexkum DHCP BkArOUEH TOIbKO Ha OJHOM CETEBOM MHTEpdENCe, TO HacTpoika
cneundUUHOM MeTpUKK He TpebyeTcs, NOCKObKY ANs FPYNMbl MapLIPyTOB B paMKax O4HOro
ceTeBOro MHTepdeiica oHa Bceraa byaeT o4MHaKOBOW.

Yto6bl HacTPOUTbL METPUKY AN MapLUpyTOB, noctynarowmx ot DHCP-cepBepa, Ha ceTeBOM MHTepdeince
OJHOTO M3 YKa3aHHbIX TUMOB, BbINOJHUTE CleAytolme AeNCTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexunme agMuHncTpatopa (cm.
«[MogkntoueHue k Beb-nHTepdericy» Ha cTp. 17).

2 lleperigute Ha cTpaHuLy CeTeBble HacTpoikn > CeTeBble MHTEPdENCHI.
3 Ha neBow naHenu BbibepuTe MHTEPDENC, Ha KOTOPOM TpebyeTca 3asaTb METPUKY.

4 Y6epuTechb, UTO Ha JaHHOM UHTepdelice BkaroueH pexxum DHCP (yctaHoBAeH daadkok
ABTOMaTUUYECKM NMONYyYaTb HACTPOMKM) M HACTPOEHO aBTOMATMYECKOE MOJyYeHe MapLUpPyTOB OT
Hero (ycTaHoBaeH daaxok MappyTbl).

ViPNet Coordinator HW 4. Hactpolika c nomoLsto Be6-uHTepderica | 127



5 BBeAI/ITe 3Ha4yeHne MeTpukn B none MeTpVIKa N HaXKMUTE KHOMKY COXpaHVITb.

@ CeTeBble MHTEPdEUCHI

2 bond (bond0) M s h O s
Bratouer
o Eonemet (0 HTepdenc et
® Ethernet (ethl) CoefuHeHme: CeTeBoi kabens NOAKNKUEH [+] ABToMmaTHUECKM NONYUaTL HacTpOIKN:
® Ethernet (eth2
¢ ) MAC-aapec: 00:50:56:b8:4a:67 IP-agpec: 192168133
® Ethernet (eth3
( ) CKopocTs: 10000Mb/s Macka nogcetu: 255.255.0.0

PexuM Nepesauu Aynnekc [+ DNS-ceprepa

A3HHBIX
|| NTP-cepeepa
Knacc: Access v
[ MapupyTe:
MeTtpmka: |30 =

W

PucyHok 63. 3adaHue mempuku 05 npomokosaa DHCP Ha koHkpemHom cemegomM uHmepdgelice

6 Ecav Tpebyetcs yaanuTb METPUKY Ha CETEBOM UHTepdelice, yaanuTe ee 3HaUeHNe B yKazaHHOM
nosne. MNocne yaaneHns MeTpUKM Ha 3TOM UHTepdelice ByaeT Cnoab30BaTbCs METpMKa Mo
YyMOJIYaH MO,

Hactpownka meTpukun gnas mapwpyTtos PPP-npotokona

Ecnun ViPNet Coordinator HW noakntoueH K MobunbHol cetnt 3G nam 4G (cMm. «loaknrovueHmne K
MobunbHon cetn 3G, 4G» Ha cTp. 34), TO NpU NEPBOM COEANHEHUN C CEPBEPOM MpOoBaigepa OH MOXeT
NoAyYnTb OT Hero no npotokony PPP IP-agpec wnto3a no ymonyaHuto, Ha OCHOBe KOToporo byaeT
fob6aBaeH MapLpyT No ymoa4daHuto (CM. rnoccapuit, ctp. 158).

Mpumeuanue. LLnto3 no ymonuanuto noctynaet Ha ViPNet Coordinator HW ot PPP-cepsepa
TONIbKO, eC/IN B CBOMCTBAX MHTepdeica MogeMa ycTaHoBAeH dnaxkok MapLipyTbl.

Ecnn kpome noakntoueHmns k cetn 3G, 4G, ViPNet Coordinator HW Takxke noakatoueH K Apyrum ceTam, B
KoTopbix MHGOPMaLma 06 agpecax n MapLupyTax pacnpocTpaHsercs DHCP-cepBepoM, TO OH Takxe
6yzeT noayyaTb MapLIPyTbl MO YMOAYaHWio no npotokony DHCP. Ecan Tpebyetcs, 4ToObl MapLupyT no
ymosdaHuto PPP-npoTokona vmen Bbille NPUopuTeT, YemM MapLupyTbl no ymoavaHuto DHCP-npoTtokona,
M NCNONb30BaJICA B NpoLecce MapLipyTusaumm, Tpebyertcs 3agatb MeTpUKY Ana npoTtokona PPP (panee —
cneunduyHyro MeTpurky). lNMpuuem oHa goskHa bbiTe MeHbLe MeTpukn DHCP-npoTokona Ha KaXxaom
ceTeBOM MHTepdelice, Ha KOTOPbIX OHW 3asaHbl. Ecan cneymdunyHas metpuka He ByaeT 3ajaHa, TO BMECTO
Hee ByzeT NCMOAb30BaTLCA METPMKA MO YMOAYAHWUIO (CM. «/I3MeHeHVe METPUKN MO YMONYAHUIO ANS
MapupyTtos oT DHCP/PPP-npotokona» Ha cTp. 129). B aToM cayyae mapupyTtbl o ymoavaHuto PPP- n
DHCP-npoTtokona 6yayT nMeTb OAMHAKOBBIA NPUOPUTET.
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MeTpuky ans PPP-npoTokona Bbl MOXeTe HacCTpPOUTb B CBOWCTBaX MHTepdelica MOZeMa 1 TOIbKO B TOM
cyyae, ecau paspelleHo gobassieHve MaplupyTa no ymoadaHuto ot PPP-cepeepa npoBangepa. Ans
3TOrO BbIMOJIHUTE CleAytolLime AeNCTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (Cm.
«[MoakntoueHmre Kk Beb-nHTepdeiicy» Ha cTp. 17).

2 [lleperigute Ha cTpaHuLy CeTeBble HacTpoikn > CeTeBble MHTEPdENCHI.
3 Ha neBow naHenun BbibepuTe NHTEPHENC Mogema.

4 Y6epunTech, UTO Ha JaHHOM MHTepdelice pa3pelleHo fobaBaeHMe MapLpyTa NO YMOAYaHUWIO
(yctraHoBneH dnaxxok MappyTbl).

5 BeepguTe 3HauveHne meTpukn B nose MeTpuka n HaxxmuTe KHonky CoxpaHuTb.

® Ethernet (eth0) - -
@ Ethernet (ethl) 3 (3/4 (——-I N M Oﬂwe M O /G onen erironen
® CEthernet (eth2) Onepatop: mits
® CEthernet (eth3) PIN-Koz: .
3G/4G (modem) 1P-anpec He 3apan

v
|_|1ZIJ"|'},-"'~IE€?‘x—-‘l:le HACTRDOWKK

DMNS-cepeepa
MapLupyTs

MeTtpuka: |40
oo ] o

PucyHok 64. 3adaHue mempuku 015 npomokoaa PPP Ha cemesom uHmepdgpelice Mmodema

6 Ecaun Tpebyetcs yaanuntb MeTPUKY Ha ceTeBOM nHTepdelice, yaanunte ee 3HayeHne B ykazaHHOM
nose. MNocne yaaneHus MeTPUKN Ha 3TOM MHTepdeice ByaeT UCNOb30BaTLCA METPUKA NO
YMOAYAHWIO.

I3ameHeHWe MeTpuKkn no ymonyanuto agna mapwpyrtos ot DHCP/PPP-
NMPOTOKOJ1a

Ecnv gna mapwpytos DHCP/PPP-npoTokona He 3agaBannch CneumnduyHblie MeTpUKN, TO A
onpegeneHns npuopuTeTa MapLIPYTOB 3TUX NMPOTOKO/IOB ByAEeT MCMO/Ib30BaTbCA MEeTpUKa Nno

yMonyaHuto. NepBOHayaabHO MeTpyrKa Mo yMoaYaHuto pasHa 70. Mpu HEO6XOANMOCTY Bbl MOXeTe
M3MEHWTb 3TO 3HauyeHue. [l1s 3TOro BbINOJHUTE CledytoLive AeNCTBUS:

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHve k Beb-nHTepdelicy» Ha cTp. 17).

2 llepeiigute Ha cTpaHuuy CeTeBble HacTpoiky > MaplpyTu3sauums, a 3atem Ha Bkaaaky DHCP/PPP.

3 BBeguTe HOBOe 3HauYeHWe METPUKY B Nnose MeTpuka v HaxxmuTe KHonKy CoXpaHuUTb.
MNepBOHaYanbHO MeTpyMKa Mo yMo4aHuto pasHa 70.
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@ CeteBble vHTEpdencsl  MapwpyTusaums

(/] 0.0.0.0/0 70 70 192.168.0.6 ethd
100141 ethl

PucyHok 65. 3adaHue MempuKu No yMOAHYaHUH

HacTtporika napamMeTpoB AMHAMUYECKOM
MapLpyTM3aumm no npotokony OSPF

CoerT. Hactpolika gvHaMmyeckor mapLupyTtusauum no npotokony OSPF nmeeTt cMbica B TOM
cyyae, eciu B ceTy, B KoTopoit yctaHosneH ViPNet Coordinator HW, ogHoBpemeHHO
BbIMNOJIHAKOTCA CefyroLLne YCNOBUSA:

e ycnonb3ytotca apyrne OSPF-MapLupyT1saTopbl U OHW Hanpamyto ceasaHbl ¢ ViPNet
Coordinator HW;
® NoAAEPKMBAETCA MHOroagpecHoe BewaHmne (multicast);

e o TpeboBaHNAM He30MacHOCTM Ballel opraHu3aLum paspelleHa nepejaya IP-tpaduka no
npotokony OSPF mexay ceTeBbIMU y3namu.

B npouecce HacTporikn MapwpyTm3aumm no npotokony OSPF Bam notpebyetcs:
e  BKJIKOYUTb MCMONb30BaHWe npoTtokona OSPF;

e yKa3saTb ceTu, kK KoTopbiM nogkarodeH ViPNet Coordinator HW 1 koTopble 6yayT yyacTBoBaThb B
MapLpyTm3aLmm no npotokony OSPF, n obaactn MapLupytusauum (M. rnoccapui, ctp. 158);

e co3jaTb pAj ceTeBblX GUIBTPOB.

Mpwv HacTpolike AMHaMMYeCcKon MapLupyTr3aummn no npotokony OSPF cnegyeT yumnTtbiBaTh CiegytoLne
PeKOMEHZALUN N OTPaHNYeHus:

e B cnyyae c60os Ha 0O4HOM U3 MapLLPYTOB A5 NEePEeKNOUYEHN Ha afbTePHATUBHbIA MapLUPyT MOXET
notpebosatbcs A0 15 MUHYT. YTODObI yMEHBLUNTL BPEMS NEPEKNOYEHMS, PEKOMEHAYeTCA B daline
iplir.conf B CEKUMAX [id], COOTBETCTBYOLLMX CBA3aHHbIM KoopauHaTopam ViPNet, 3agatb 6onee
KOPOTKMI Nepuog onpoca, M3MeHVB 3HaueHWe napameTpa checkconnection interval
(noapobHee cMm. B sokyMeHTe «ViPNet Coordinator HW. CnpaBouHoe pykoBOACTBO MO
KOHOUrypauoHHbIM Garinam»). Hanpumep, MOXHO 3agaTtb 414 napamMeTtpa 3HauveHune 30 cekyHa,.
Mpn 3TOM HEOBXOAMMO YUNUTbIBATb, UTO COKpPaLLEHME Neprosa onpoca NPUBEAET K YBEIUYEHUHO
KosmyecTBa cny>kebHoro Tpadurka Mexay KoopaMHaTopamu, B pesynbTate Yero MoXeT CHU3UTbCA
NPOW3BOANTENBHOCTb KOOPAMHATOPOB.
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e Ecam Baw ViPNet Coordinator HW HenocpeacTBeHHO cBfizaH ¢ Apyrmu koopguHatopamu ViPNet,
pekomeHgyeTcs B paiifie iplir.conf B CEKUMAX [id], COOTBETCTBYHOLLMX STUM KOOPAMHATOPaM,
yKasaTb B MapameTpe accessiplist METPUKY 1. B 3ToM ciyyae npu HaiMunm HECKONbKINX
a/bTepHaTVBHbIX MapLUPYTOB 3alUMLLEHHbIN Tpaduk Bceraa byaet nepesaBatbca NO KpaTyavilemy
MapLupyTy — 4yepes cocegHuin koopamnHaTtop ViPNet.

Mpn HeOHXOAMMOCTIN Bbl TAKXKE MOXKETE HAaCTPOUTL NepepacnpeseneHne MapLIpPyToB (CM. rioccapui,
cTp. 158) no npotokony OSPF.

Hactpownka npotokona OSPF

Ans Hactponkun npoTokosna OSPF BbiINOAHWTE chepytowme felCTBUS:

1 Bonaute B Be6-uHTepdelic ViPNet Coordinator HW B pexxume agMmuHnctpatopa (cm.
«MopkntoueHne k Beb-nHTepdency» Ha cTp. 17).

2 [lepeliguTe Ha cTpaHuuy CeTeBble HacTpoiky > MapLlupyTm3lauums, a 3ateM Ha Bkaaaky OSPF.

3 B pa3gene HacTpoWiku BKIHOUUTE NCMOb30BaHME MPOTOKOA, YCTAaHOBMB NepektovaTeb B
BEPXHEW YacCTu CTpaHWULbl B NosoXeHWe BkatoueHa.

4 YKaxwTe NOoACETb, B KOTOPOWN JOMKHA OCYLLECTBAATLCA MapLUpyTM3auma no npotokony OSPF. Ans
3TOro HaxxmuTe KHoMKy [lo6aBuTh 1 ykaxuTe ciegyrolme napameTpsi:

o IP-agpec nogcetn n macky nogcetn B Hotauum CIDR (Hanpumep, 0.0.0.0/0).
o O6nactb MapwpyTtusaumm (cM. rnoccapuid, ctp. 158), B KOTOpyHO BXOAWT YKa3aHHas NOACETb.

Haxxmute kHonky CoxpaHuTb.

e Cnyx6a OSFP Il scrosens

MapwpyTs

PacnpoCTpOHATE MapWpPyThl: [ ] DHCP

|: Cratnuecxme

IYSPE-_co
e E o

10.0.14.0/24 2
192.168.0.0/16 0
192.168.13.0/24 5

PucyHok 66. Hacmpotika OSPF-npomokoaa

5 Co3gante ciegytolme ceteBble GUILTPbI OTKPLITOW CETH:
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o  O®unbTpbl, paspeLlatoLime BXOAALLNN OfHOHaNpaBaeHHbIM IP-Tpaduk (unicast) n
lwmnpokoBeLaTenbHbil (multicast) IP-Tpaduk no npotokony OSPF ot Bcex coceaHux OSPF-
MapLUpyTM3aTOpOB, ¢ KOoTopbiMK B3anmogeictayet ViPNet Coordinator HW:

Tabauya 8. Punempei 0ns exodawezo OSPF-mpadguka

Ha3BaHue NcTtouHunk Ha3sHaueHne T[lpoTtokon [Jencrene

Rule 1 <IP-agpec OSPF- @local IP:89 pass
MapLupyTm3aTopa>

Rule 2 <IP-agpec OSPF- @multicast IP:89 pass
MapLupyTv3aTopa>

®PUAbTPbI AOMKHBI BbITb CO3AaHbI A1 Kaxaoro cocegHero OSPF-mapLlupyTtunsaTtopa B obnacty, B
koTopoli HaxoanTcsa ViPNet Coordinator HW.

Mpumeuanwue. Ecnv Bbl 06HoBMAKM ViPNet Coordinator HW ¢ Bepcum 4.1 1 HXKE, TO CUCTEMHBINA
06bekT GOSPF BaM TpebyeTca co3aaTb BPYUHYHO (CM. «[pynna npoTokonos» Ha cTp. 71). B
dunbTpax BMecTo @OSPF Bbl TakXXe MOXeTe yka3aTb proto 89.

o  ®unbTp, paspewarowmii ucxoaawmii IP-tpaduk ViPNet Coordinator HW no npotokony OSPF ot
ntoboro IP-agpeca NCToYHMKa:

Tabauya 9. @unempel 015 ucxodsujezo OSPF-mpaguka

Hassanne McTouHuk HasHaueHne [lpoTtokon [JenctBue

Rule 3 @local @any IP:89 pass

MNMoapobHee o co3paHnm ceTeBbiX GUALTPOB CM. B pasgene Co3gaHve N U3MEHEHWE CeTEBOrO
dunbTpa (Ha cTp. 76).

BHumaHme! Eciv Bbl He HacTpouTe yka3aHHble uabTpsl, To ViPNet Coordinator HW He cmoxeT

A pabotatb no npoTtokony OSPF (cm. «Obuime ceegeHuns ans paboTel no npotokosy OSPF» Ha
ctp. 119).

Ecan BnocneacTteun n0Tpe6yeTc;| OTKa3aTbCA OT MCMOJIb30BaHNA NPOTOKO1a OSPF 4NAa MapuwpyTtusaumnn,
YCTaHOBWTE MNMepeKk/tovaTe/ib B NOJIOXEHUNE OTknroueHa.

Ecnm B noacetn npekpalleHo ncnosb3oBaHue npotokona OSPF, yaanute ee. YTobbl yaanute NoAceTb, B

CTPOKe PAAOM C HeW LLeNKHWTE 3Ha4OoK )( nocsie Yero B MOABMBLUEMCA OKHe COOBLLeHNa Haxmute
kHonky OK.
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Hactpolika nepepacnpeseneHuns mapLipyToB

Mpotokon OSPF no3BoasieT ocyllecTBAsTb NepepacnpegeneHune (redistribute) mapupytos (cm.
rnoccapui, ctp. 158). B kakux ciyyasx 3To MoXeT TpeboBaTtbca?

B osHOW pa3BeTB/IEHHOM CETU MOXET ObITb 06Pa30BaHO HECKONbKUX aBTOHOMHbIX CUCTEM (CM.
rnoccapui, ctp. 156) No NpuUmMHe NCNOb30BaHMWs B Pa3HbIX MOACETAX Pa3HbIX MPOTOKOJIOB
MapLupyTM3aumun. HanpvmMep, B OAHOM NOACETN MOXKET MCMNO/Ib30BaTbCA CTaTUUeCcKas MapLIpyTU3aLms, B
ApYyro — AvHammyeckas mapwpytusaumsa no npotokony OSPF. B pesynbTate 370 06pasyet Age
ABTOHOMHble cucTeMbl. YTOBbI CMCTEMbI MOFAN B3aMMOZENCTBOBATL APYT C APYrOM, Ha MapLUpyTM3aTope,
KOTOPbI YCTAHOBJ/IEH Ha rpaHuLe 3TUX CUCTeM, TpebyeTca HacTpoUTb NepepacnpeseneHre MapLupyTos. B
pe3y/nbTaTe Npoun3olAeT 0OMeH MapLUPYTHOW MHPOPMaLIMEN, NONyYaeMOM U3 3TUX CUCTEM, U OHU ByayT
MMeTb CBA3b APYT C APYTOM.

Ha PUCyHKE HMXKe NMOoKa3aHa CXemMa BBaVIMOAel\/‘ICTBVIFI HECKOJIbKMX aBTOHOMHbIX CUCTEM.

ABMOHOMHAA cucmema

’
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PucyHok 67. [Ipumep monosao2uu cemu ¢ HACMpPOeHHbIM nepepacnpedesieHueM Mapuwipymos

B npuBeaeHHOM NprMepe paccMaTpmBaeTcs 4 B3aMMOZAENCTBYOLWMX NMOACETH, 2 U3 KOTOPBIX BXOAAT B
O/HY @aBTOHOMHYHO CUCTEMY, MOCKOJIbKY OHW paboTatoT no ogHoMy npoTtokony OSPF, octanbHble — B ABe
ApYyrue aBTOHOMHbIE CUCTEMBI, MOCKOJIbKY OHW paboTatoT no npoTtokonam Static ¥ DHCP cooTBeTcTBEHHO.
Mpwv 3ToM MapLpyTn3aTop 1 ABASETCA rpaHWYHbIM MapLIpyTM3aTopoM (cM. «ObLive cBeseHUs Ans
paboTbl no npotokony OSPF» Ha cTp. 119), MOCKO/IbKY OH PacrnooXeH Ha rpaHuLe TPeX aBTOHOMHBbIX
cnctem. YTo6b1 MapLIpyTM3aTopbl 2 M 3 MOV NOJYUMTb MHGOPMALMIO O MapLUPyTax, MCMOAb3yeMbIX Ha
MapLupyTu3aTopax 4 1 5, n, COOTBETCTBEHHO, UTObbI y3/1bl CETU dUAVana N ceTelrt NapTHEPOB MOTAN
obmeHmBaTbCA IP-Tpadmkom apyr ¢ Apyrom, TpebyeTcs HacTPOWTb NepepacrnpeaeneHe MapLIpPyTOB Ha
MapLpyTtu3satope 1. Mocae HacTPONKM MapLIpPyThl, MONYUYEHHbIE U3 CETEN NAapTHEPOB (OT
MapLpyT3aTopoB 4 1 5) Ha MapLlupyTm3aTtope 1, 6yayT nepejaBaTbCs Ha MapLIpyTU3aTop 2, a C
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MapLupyTM3aTopa 2 — Ha MapLupyTusatop 3. B pe3synbTate maplpyTtmsatop 3 Oy4eT 3HaTb cTaTMyeckune
MapLUpyTbl, NPOMMCaHHble B ceTU NapTHepa 1, n MapLpyThl, BbigaBaeMble DHCP-cepBepom, B ceTu
napTHepa 2.

YT0bbl HAaCTPOUTL NMapaMeTpbl NepepacrnpeieneHns MapLIPYTOB, BbIMOJHWTE Ciefytolme AeACTBUS:

1 Bougute B Be6-uHTepdeiic ViPNet Coordinator HW B pexwvme agMmuHncTpatopa (cm.
«[MoakntoueHmne Kk Beb-nHTepdelicy» Ha cTp. 17).

2 Tepengute Ha cTpaHuuy CeTeBble HacTpoiku > MapLupyTusaums, a 3atem Ha Bknagky OSPF.
3 B pa3gene Hactpoiikun yctaHoOBUTE GAaxok B rpynne PacnpocTpaHATe MapLUpyThbi:
o DHCP, utobbl BkAtOUMTL NepepacnpeseneHme mappytos DHCP-cepsepa.

o CTaTI/l‘-IeCKI/Ie, UTO6bI BKAKOUYUTD nepepacnpegeneHne Cctratm4eCkux MapLpyToB.

@ CeTteBble nHTEpdercsl  MapwpyTnsaums

Cnyx6a OSFP Il s

MappyTs

PacnpocTpoHAaTe MapwpyTsl: |7 DHCP

|: CraTuueckme

NSPF_ra
OSPF-cemn

10.040/24 1

PucyHok 68. BkntoyeHue nepepacnpedeneHus mapuipymos DHCP-cepsepa
4 YT1obbI BBIKNOUUTL MepepacnpegeneHe MapLIpyTOB, CHAMUTE COOTBETCTBYOLLME PAAXKKM.

5 Haxmure kHonky CoxpaHuTb.
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VIPNet Coordinator

MPOCMOTP XXYPHaNa
MakeToB

MoHuTopumHr coctosiHua ViPNet Coordinator HW
MpocmoTp XypHana pernctpaumm |IP-naketos

MpocMoTp cTatucTnyeckon nHopmaumm ob IP-naketax
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MOHWTOPWHT cocToAHMA VIPNet
Coordinator HW

Bbl MOXeTe cneanThb 3a coctosiHneM y3na ViPNet Coordinator HW B pexxnme peanbHOro BpemMeHu,
npocmaTpuBas rpadurkm 3arpysky npoLeccopa v onepaTMBHOW NamMsaTh, BPEMs HEMPEPLIBHOW paboThl, a
Takxke TekyLllee cocTosiHNe gemMoHoB 1 gparisepoB ViPNet Coordinator HW.

MpuMmeuaHue. s geMoHa cuctembl 3aLwmTbl OT cboes failover Ha cTpaHuLe CocTosiHMe
CUCTEMBI Tak)ke OTobpaxaeTcs pexkum paboTbl (OAMHOUHBIV PEXMM UAN PEXMM KaacTepa

ropsivero pesepBrMpoOBaHMA).

Mpw paboTe B pexxmme KaacTepa ropsvero pesepsmpoBaHns rpaduku 3arpysku npoLeccopa u
onepaTMBHOM NaMATY OTOBPAXKarOTCs TOJBKO A5l aKTUBHOO CepBepa KaacTepa.

Y106kl MpocMoTpeTb MHPopmMauuto o Tekyllem coctosHum ViPNet Coordinator HW, BbinoaHuTe
cnesyroLine LencTBus:

1 Ha HauanbHOM cTpaHuLe Be6-nHTepdelica WweakHuTe nanTtky MoHUTOPUHT.

2 Ha ctpanuue CoctosiHue cucTeMbl byaeT oTobpaxeHa nHpopmaums o ViPNet Coordinator HW. Ha
JaHHOWM CTpaHULLE Bbl MOXETE CEANTb 38 U3MEHEHMEM OTOBPAXKEHHbIX NapaMeTpoB.
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(‘&) CocTofHWe CUCTEMbI

CoLTOAMME CHETenp

Obwaa nHbopMauma Barpyaxa npousccopa
Paucane Failower LTS IO N ] 123?‘
MENOAbIoBIMG NECTa HY 152 M5 ma 527 MB (19%) 0% - Ofian
SLHOBHOM AMCKE ;-:I-: 2 : a0 p . "o, w- Failowar
N . . 0% 4y - | #e ~+ Iplir
LOCTOAHKME 50% e e

0% 4. . ¥ = MFTF
Coctonmme Failover PaGotaer 0% - LG
Cocroamue [pl PaBataer 0%

s il Lplur o '@V . YO - WabGUI
Cocroaque MFTF FaGataer Iy S LTTERIITETE IR ST T .
Coctonnue ALG: PaGotaer 2008 2007
Coctonmue WebGLI Patotaer
MICMOABIOBAHME NALATHA

Bpeua menpepuBmod 5 BI4T
cabere & aHed 03 999 M? :

900 ME -
Beero RAM 599 M5 0 M

700 ME -
Dain H )

afin nogKasdKi & WCMIONBIYETCA 500 M
500 ME - RAM
MamyumTs dakn xyprana H90ME -

300 MB 4

JOME 4 sese & 888 88 88 88 S840 B8

100 ME

OME .
20006 20007

PucyHok 69. MoHumopu+e cocmosiHus ViPNet Coordinator HW

CobbITUS, CBA3aHHbIE C AeMOoHamu, Bxoaawmmm B coctaB ViPNet Coordinator HW, 3anuceiBatoTcsa B
XypHan yctpaHeHus Henonagok MO ViPNet. 3ToT XypHan No3BosfeT AnarHoCcTMpoBaThb
NpaBuAbHOCTb GYHKLMOHUPOBaHWA MO. OH coaep>XMT 6OoNbLLOE KONNYECTBO AeTasel O npoLeccax,
npowucxoaaimx BHyTpu cnyx6 ViPNet Coordinator HW, 1 npegHasHaueH ans pa3paboTumnkos.

YT106bl 3arpy3nTb apxmB C pacLUMPEHMEM * . zip, COAEP>KALLMIA TEKCTOBbIN dain XypHana
ycTpaHeHus Henonagok MO ViPNet, HaxxmuTe kHonky Moayuntb ¢aiin xxypHana.

BHumaHme! 3arpyska apxviBa XypHana yCTpaHeHWsa HernoiafokK AOCTyNHa TONbKO B pexumMe
agMuHMCTpaTopa (cM. «Pexxnmbl monb3oBaTens v ajMuHUcTpaTopa» Ha cTp. 14).

ViPNet Coordinator HW 4. Hactporika ¢ nomouubto Beb-unHtepderica | 137



[ DOCMOTP XXypHana perncrpaumm
|P-rnakeToB

Ynpasnatowmin gemoH ViPNet Coordinator HW Beget XypHan perncrtpauun IP-naketos, B KOTOPbIN
3aHocuTCA MHopmauma 060 Bcex IP-nakeTax, NpoxoasLLmx yepes ceTeBble MHTepdENnchl y3na.

YTobbI NPOCMOTPETL 3TOT XYPHaJi, BbINOJHUTE C/iegytoLne ,Cl,el‘/’ICTBVIﬂI

1 Boligute B Be6-uHTepdeiic ViPNet Coordinator HW B pexume agMuHncTpatopa (cm.
«[MoakntoueHmne Kk Beb-nHTepdelicy» Ha cTp. 17).

2 Ha HauanbHOW cTpaHuue Be6-nHTepdelica WwenkHuTe Nantky MOHUTOPUHT U NeperanTe Ha
cTpanuuy Ctatuctmka v >kypHanbl. Ha Bknagke XypHan perncrpaumm IP-nakeToB no ymonyaHuio
3aflaHbl MapameTpbl 414 NPOCMOTpPa 3anuncein 06o Bcex IP-nakeToB, NpoLleaLnx Yepes ceTeBble
nHTepdelicbl COBCTBEHHOTO y3na 3a NOCAEAHUI Yac (No ymonyaHuto He 6osee 100 3anumcert). YTobbI
NPOCMOTPETb Takme 3anucK, HaxXMuTe KHonky Hantu.

3 Yto6bI BbIOpaTh 3anmcK U3 XypHana perucrpaumm IP-nakeToB 414 NPOCMOTPa, YKaxkuTe caegytoLme
Kputepun nomncka IP-nakeTos:

o B pa3gene MpwusHaku IP-nakeToB B COOTBETCTBYIOLLMX CIMCKaX BbibepuTe:

ceTeBOM UHTepdENC, Yepe3 KoTopbIr NpoxoaaT IP-nakeTsl (eth0, eth1 n Tak ganee);

e TuN TpaduKa, K KOTOPOMY OTHOCATCS |P-nakeTbl (TYHHeNMPYeMBbIR, TPaH3UTHBIV
3aLUMULLEHHBIN, TPAH3UTHbBIW OTKPbITHIM, NOKaNbHbIN 3aLNLLEHHbIA AW JIOKA/bHBbIN
OTKPbITbIN);

e TuN agpeca IP-nakeToB (O4HOAAPECHBIN, LUIMPOKOBELLATE/IbHBIA AN TPYMNNOBOW);
e npwu3HakK TpaHwIALMK IP-NakeToB (TpaHCAMPOBaHHbIE, He TPAHCAINPOBaHHbIE);

e CObbITME, K KOTOPOMY OTHOCATCA IP-nakeTbl (BAOKMPOBaHHBIW, MPOMYLLEHHbIN NN
CNYXKeBHbIN);

e MPOTOKOJ, C UCMOJ/Ib30BaHWeM KoToporo nepegatrotca IP-naketsl (TCP, UDP, ICMP naun
ApYron).
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@ CoctosHue cuctembl  Cratncruka u >KypHaJbl

KypHan peructpauwwm [P-naketos

A CKpbITh KPUTEPMIA NOMCKA (|
-

Npu3Haku IP-nakeToB NcToYUHMK

CeTeBol vHTephelc Bce ceTerle MHTepdeckl - IP-Appec: Bece

Tun Tpadwka: Becb Tpadmi - CeTeBoi y3en: Q| Moii yzen
Tun agpeca: NMoboi - MopT: Bee -
TpaHCNALMA: Bce -

1 NomeHATs MecTamu
Cobeithe: EnokmpoearHeie IP-nakeTwl -

[ ] uckats 8 o6owx HanpasaeHnAx

MpoTokon: Bce npotokonsl -

HasHaueHue
OGLU'ME IP-Appec: Bce -
Mepyog pervcTpauum; Mocnegnve 24 vaca -

CeTeBoM y3en: 21230003 Q | Moii yzen
Otobpaxate He Donee: 10 nocneaHWx sanncei

MopT: Bece -

Haiitw BoccraHOBWUTE 2HaUeHWA NO YMOAYAHWH

PucyHok 70. 3adaHue kpumepues noucka IP-nakemoe 8 XypHasne
o B pasgene NctouHnk (HazHaueHne) B COOTBETCTBYHOLLMX MOAAX YKAXKMUTE:

e |P-agpec otnpasuTens (noayyatens) unum gvanasoH IP-agpecos otnpasutenel
(nonyuateneit);

e VaeHTUUKATOP CETEBOrO Y3a;

e HOMep rnopTa oTnpasuTens (nonyyatens).

Coser. B pazgenax MictouHnk 1 HasHauyeHune:

e YT06bI yKa3zaTb MAEHTUPMKATOP CETEBOTO Y3/1a HaXMMUTE KHOMKY O\, B OTKPbIBLLUEMCS OKHE
BblIOEPUTE HYXKHBIV y3ea B CIUCKe U HaxXmuTe KHOMKy [fanee. MNepBbiM B 3TOM Crvcke
oTobpaxkaeTcs COBCTBEHHbIN y3e.

e YT106bI NOMEHATb MecTamu IP-agpeca, ceTeBble y3/1bl U MOPThI OTNPaBUTENEN W NoJTyYaTenen,
HaXXMWTe COOTBETCTBYHOLLYIO KHONMKY.

e YT10b6bI OAHOBPEMEHHO NPOCMOTPETb HE TOJILKO 3anmcu 06 IP-naketax, nepeaaHHbIX
oTnpasuTenemM nonayyvyatento, HoO u 06 IP-nakeTax, nepeaaHHbIX B 06paTHOM HanpaBJeHNN,
yCtaHOBUTE ¢>}'Ia)KOK MckaTb B 060Mx HanpaBaeHUaAX.

o B pa3gene Obwme:
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B nose Flepmo,q perncrpaunm ykaxXxmte gnarnasoH BpeMeEHU, 3a KOTOprl‘/’I Bbl XOTUTE

NpPOCMOTPeTb MHPopMaLmto 06 IP-nakeTax;

yTO6bI OrpaHNYNTL YMCNO 3anucelt 06 IP-naketax, oTobpaxaemoe B pe3ynbTaTte Nomucka,

yCTaHOBUTE COOTBeTCTBy}OLIJ,I/Il‘/’I Cb.l]a)KOK N yKaXXunte 31O 4ncio.

3atem Haxkmute kHonky HawTtu. B pesynbTtate Ha Bknagke XKypHan peructpaumm IP-naketos

oTOb6pas3nTCca CNMCok 3anuncein ob IP-nakeTtax, OTBEYAOLLMX 3a4aHHbIM KPUTEPUSAM MOUCKa.

¥ OTKpEITE KPUTEPUK NOKWCKa

o
o
o
o
o
o
o
o
o
o

PucyHok 71. lpocmomp 3anuceli 8 XxypHane pecucmpayuu IP-nakemos

25.12.2015 10:35
25.12.2015 10:35
25122015 10:34
25.12.2015 10:34
25.12.2015 10:34
25.12.2015 10:34
25.12.2015 10:34
25.12.2015 10:34
25.12.2015 10:34
25.12.201510:32

10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104
10.0.14.104

4  BbIMNONHUTE OAHO W3 AENACTBUN:

2046
2046
2046
2046
2046
2046
2046
2046
2046
2046

11003
11.00.7
11.00.18
11.00.14
11008
11001
110011
11.007
11.003
11.00.14

]

2046
2046
2046
2046
2046
2046
2046
2046

2046

17-
17-
17-
17-
17-
17-
17-
17-
17-
17-

UDP
UDP
UDP
UDFP
UDF
UDP
UDP
UDP
UDP
UDP

MpocmoTp IP-naketa

10
10
10
10
10
10
10
10
10
10

3790
3790
3790
3790
3790
3790
3790
3790
3790
3790 ~

o [Ana npocmoTpa noapobHon nHbopmaLmm o6 IP-nakeTe aBaXAbl WENKHUTE COOTBETCTBYHOLLYHO

3anncb B Cnmcke.

o [lns akcnopTa cnncka HangeHHbIX 3anuceli o6 IP-naketax B dann popmata XLS (Hanpumep, ans

nocneayrowiero aHanun3a) Ha NaHean MHCTPYMEHTOB HaXXMWUTE KHOMKY .

o /[lnq 3aBeplueHNa NPOCMOTpPa CNMcKa HaAeHHbIX 3anmcein ob IP-nakeTax uan nsmeHeHus
napameTpoB noucka |IP-nakeToB B XXypHasie Ha NaHean MHCTPYMEHTOB HaXXMUTE CCblIKY

¥

Peaynerathl
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[10OCMOTP CTaTUCTNYECKOM
MHOOPMaLMM 06 IP-rnakeTtax

Y106bI MPOCMOTPETH CTaTUCTUYECKYH MHDOPMaLMIO O KoanyecTse IP-nakeTos, 610KMPOBaHHbIX UK
NPOMYLLEHHbIX Ha y3/1e, BbIMOJHWUTE Cliedytollne AeCTBUSA:

1 Tepengunte Ha cTpaHmuy MoHuTopuHr > CTaTucTuka u XKypHanbl 1 BbibepuTe Bkaagky CtaTuctuka.
B pesynbTtaTe oTo6paznTca MHGOPMaLMA O KOMYECTBE OTKPbITbIX, 3alMPPOBaHHbIX,
LUIMPOKOBeELLATEeNbHbIX OTKPBITBIX M LUMPOKOBeLLaTebHbIX 3alMPpoBaHHbIX |P-nakeTax, npoLesLmx
yepes BCe ceTeBble MHTEPdENChI y3na.

@ CocroaHune cnctembl  CTaTUCTUKa M KypPHaJlbl

Cratmcika

Bce ceTeBble MHTepdeRcel = |

OTKpeITEIE 75679 6073 111987 0
3awwdpoBaHHkle 1498 1636 1539 145283
WupokoeewaTtensHele 2652105 2951 5 0
UupokoeewaTtensHule 3awndpoeadyeie 38001 1112210 9791 0

PucyHok 72. Mpocmomp uHgopmayuu o konudecmse IP-nakemos, npoweduwiux Yyepes ece cemessie
uHmepgelicsl ViPNet Coordinator HW

2 Ytobbl npocMoTpeTb MHPOPMaLMIO O KonuyvecTse |P-nakeToBs, NpoLUeALLMX Yepe3 onpesesieHHbIN
ceteBoli uHTepdeiic ViPNet Coordinator HW, BbibepuTe 370T nHTepdelic B cnucke Ha naHenun
WNHCTPYMEHTOB.
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[ 1DOCMOTP CUCTEMHOTO XXYpPHaNa

YTt0obbI NpocMoTpeTh cncteMHbil XXypHan ViPNet Coordinator HW, BeinoaHuTe creayrowime feiicTBUS:

1 Ha HauanbHON cTpaHuWLe BeG-nHTEpdeiica WweakHWTe NANTKy MOHUTOPWHT 1 nepenaunTte Ha
cTpaHuuy CTaTncTvKa 1 XXypHanbl. Ha Bkiagke CUCTEMHBIN XKypHa Mo yMOAYaHUIO 3a4aHbl
napameTpsbl 411 NPOCMOTpPa 3anucei o Bcex cnyxbax 3a Bce Bpemsa pabotsl ViPNet Coordinator HW.

2 UYrtobbl BbIGPATh 3aNMNCU N3 CUCTEMHOTO XYypHaaa A MPOCMOTPa, YKaXuTe ciedytoLne Kputepum
rnowvcka 3anucen:

o B pasgene ®unbTp cobbiTin BbIOGEpUTE CNYKOY B COOTBETCTBYHOLLEM CMINCKE U BBEAUTE
TEKCTOBYHO CTPOKY AAs noucka. Haxmute kHonky MpumeHnTtb GuabTp.

o B pa3gene Mepexos Kk BpemeHu 3aainTe 4aTy U Bpems,, UTOBbl MPOCMOTPETbL 3anuncK XypHana ¢
yKa3zaHHOro MoMeHTa BpemMeHu. Haxxmute kHonky MeperiTtu.

CKpbiTh NapamMeTphl GUALTDALMA N HABUTALINK Ckauatb dain xypHana

() ®unetp cobermuin: woban cayxba timezone

@ Mepexod Kk BREMEHM: 12:44 17.01.2017 E‘I

Jan 17 12:43:50 2017 hw-va-15ea0011 failoverd[4097]: [01-17 12:43:50] UdbDispatcher:Dispatch: -
command 3001, GET_STATE

Jan 17 12:43:50 2017 hw-va-15ea0011 failoverd[4087]: [01-17 12:43:50]
UdbManager:DispatchCommand: [0x7f2572b82bb0] Command 3001 processing
complete on fd 9

Jan 17 12:43:50 2017 hw-va-15ea0011 rvpn_shell[4985]: <I_KEYINFO> Command 'iplir show key-info'.

Jan 17 12:43:50 2017 hw-va-15ea0011 iplircfg[4140]: [01-17 12:43:50] HandleNatSettingsChange:

natsettings change for unknown ID 270E0396, ignored

Jan 17 12:43:50 2017 hw-va-15ea0011 iplircfg[4140]: Free space check - OK, filesystem /opt/vipnet
available: 1830768640 bytas, required: 104857600 bytes M
{ { | crpannua |24 W3 24 | | MokasaHsl CoBbITMA 11501 — 11873 13 11873

PucyHok 73. lpocmMomp 3anuceli 8 cCuCmeMHOM XypHase
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CeTeBble GUALTPLI MO
YMOJTHYAHWIO

CeTeBble GUALTPLI, B TOM Uncie GuabTpbl CUCTEMBI 3aLuUThl OT cboeB, co3paBaemble B ViPNet
Coordinator HW no ymonuaHuto, nepeuncieHbl B Tabamuax HUxXe.

Tabauya 10. Punempel 3awuweHHolU cemu (vpn)

HaseaHne NcTtouHmnk HasHaueHne MpoTtokon [JenctBue
B akTMBHOM pexume knactepa (HepeaakTmpyemblia)

ViPNet Service @any @any udp: from 2060 to 2060  pass

B naccvBHOM pexvmMe knacTepa (HepeaakTMpyemblia)

Block all vpn traffic @any @any @any drop
ObLwwme GuabTpsbI

Allow DHCP service @any @any udp: from 67 to 68, pass
from 68 to 67

Allow DHCP-Relay service @any @any udp: from 67 to 67 pass
Allow ViPNet base services @any @any udp: to 2046, from 2048  pass
to 2048, from 2050 to
2050
Allow ViPNet DBViewer @any @any tcp: to 2047 pass
Allow ViPNet StateWatcher @any @local tcp: to 5100, 10092 pass
Allow ViPNet MFTP @any @any tcp: to 5000-5003 pass
Allow ViPNet WebGUI @any @local tcp: to 8080 pass
Allow ViPNet SGA @any @local tcp: to 10095, tep: to pass
5103, tcp: to 10093
Allow ICMP Ping @any @any icmp8 pass
Allow SSH @any @any tcp: to 22 pass
Allow DNS @any @any udp: to 53 pass
Allow NTP @any @any udp: to 123 pass
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Ha3BaHune NcTouHuk Ha3sHaueHne Mpotokon [OetictBne

Allow UPS service @any @any tcp: to 3493 pass

MpumeuaHue. B
ncnonHeHum ViPNet
Coordinator HW VA gaHHbI
dUNBTP OTCYTCTBYET.

Allow syslog outgoing @local @any udp: to 514 pass
Allow SNMP @any @local udp: to 161 pass
Allow SNMP traps @local @any udp: to 162 pass

BaokunpytoLmin uabTp (HepeaakTUpyeMbiin)

Block All Traffic @any @any @any drop

Tabauya 11. /lokaneHsle punempsl omkpeimoli cemu (local)

Ha3BaHue NcTtouHuk Ha3HaueHune MpoTokon [Jencrene

B 0AnHOYHOM pexume cucTembl 3aLLmTbl OT COOEB, B aKTMBHOM M MacCMBHOM pexXmnmMax kaacrtepa
(HepegakTpyemebie)

ViPNet Service @any @local tcp/udp: to 2046, drop
Commonln 2047, 10095, 10096,

5100, 5103, 10092,

10093
ViPNet Service @local @any tcp/udp: from 2046 drop
CommonOQOut

B akTMBHOM pexunme knactepa (HepeaakTmpyemble)

Failover test IP @local <CMUCOK 3HaYeHUN icmp pass
napameTpoB testip

n3 failover.ini>

Failover Channel @local iface <3HaueHue @any pass
napameTpa device

n3 failover.ini>

Failover Channel <3HayeHue iface <3HaueHne @any pass
napameTpa napameTpa device
activeip n3 failover.ini>
BTOPOro cepBepa
"3

failover.ini>

B naccuBHOM pexxnme knactepa (HepegakTupyemeble)
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Ha3BaHune NcTtouHunk Ha3HaueHune MpoTokon [OetictBne

Failover Channel @local iface <3HaueHne @any pass
napameTpa device

n3 failover.ini>

Failover Channel <3HaueHune iface <3HaueHune @any pass
napameTpa napameTpa device
activeip n3 failover.ini>
BTOPOro cepsepa
"3

failover.ini>

ARP requests to active  @local <CMUCOK 3HaYeHUN udp: to <3HauyeHue pass
napameTpos connect port un3
activeip us failover.ini>

failover.ini>
Block all local traffic @any @any @any drop

Ob6wwne GunbTPbI

Allow DHCP service @any @any udp: from 67 to 68, pass
from 68 to 67

Allow DHCP-Relay @any @any udp: from 67 to 67 pass

service

Allow ICMP Ping @local @any icmp8 pass

Allow DNS @local @any udp: to 53 pass

Allow NTP @local @any udp: to 123 pass

BaokupytoLmin uabTp (HepeaakTUpyeMbiin)

Block All Traffic @any @any @any drop

Tabauya 12. TpaH3umHsie unempel omkpsimoli cemu (forward)

Ha3BaHue NcTouHuk Ha3HaueHune MpoTokon [JenctBne
B naccvBHOM pexwvime knacTepa

Block all forward traffic @any @any @any drop
Brokunpytownii dbunbTp (HepesakTMpyembii)

Block All Traffic @any @any @any drop
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Tabauya 13. @uaempsl myHHeaupyemMsix y3108 (tunnel)

HaseaHne NcTtouHmk Ha3HaueHune MpoTtokon [OenctBue
B naccuBHOM pexxunme knactepa (HepesakTMpyeMbiin)

Block all tunnel traffic @any @any @any drop
O6wmnin dunbtp

To all tunnel nodes @any @tunneledip @any pass
From all tunnel nodes @tunneledip @any @any pass
Brokupytowmin duabTp (HepesakTUpyembli)

Block All Traffic @any @any @any drop
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[ lonb3oBatenbckme rpymmnbl
MPOTOKONOB MO YMOJYAHMIO

Mo ymonuaHuto B ViPNet Coordinator HW HacTpoeHbl nosb3oBaTenbckue rpynnbl NPOTOKOJIOB,
nepeyncieHHble B TabamLe HUXKe.

Tabauya 14. lNonw3osamensckue epynnel NPOMOK0108, HACMPOEHHbIE NO YMOJIYAHUIO

Mms rpynnbl NpoToKoN0B CocraB rpynnbl NPOTOKO/I0B
DHCP UDP:from 67-68 to 67-68
CITRIX TCP:to 1494

DNS UDP:to 53

FTP TCP:to 21

GRE 1P:47

H323 TCP:to 1720

HTTP TCP:to 80, TCP:to 8080
HTTP-Proxy TCP:to 3128

HTTPS TCP:to 443

IGMP IP:2

IKE UDP:to 500

IMAP TCP:to 143

IPSecESP IP:50
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Wms rpynnbl NpoToKON0B
Kerberos
L2TP

LDAP
LotusNotes
MS-SQL
MySQL
NetBIOS-DGM
NetBIOS-NC
NetMeeting
NTP

PING

POP3
Postgres
PPTP
RADIUS
RDP

RTSP

SCCP

SIP

SMTP

SNMP
SNMP-Traps
SSH

Syslog
Telnet

TFTP

UPnP

MFTP
StateWatcher
ViPNetBase

Cluster

CocTaB rpynrbl IPOTOKOJ/IOB
TCP:to 88, TCP:to 749, UDP:to 88, UDP:to 749
UDP:to 1701

TCP:to 389, UDP:to 389
TCP:to 1352

TCP:to 1433-1434, UDP:to 1433-1434
TCP:to 3306

UDP:from 138 to 138
UDP:from 137 to 137

TCP:to 1503

UDP:to 123

ICMP:8

TCP:to 110

TCP:to 5432

TCP:to 1723

UDP:to 1812-1813

TCP:to 3389

TCP:to 554

TCP:to 2000

TCP:to 5060, UDP:to 5060
TCP:to 25

UDP:to 161

UDP:to 162

TCP:to 22

UDP:to 514

TCP:to 23

UDP:to 69

TCP:to 1900, TCP:to 2869, UDP:to 1900, UDP:to 2869

TCP:to 5000-5003

TCP:to 2047, TCP:to 5100, TCP:to 10092

UDP:to 2046, UDP:from 2048 to 2048, UDP:from 2050 to 2050

UDP:from 2060 to 2060
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Wms rpynnbl NpoToKON0B
ClusterMonitoring

SGA
WindowsMobileDevices
WindowsMobileDevices2
VNC

OSPF

CocTaB rpynnbl NPOTOKOI0B

UDP:from 2060 to 2065, UDP:from 2065 to 2060

TCP:to 5103, TCP:to 10093, TCP:to 10095

TCP:to 990, TCP:to 999, TCP:to 5678, TCP:to 5721, TCP:to 26675

UDP:to 5679

TCP:to 5900

IP:89
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Tnbl COObLITUI B XXypHane
perncTpaumm [P-nakeTtos

Tunbl cOBLITUI, perncTpupyemsbix B XXypHane IP-naketos ViPNet Coordinator HW, moxHo nogenvts Ha
cnegytoLime rpynnbl U NOArpynnbl:

CobbITKA, PUKCUpPYEMbIe CUCTEMOM

’/\\\-

CobtiTvA, CBA3AHHLIE

CnywebHbe
C punLTRpaLren Tpadrka
cobuTMA
{ne Tuny IP-naketa)
BnoknpoeaHHbie Bce nponyweHHble
IP-nakeTnl IP-nakeThl
: Dunetpamu ¢ 3awwdpoBaHHbie
H ial.“““.ﬂ'“'mr‘ CETH E ........................... ..
DUNETPamMKI | HesawwdposarHtie
OTKPBITON CETH
Mo ppyram
{ NpHUMHaEM
T T .

PucyHok 74. Knaccugpukayus cobbimuli 8 xypHane IP-nakemos

OnvcaHue TMMNOB COBLITUI KaxxaoW NoArpynnbl NpUBeAeHo B Tabamuax.
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Tabauya 15. Cobeimus nodzpynnel Bce IP-nakemel/brokupoeaHHele IP-nakemel/IP-nakemeol,
6/10kuposaHHble cemesbiMU puNnemMpamu 3awjujeHHol cemu

Homep OnwucaHue cobbiTus

cobbITnA

1 He HaigeH kntou ans nepegaum naketa ceTeBOMY Y3y € MAEHTUOMKATOPOM, YKa3aHHbIM B
nakere

2 HeBepHoe 3HaYeHne UMUTO3ALLMTHON BCTaBKM MaKeTa. 3allMLLeHHble AaHHbIe UV OTKPbITas

|/|H¢opmau,|/m B MakeTe 6blN N3MEHEHbI npu nepejave

3 Bxoaawwmnii 3aliMppoBaHHbIA UAK NpejHa3HaYeHHbIN A1 LWNMGPOBAHNS UCXOAALLMI OTKPbITHI
nakeT 3a6710k1poBaH GUALTPOM 3aLLMLLEHHON CETM

4 Caviukom 60AbLLION TaliM-ayT NakeTa, TO eCTb BPEMS ero OTNpPaBKX OTAMYaeTCs OT BPEMEHU
€ro MoNy4YeHns Ha BeNUYMHY, 6O/bLLYHO yKa3aHHOW B COOTBETCTBYHOLLLEI HACTPOiiKe

5 BxoaAawwmii nakeT oTnpaBaeH ceTeBbiM y310M C Bepcueit gpansepa ViPNet, He coBMeCcTUMOW ¢
Bepcuen gpansepa ViPNet Ha ceTeBOM y3ne nonyyatens

7 MeTog WwndpoBaHna, Koj KOTOPOro ykasaH BO BXOAALLEM MnakeTe, He MOAJepXXunBaeTcs
8 Heponyctumble napameTpbl B pacluMppoBaHHOM nakeTe

9 IP-nakeT 610KkMPOBaH rnaBHbIM GUABTPOM 3aLLULLEHHOM CeTU

10 HewnsBecTeH ngeHTMPMKaTOp CETEBOTO y3aa OTNPaBUTENA NaKeTa

13 MpeBbILLEHO MakCUManbHOe Bpems npebbiBaHWA NakeTa B CETU

14 HeBepHbIli agpec nonyyatens naketa

15 MpeBbILWEeHO AOMYCTUMOE KOAMYECTBO OJ4HOBPEMEHHO 0bpabaTbiBaeMblx

q)pa TMEHTUPOBAHHbIX MaKeToOB

16 VicuepnaHa nnueH3na Ha KONMYeCTBO TYHHENNPYEMbIX Y3108

17 HeBepHblili IP-agpec nonyyatens

18 HeunssectHbIV IP-agpec nonyvatens

19 lMoameHa y3na otnpasuTens

70 TpaH3uTHbIN IP-nakeT 3a610kMpoBaH GUALTPOM 3aLUMLLEHHON CETH

Tabauya 16. Cobeimusa nodzpynnel Bece IP-nakemeol/baokuposaHHbie IP-nakemeol/IP-nakemel,
6/10kuposaHHble cemesbiMU hunbMpamu omkpsimoli cemu

Homep OnucaHne cobbiTus

cobbITuA

20 3abnoknpoBaH OTKPbITbIN NakeT

21 MaeHTudumkaTop oTnpaBmTens naketa Hem3BecTeH

22 OT 3alUMLLEHHOrO Y3/1a NOJyYeH OTKPbITLIN NakeT

23 OT 3aLUMLLEHHOTO y3/1a NOJYYeH OTKPbITHIN LWMPOKOBELATENbHbIV NakeT
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Homep OnucaHue cobbiTus

cobbITUA

24 Ha nopt, ncnonb3syembiit ogHUM 13 gemoHoB ViPNet, noayyeH oTKpbITbIV NakeT
30 JlokanbHbIV NakeT 3a610kNMpPoBaH GUALTPOM OTKPBITON CeTU

31 TpaH3nTHBIN NakeT 3ab610kMpoBaH GUABTPOM OTKPLITON CETU

32 LLinpokoBeLaTenbHbIv NakeT 3a610KknpoBaH GUALTPOM OTKPLITOW CETU

33 MakeT 3aba0knpoBaH GUALTPOM aHTUCNYPUHTa

37 MakeT 3a6710KMpPOBaH GUABTPOM TYHHENNPYEMbIX PECYypPCcOB

39 MakeT 3a610KMpPOBaH GMABTPOM MO YMOAUAHUIO MPU 3arpy3ke KOMMNbroTepa

Tabauya 17. Cobeimus nodzpynnel Bce IP-nakemsl/brokupoeaHHele IP-nakemoi/IP-nakemeol,
6/10kupo8aHHbie No Opya2um NPpUYUHAM

Homep OnucaHve cobbiTus

cobbITnA

80 Pasmep 3aronoBska |P-naketa MeHbLUe 4ONYCTUMOrO

81 Heponyctumas Bepcuns npotokona IP (mogaep>xxvsaerca Tonbko |Pv4)

82 [JnvHa 3aronoeka IP-naket MeHbLUe JOMYCTVMOWN

83 [JnvHa IP-nakeTa MeHbLUe yka3aHHON B IP-3aronoske

84 3HaueHne KOHTPOJIbHOM CYyMMbI B 3aronoBke IP-naketa otinyaertca oT ee 3HaveHus B IP-
nakere

85 Pasmep TCP-3arosoBka MeHbLUe AOMYyCTMMOro

86 Pa3mep UDP-3aronoeka MeHblLUe AONYCTUMOro

87 ObpaboTaHbl He Bce parmeHTbl IP-nakeTa

88 LLinpokoBeLLaTenbHbIN agpec oTnpaBuTens B IP-nakeTe

89 MepekpbiTve dparmeHToB IP-nakeTa. Hanbonee yctapeBLUMIA U3 NepeKkpbiBaeMbIX pparMeHTOB

IP-naketa oTbpoLueH

90 IP-nakeT He 6bi1 06paboTaH, Tak Kak A8 ero 06paboTkM HeJOCTaTOUHO BbIYNCAUTENBHBIX
pecypcos

91 IP-nakeT noayuyeH BO BpeMs MHMULUManmn3aLmmn gpansepa ViPNet

92 Pa3mep IP-naketa npesbiwaet 48 Kb6ant

93 Mo ncrteueHnn AonycTMMOro BpemMeHu NoJsiyYeHsl He Bce pparmenTbl IP-naketa

95 MonyueHbl gBa IP-naketa oT y310B ¢ pasHbiMK IP-agpecamu 1 oAMHaKOBbIMU
naeHTudunKaTopamm

99 3abnoknpoBaH pparMeHTUpPOBaHHbIN IP-nakeT
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Homep OnucaHue cobbiTus

cobbiTuA

101 TpaH3uTHbIN IP-nakeT He MOXeT ObITb MapLUPYTU3MpPOBaH

102 MpuknagHOM nakeT He 06paboTaH, Tak KaK He 3arpy>keH Mozy/ib 06paboTku Ha NPUKIaLHOM
YpOBHe

103 KonnyectBo ycTaHOBAEHHbIX COEAMHEHWUI MPEBbILIAET AONYCTUMOE 3HaYEHWNE, 3ajaHHOE B
COOTBETCTBYHOLLMX HacTpOMKax

104 CoesmHeHVe 3ab6710KMPOBaHO, Tak Kak NapamMeTpbl NCXOAALLMX NakeToB (socketpair) ans atoro
COeAMHEeHNA COBMaAatoT C TaKUMU NapaMeTpaMu ANs paHee YCTaHOBJIEHHOTO COeAVHEHWA

105 He yaanocb BblAeINTb AMHAMUYECKUIA NOPT 418 NpaBuia TPaHCAALMN aZpecoB (B nyse HeT
CcBOOOAHbIX MOPTOB)

111 He HaligeH kntou obMeHa

112 HeBepHoe 3HaueHne MMUTO3ALLMTHON BCTaBkM B He3awmndpoBaHHOM nakeTe Bepcun 4.2

113 HensBecTHbIV naeHTUdUKATOP CETEBOrO y31a OTNpaBnTens

115 He yaanock Halitn MapLlupyT Ans IP-naketa B Tabavue MapLupyTtmsaumm

116 He HangeH ceteBoi agantep

117 He yaanock onpegennte MAC-agpec nonyyatens naketa no ero IP-agpecy

118 Ownbka npu WwndpoBaHUM ncxogsilero IP-naketa g4na 3awWmLeHHOro y3na

119 MonyueH 3awmdppoBaHHbIi IP-nakeT HeM3BecTHOro popmata, KOTOPbI He MOXET BbITh
pacwmndposaH

120 Owwnbka npu otnpaske IP-nakeTa 3aLMLLIEHHOMY Y31y 13-3a NPobaeM C JOCTYNOM K 3TOMY
ysny

121 Owwnbka B paboTe knacTepa ropsayero pesepBrpoBaHma

122 [MonyyeH IP-nakeT HeM3BeCTHOrO NPOTOKOAA KaHa/IbHOMO YPOBHSA

130 OTcyTCTBYIOT CBOHOAHBIE AMHaMUYeCKME NOPTbl, HEOBXOAUMbIE ANS CO3AaHNA COEANHEHWS

131 Ownbka 06paboTKM NPUKAALHBIX MPOTOKONOB: HE YAas0Ch MOCTPOUTL MapLLPyYT

132 Ownbka 06paboTKM NPUKAAAHBIX MPOTOKONOB: OTCYTCTBYIOT CBOHOAHbIE AMHAMMYECKME
noptel UDP

133 Ownbka 06paboTkm NpUKIaHbIX MPOTOKOIOB: MOPTbl UCTOYHMKA M Ha3HayeHus IP-nakeTa
npuHaanexar pasHblM NPUKAagHbIM CepBUcam

134 Ownbka 06paboTkm NpUKAaHbIX MPOTOKO/OB: OLNGKa B Tabanue COOTBETCTBUSA MEXAY
npukaagHbiIMn cepBucaMmn U CeTeBbIMU MPOTOKOJIaMU, MOPTaMin

137 LindposaHmne ncxogawero IP-naketa ¢ ncnonb3oBaHneM AaHHOrO anropmtMa 3anpeLueHo

(TecTbl anropuT™Ma He NpoLAn)
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Tabauya 18. Cobeimus 2pynnel Bce IP-nakemesi/Bce nponyujeHHsble IP-nakemeoi/lTponyujeHHble
3awugppoeaHHsble IP-nakemel

Homep OnwucaHue cobbiTus

cobbITnA

40 MponyLeH 3aWwmnppoBaHHbI IP-nakeTt

41 MponyLeH 3aWwMppoBaHHbI LWNPOKOBeLlaTebHbIV IP-naket

44 MapuwpyTtr3saums 3alnmdpoBaHHOro TpaH3uTHoro IP-nakeTta ¢ nogMeHon agpeca nonyvatens
45 [MakeT nponyLLeH Ha TYHHeANPYHOLWEM KOOPAMHATOPE, Tak Kak OH MOCTYNuA OT

TYHHENVPYEMOTO y3/1a Wiu NpeAHa3HayeH Ans Takoro y3na

Tabauya 19. Cobeimus 2pynnel Bce IP-nakemesi/Bce nponyujeHHsble IP-nakemeol/lponyujeHHble
He3zawugpoesaHHble IP-nakemeol

Homep OnwucaHve cobbiTus

cobbITUA

60 MponyLeH HesalwnppoBaHHbI IP-naket

61 MponyLeH He3alwndpoBaHHbIM WKPOKOBeLlaTenbHbIl IP-naket

62 MponyLeH He3alwnPpPoBaHHbIV TPaH3UTHbIN IP-nakeT

63 IP-naket nponyweH ¢puabTPOM AN TYHHEANPYEMbIX PECYPCOB

64 IP-nakeT nponyLueH Npw 3anycke onepauyuoHHON cMcTeMbI

65 MponyLeH 3aWwmnppoBaHHbIi IP-nakeT Ans HesapernctpupoBaHHoro y3na ViPNet

Tabauya 20. Cobbimus 2pynnel Bce IP-nakemol/CaysxebHble cobbimus

Homep OnwucaHue cobbiTus

cobbiTuA

42 M3menunca IP-agpec ceteBoro y3na

46 M3meHunance napameTpbl 4OCTyMNa K CETEBOMY Y371y

47 VcTek nHTepBan otnpasku IP-nakeTos, nepesaBaeMbIX CETEBLIM Y310M CBOEMY CEpBepY

coeaunHeHunid. CoBbITYE MOXET BO3HUKATb TOJILKO A5 TEX Y3/10B, KOTOpble paboTatoT uepes
MEeXCEeTEBOW 3KpaH C AMHAMUYECKOW TpaHCasLmel aapecos

48 Y3en AoCTyneH Mo WMpoKOoBeLLaTeNbHOMY agpecy

49 M3menwnncs IP-agpec cobcTBEHHOrO CETEBOrO y3n1a

110 HosBbili IP-agpec ceTeBoro y3na 3apernctpupoBaH Ha DNS-cepeepe
114 DNS-umsa y3na He 3apernctpupoBaHo Ha DNS-cepsepe
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[ noccapui

DHCP-cepBep

CepBep, aBTOMaTUUECKN agMUHUCTpUpYtoWwmii IP-agpeca DHCP-KANEHTOB U BbIMOAHAOLLUIA
COOTBETCTBYHOLLYO HACTPOWKY AN CETU.

DNS-cepBep

CepBep, cogep>calmii 4acTb 6a3bl gaHHbIX DNS, ncnonbsyemolt gna goctyna K MMeHaM KOMMbHOTEPOB B
WHTepHeT-goMeHe. Hanpumep, ns.domain.net. Kak npaBuio, HGopMaLMsa O JOMEHE XPaHUTCA Ha ABYX
DNS-cepBepax, Ha3biBaeMbix «Primary DNS» 1 «Secondary DNS» (aybanpoBaHue genaetca ang
MOBbILIEHNA OTKa30yCTONUYMBOCTN CUCTEMBI).

Takxke DNS-cepBep Ha3blBatOT CEpBEPOM AOMEHHbIX MMEH, cepBepoM MMeH DNS.

L20OverlP

TexHonorunsa, KOTOpas NO3BONAET OPraHN30BaTh 3aLLMTY YAaNEHHbIX CEBFMEHTOB CEeTU, NCMOb3YHOLLNX
O/HO 1 TO Xe ajpecHoe NPOCTPaHCTBO, Ha KaHaNbHOM ypoBHe Mogenun OSI. B pesynbTate y3ibl 13
Pa3HbIX CErMEHTOB CMOTYT B3anMOJeNCcTBOBaTb APYr C APYroM Tak, Kak 6yATO OHN HaxoAATCA B OL4HOM
cermeHTe € NpAaMon BuaumocTbto no MAC-agpecam. B 0OCHOBe TEXHONIOTUM NEXUT NepexeaT Ha
KaHanbHOM ypoBHe mogenn OS| Ethernet-kagpoB, oTnpaBaeHHbIX U3 OLHOrO CerMeHTa CeT B APYroMn.

MIME-Tunn

Tun AaHHbIX, KOTOPbIE MOTYT BbITb NepeAaHbl ¢ NoMoLblo VIHTepHeTa ¢ npuMeHeHuem ctaHgapta MIME.

NTP-cepsep

CepBep TOYHOrO BpeMeHW, KOTOPbI HEOBXOAMM A1 CUHXPOHM3aLMN BPEMEHW KOMMbIOTEPOB, paboumx
CTaHLWI, CepBEPOB M MPOYMNX CETEBbIX YCTPOMCTB. 3TOT CepBep UrpaeT Posb NOCPesHNKa MeXAy
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3TaJJIOHOM BpeMeHU U CETbIO. OH noJiydaeT BpeMa OT 3TaJIoOHa No cneunasbHOMY KaHany (MHTep¢Eﬁcy) n
BblAa€eT ero and noboro y3aa ceTu, obecrneunBas TEM CaMbIM CUHXPOHU3aL U0 yCTpOI‘/’ICTB.

OSPF (Open Shortest Path First)

MpoToKOA ANMHAMUYECKOW MapLLPYTU3aLMK, OCHOBAHHbIN Ha TEXHONOTMW OTCNEXMBAHWSA COCTOSHUSA
KaHana /15 HaXxOXJAeH s KpaTuaiwero MapLlupyta. PacnpocTtpaHseT MHGopMaLmMIO O JOCTYMHbIX
MapLUpyTax BHYTPY aBTOHOMHOWN CUCTEMBI.

ViPNet Policy Manager

MporpamMma, KoTopas BXOAUT B COCTaB nporpammHoro komnaekca ViPNet. MpegHa3HaueHa ans
LLEeHTPaIM30BaHHOrO yNpaBaeHWs NoMTUKaMmn 6e30nacHOCTY y3/10B 3aluieHHon cet ViPNet.

ViPNet LleHTp ynpaBneHus cetbto (LLYC)

ViPNet LleHTp ynpaBaeHus ceTbto — 3TO NporpamMMa, BXoAsLias B COCTaB NporpaMMHOro obecneyeHms
ViPNet Administrator. NMpegHasHaveHa ana co3gaHns 1 ynpaBaeHns KoHGUrypaumen cetm n nossosset
pelwunTb Ceaytome OCHOBHbIE 3a4aYm:

e OCTPOEHME BUPTYyasIbHOW CETH (CeTeBble 0OBEKTbI U CBA3WN MeXAY HUMW, BKIKOUasn MeXCeTeBbIE);
® V3MeHeHWe KoHdUrypauum ceTy;

e dopmMMpoBaHME 1 paccblika CNPaBOYHUKOB;

e paccbliKa KJoYen Yy310B 1 KAoYen noab3oBaTene;

e dopmMmupoBaHue MHPopmaLmm O CBA3AX Nosb3oBaTtenen ana YKL

e 33ajaHne MOJIHOMOUWI Nosib3oBaTenen ceteBbix y310B ViPNet.

VLAN

BupTyanbHas nokasbHasi KOMMAbIOTEPHAs CETb, MPeACTaBaseT cobol rpynny y3oB ¢ 06LWmM Habopom
TpeboBaHWI, KOTOPble B3aUMOAENCTBYHOT TaK, Kak eCn bl OHW OblAN NOAKIOYEHbI K
LUIMPOKOBELLATENbHOMY JAOMEHY, HE3aBUCUMO OT UX Gpur3nyeckoro mectoHaxoxaerus. VLAN nmeert Te xe
CBOWCTBA, YTO U PpU3mMUeckas JoKasbHas CETb, HO MNO3BOJISET y3/aM IPYNNMPOBaATbLCA BMECTE, AaXe ecu
OHW He HaxoAaTCs B OAHOW GU3NYECKON CeTu.

ABTOHOMHaA cnctemMa

OAMH UM HECKO/IBKO CErMEHTOB CETU, B KOTOPbIX OCYLLIECTBASETCA MapLUpyTM3aLmMsa MO OgHOMY
npotokoay (OSPF, IGRP, EIGRP, IS-IS, RIP, BGP, Static). Takxke MOXeT TpakToBaTbCA Kak JOMEH
MapLUpyTM3aLmm — rpynna MapLUpyTM3aTopoB CeTW, paboTaroLmx N0 OANHAKOBbLIM MPOTOKOAaM
MapLUpyTM3aLmm.

ArpervpoBaHHbIV ceTeBOW MHTepdeNnc

Jlornueckunin ceteBon nHTepdenc (cm. rnoccapui, ctp. 159), obpasoBaHHbIN U3 HECKOIbKUX GPUINUECKUX
nHtepdericos Ethernet, 06begMHEHHbIX Ha KaHa bHOM YpoBHe ceTeBoin Mogenun OSI.
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AAMUHNCTPATUBHAA ANCTaHLMA

XapakTepucTvka MapLipyTa (cMm. rnoccapuia, cTp. 158). Mo3BonseT onpeaennts Mepy AOBepUs K
MapLupyTy. 3agaeTcs Ana ntoboro mapLupyTa B BUje Lienoro umcna B gvanasoHe ot 1 go 255.

Bec

MapameTp, KOTOPbIV 3a4aeTca AN LWK03a B CTaTMYECKOM MapLipyTe (CM. rnoccapui, ctp. 158) B Buge
Lenoro uncna B gmnanasoHe ot 1 go 255. MNo3sonset HacTpouTb HanaHcnposky IP-Tpadurka mexay
LU/IF0O3aMM B OAMHAKOBbIN agpec Ha3HaueHusa. Onpegenset gonto IP-Tpadrka, KOTOPbIN fAOAXKEH
nepeaaBaTbCA MO MapLUPYTY Ha YKa3aHHbIW LUAO3.

[JoMeH KoAnn3unm

YacTb ceTun Ethernet, Bce y3/1bl KOTOPOW KOHKYPUPYHOT 3a 06LLYHO pa3gensemMyto cpedy nepeaaqn u,
CNefoBaTeNbHO, KaX/bli y3e/ KOTOPOI MOXKET CO34aTb KOMMU3NIO C NF06bIM APYTVM Y3/10M 3TOW YacTy
ceTw.

Cetb Ethernet, noctpoeHHas Ha noBTopuTensx, Bcerga obpasyeT OANH JOMEH KOAAN3MIA. MoCTbI,
KOMMYTaTOpbl M MapLUpyTU3aTopbl AensT ceTb Ethernet Ha HECKO/IBKO JOMEHOB KON
3awmueHHbIn IP-Tpaduk

Motok IP-nakeToB, 3awmdpOBaHHbIX C MOMOLLbLIO NporpaMMHoro obecneveHms ViPNet.

Knacc ceteBoro nHtepderica

Mpu3Hak, onpeaenstowmnin HazHaueHne ceTeBoro uHTepderica. B ViPNet Coordinator HW nHtepdeicam
MO>HO Ha3HauuTb C/eAyolMe KNacchl: access, trunk, slave.

Mo ymonuaHuio ceteBoMy MHTepdElCYy Ha3HaueH knacc access. Ecam Tpebyetcs, Utobbl MHTEPdENC
Ethernet unn arpernpoBaHHbIf HTEpPEic obpabaTbiBan Tpaduk 13 Heckonbkmx VLAN, eMy HeobxoanmMo
Ha3Ha4yMTb Knacc trunk. YT06bl 0O6BEAMHUTL HECKOBKO MHTepdelicoB Ethernet B arpermpoBaHHbIf
NHTepdENC, KaXXA0oMy 13 TakmMx MHTePGhENCOB HEOBXOAMMO NpPesBapUTENbHO HAa3HAUNTb Kacc slave.

Knactep ropsiuero pesepBnpoBaHms

KnacTtep ropsuyero pesepB1MpoBaHUA COCTOUT 13 ABYX B3auMocCBs3aHHbIX cepBepoB ViPNet Coordinator
HW, oaMH 13 KOTOpbIX (akKTUBHBbIN) BbINOAHAET GYHKL KN KoopamHaTopa cetu ViPNet, a gpyroii cepsep
(NaccuBHBIN) HaxoAMTCA B pexxume oxuaaHusa. B cryyae cboes, KpUTUMUHBIX Ana paboTtocnocobHoctu MO
ViPNet Ha aKTMBHOM cepBepe, MacCMBHbIN cepBep MepekNtoyaeTca B akTUBHbIA PEXUM A1 BbINOJHEHUA
byHkuMn cboliHoro cepaepa. MNpu 3TOM COOMHBIN cepBep nepesarpy>KaeTcs U CTaHOBUTCA NAaCCUBHbIM.

KnneHnt (ViPNet-kaneHT)

CeteBoin y3en ViPNet, koTopbIin ABASETCA Ha4aNbHOM UAN KOHEYHOW TOUKOW nepeaayn gaHHbix. B
OT/IMYMe OT KOOPAMHATOPa KJIMEHT He BbINOHAET QYHKLUN MapLUpyTM3aumumn Tpaduka n cny>kebHowm
NHPopMaL L.
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Kntou 3awuntel

Kntou, Ha KOTOpoM LnpyeTCs APYrom Krou.

Mapuwpyt

MyTe cnepoBaHma IP-Tpaduvka npm nepegaye B CeTM OT OAHOTO Y313 APYromy.

MapLpyT no ymonyaHuo

MNyTb cnepoBaHums IP-nakeToB, AN KOTOPbIX He Hbl1 HAaAEH NOAXOAALWMI MapLLpyT B Tabauue
MapLupyTM3aLunm.

MapupyTtursaTop-coces

OSPF-MapLpyTt1saTop, Haxoasalmecs B 04HON 061acT MapLUpyTM3aLmMmn ¢ 4pyrmMmn MapLupyTmM3aTopamMm
3TOro Tnna.

Me>ceTeBoM 3KpaH

YCTpPOWMCTBO Ha rpaHuLLe I0KaabHOWM CETH, Cay>Kallee AnsA NPesoTBpaLLeHNs HeCaHKLMOHUPOBAHHOTO
[0CTyNa 13 OAHOM ceTu B Apyryro. MexceTeBon akpaH NpOBepPsET BECb BXOAALLMA U UCXOAALLMIA IP-
Tpaduk, Nocae yero NPUHMMaETCA peLleHe O BO3IMOXHOCTW JanbHeNLero HanpaeaeHms Tpadumka K
NYHKTY Ha3zHauyeHuns. MexceTeBol 3kpaH 0ObIYHO OCYyLLECTBAAET Npeobpa3oBaHne BHYTPEHHNX ajpecoB
B aApeca, AOCTYyMHble U3 BHelwHeW cetu (BbinosHseT NAT).

MeTpuka mapLpyTa

MpeaHaszHaveHa 419 3aZaHuUs NpuopuTeTa MapLipyTa nepegaun IP-tpaduka.

O6nactb MapLpyTU3aLmnm

OgaHa nan Heckonbko IP-ceTeit, B KOTOPbIX OCyLLecTBAsSETCS 06bMeH MHbOpMaLen No onpeseneHHOMY
NPOTOKOJY, B YaCTHOCTK, No npoTtokony OSPF (cM. rnoccapuid, ctp. 156).

Mpotokon OSPF paccMaTpuBaeT MEXCETEBYHO Cpesy Kak MHOXECTBO 061acTel, COeAMHEHHbIX APYr C
ApyroM yepes HekoTopyto 6a3oByto obnacTb (backbone area). lns ngeHTndukaumm obnactein kaxaomn us
HUX BblAENseTcs cneLmanbHblil naeHtTndukatop (area ID), npeactaBastowmin cobolt 32-pazpsgHoe unco,
KOTOpOe 3anncbiBaeTCs Tak Xe, Kak u IP-agpec — B fecATUUHO-TOUeUHOM dopmaTe (B BUAE YeTbipex
OAHO6ANTOBbLIX YUMCEN, Pa3feNeHHbIX TOUKaMM).

OTKpbITbIM TPadUK

MoTok He3awmndpoBaHHbIX |[P-nakeToB.

MepepacnpeneneHne MapLLpyToB

O6meH MapLIpyTHOM MHDOPMaLMen MeXay ABYMA Pa3ANUYHBIMW MapLLPYTU3NPYIOLMMU NPOTOKOAMW.
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MepcoHanbHbIA KAKOY NOAb30BaATENS

TNaBHbIV KNKOY 3alLWTbl KIKOUEW, K KOTOPbIM MMeeT AOCTyN No/b30oBaTesb. [eicTBYOWMIA NepCoHabHbI
KoY HEOBXOAMMO XPaHWTh B 6€30MacHOM MecTe.

Mpo3payHbIi pexxnm paboTbl NPoKCM-cepBepa

Pexxnm paboTbl, Npy KOTOPOM He TpebyeTcs BbINOJHATL HACTPOWMKY NPOrpamMmmMHOro obecrneyeHms Ha
paboumnx MecTax Nosib3oBaTeNel, MOAKAUARLLMXCS K IHTEPHETY Uepe3 NpoKCu-cepBaep.
MNpokcn-cepsep

Mporpamma, TpaHCAUPYIOLWAsA COeANHEHMSA MO HEKOTOPBIM NPOTOKOaM U3 BHYTPEHHEN CETU BO
BHELLHIOK W BbICTyMatoLLas npu 3TOM Kak NOCPEeAHNK MeXAY KAMEHTaMU U CEPBEPOM.

My6anuHbIv agpec

IP-azpec, KOTOpbIi MOXET NPUMeHATbCs B VIHTepHeTe.

CeteBou nHTEpdenc

®uznyeckoe UM BUPTyaNbHOE YCTPONCTBO ANA MOAKIOUEHNS KOMMbtoTepa K ceTh. C MOMOLLbLO
ceTeBOro MHTepderica KOMMNbIOTEP OCYLLECTBAAET NpueM 1 nepegady IP-nakeTos. B kauectBe
du3nyeckoro nHTepdenca MoXeT CNYXUTb ceTeBas niata, MOAEM U Apyrve noAobHble yCTPOWCTBa, B
KauecTBe BUPTyasbHOrO — arpernpoBaHHblil HTepdeiic, nHtepdenc ans VLAN (cMm. rnoccapuid, ctp. 156).

CeTteBou GUNbTP

CoBOKYMNHOCTb MapaMeTPOB, Ha OCHOBaHWUW KOTOPbIX CETEBOV 3KpaH NPOrpaMmMHoOro obecneveHus
ViPNet nponyckaet uan 6aokmpyet IP-naker.

CeTb ViPNet

JNlornueckas cetb, OpraHM30BaHHasA C MOMOLLbIO NMporpaMMHoOro obecneyenus ViPNet un
npegacTaBstowasn cobon COBOKYMNMHOCTb ceTeBblx Y3108 ViPNet.

Cetb ViPNet nmeeT cBoto agpecaLio, NO3BOAAIOLLYHO HaNaAWTb OOMeH MHPOpMaLMel MexXay ee y3namu.
Kaxpas cetb ViPNet nmeeT cBOIN yHMKaNbHbIA HOMep (MAeHTUdMKaTOP).
CronmocTb MapLupyTa

KosnyecTBo n3gepykek, KOTOpble BOSHUKHYT Npun oTnpaske |P-nakeTa B ceTb Ha3HauyeHWs Yepes TOT WK
MHOW Wwito3. CTOMMOCTb MapLLpyTa 06paTHO NPOMNOPLMOHaIbHa ero MPOMNYCKHON CNoCOBHOCTM KaHana
CBA3N.

Tabanua mapLpyTm3aumnm

Tabauua, cornacHo KOTOPOW NPOUCXOAMNT NpoLLecc Bbibopa NyT! A5 nepefayn JaHHbIX B CETU.
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TpaHcnauma cetesbix agpecos (NAT)

TexHonoruns, nossosstoLLas NnpeobpasosbiBaTh IP-agpeca 1 NopThl, NCNOAL3YLOLLMECH B OAHON CETH, B
aZpeca v NopTbl, UCMOJbL3YHOLLMECS B APYTOW.

TyHHennpoBaHue

TexHONOTUNA, NO3BOAAOLWAN 3aLLNTUT COEANHEHNA MEXAY Y3N1aMM JIOKaNbHbIX CETEN, KOTOPble
obmeHunBatoTca nHPopmaL el yepes VIHTepHeT naum gpyrve nybanyHble CeTu, NyTeM MHKaNCyAaumm n
wndposaHus Tpadmrka 3TUX Y310B HE CAMUMMU Y31aMK, @ KOOPAMHATOPaMM, KOTOPbIe YCTaHOBAEHbI Ha
rpaHuLe nx nokanbHbIX ceTer. Mpun 3ToM ycTaHoBKa nporpaMmHoro obecrieyeHms ViPNet Ha 31 y3nbl
Heobs3aTesIbHa, TO eCTb TYHHeMpPYeMble Y3bl MOTYT BbiTb Kak 3aLLMULLEHHBIMY, TaK 1 OTKPbITbIMU.

¥Y3en cetun ViPNet
CeTeBoW y3e/, Ha KOTOPOM YCTaHOBJ/IEHO nporpaMmmMHoe obecneveHue ViPNet ¢ dyHkumen wnpposaHms
Tpadurka Ha CeTEeBOM ypOBHE.

YacTHbIV agpec

[Ans cetelt Ha 6a3e npoTokoa IP, He TpebyroLmMX HENOCPEACTBEHHOTO MNOAKAOUEHUA K VIHTEpHETY,
BblAeneHO Tpu AnanaloHa IP-agpecos: 10.0.0.0-10.255.255.255; 172.16.0.0-172.31.255.255; 192.168.0.0-
192.168.255.255, koTOpble HMKOrAa He ncnonb3ytotca B MIHTepHeTe. YTo6bI BbINTU B VIHTEpHET ¢ agpecom
13 TaKoro AmnanasoHa, HeobXOAMMO NCNOIb30BaTb MEXCETEBOM 3KpaH C dyHkumerr NAT nam TexXHoNoruo
NPOKCK.

Jltobas opraHM3aums MOXET UCMOoNb30BaTh Ntobble Habopbl aAPECOB U3 3TUX AMANAa3OHOB AN Y3108
CBOEW I0KaNbHOW CceTu.
LWno3

YcTpolicTBO, NpesHa3HauYeHHOe /1 COeMHEHNS ABYX CETEl C Pa3HbIMW KaHalbHbIMU NPOTOKOaMMU.
Mepea nepesayen faHHbIX U3 OAHOWM CETV B APYTYHO W03 UX NpeobpasyeT, obecneurBas
COBMECTVMOCTb NMPOTOKOJIOB.
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